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Provide 2020-2025 Cyber Security Strategy Overview
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Diversity Cyber Workforce
Align with MD-715 (EEO Program 
Status Update Report FY18)
• Gender
• National Origin
• Disability

Align with previously defined OPM cyber
work roles (regardless of Job Series):

Provide Definition / Clarity:

FAA Cybersecurity Personnel 
Work Role

​OPM 
Code

Mission Assessment Specialist ​112

Exploitation Analyst ​121

Threat/Warning Analyst ​141

Cyber Defense Forensics Analyst ​212

Cyber Crime Investigator ​221

Database Administrator ​421

Data Analyst ​422

Network Operations Specialist ​441

System Administrator ​451

Systems Security Analyst ​461

FAA Cybersecurity Personnel 
Work Role

​OPM 
Code

Cyber Defense Analyst ​511

​Cyber Defense Infrastructure 
Support Specialist

​521

​Cyber Defense Incident Responder ​531

​Vulnerability Assessment Analyst ​541

​Authorizing Official/Designating 
Representative

​611

Security Control Assessor ​612

​Secure Software Assessor ​622

​Information Systems Security 
Developer

​631

FAA Cybersecurity Personnel 
Work Role

​OPM 
Code

Security Architect ​652

Research & Development 
Specialist

​661

​System Testing and Evaluation 
Specialist

​671

Cyber Instructional Curriculum 
Developer

​711

Cyber Instructor ​712

​Information Systems Security 
Manager

​722

Communications Security 
(COMSEC) Manager

​723

FAA Cybersecurity Personnel 
Work Role

​OPM 
Code

Privacy Officer/Privacy Compliance 
Manager

​732

Cyber Workforce Developer and 
Manager

​751

Cyber Policy and Strategy Planner ​752

Program Manager ​801

IT Project Manager ​802

Executive Cyber Leadership ​901

https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Mission+Assessment+Specialist&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Exploitation+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Threat/Warning+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Defense+Forensics+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Crime+Investigator&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Database+Administrator&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Data+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Network+Operations+Specialist&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=System+Administrator&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Systems+Security+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Defense+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Defense+Infrastructure+Support+Specialist&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Defense+Incident+Responder&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Vulnerability+Assessment+Analyst&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Authorizing+Official/Designating+Representative&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Security+Control+Assessor&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Secure+Software+Assessor&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Information+Systems+Security+Developer&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Security+Architect&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Research+%26+Development+Specialist&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=System+Testing+and+Evaluation+Specialist&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Instructional+Curriculum+Developer&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Instructor&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Information+Systems+Security+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Communications+Security+%28COMSEC%29+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Privacy+Officer/Privacy+Compliance+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Workforce+Developer+and+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Cyber+Policy+and+Strategy+Planner&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Program+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=IT+Project+Manager&fwid=All
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/workroles?name_selective=Executive+Cyber+Leadership&fwid=All
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Prioritize Bullet 2 of SOW

Bullet 2 of NAS Statement of Work reads:
Management and human resources approaches and strategies to achieve current and 
future desired outcomes that meet cybersecurity workforce needs, including recruitment and 
flexibilities, selection, retention, training, education, certification, and compensation 
considerations;

Proposed Prioritized Order
1. Recruitment and Flexibilities / Selection
2. Retention
3. Compensation Considerations
4. Training / Certification (specific skillsets)
5. Education (formal education)
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