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Two Problems with
building EFFECTIVE CyberSecurity Workforce

Pipeline




Cybersecurity Workforce Gap

The Cybersecurity Workforce Gap by Region
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Gender Diversity
STEM vs Cybersecurity (2013)

50% vs. 11%




Gender Balance Challenges

Lack of Stereotypical Lack of
awareness notions resources

Lack of visibility Lack of access Lack of social
of role models to mentors support

Inadequate Lack of
professional national/region
development al/local
opportunities communit

Inadequate
advancement
opportunities
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Paving the Road for
Gender Balance Cyber Workforce

 More awareness of careers in cybersecurity
— Media campaigns for public

* More resources to offer cybersecurity in colleges (including
community colleges)

» Directed efforts in promoting cybersecurity at K12
— Piggybacking with Computer Science For ALL
— Teacher fraining
— Counselor awareness

women In CYBERSECURI




Paving the Road for
Gender Balance Cyber Workforce

« Alternate paths to cyber workforce
* Bias-free and inclusive work environment

« Communities/organizations that support diversity and inclusion in
cybersecurity

« A Story about OR an Example of
COMING TOGETHER IS A BEGINNING;
KEEPING TOGETHER IS PROGRESS:

the POWER of Community WORKING TOGETHER IS SUCCESS.

Henry Ford
women In CYBERSECURITY



History of
WICyYS

NSF Grant

Five Years as an Annual
Conference
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RESEARCH AREAS

Search Awards

Recent Awards
Presidential and Honorary
Awards

About Awards

How to Manage Your Award

Grant Policy Manual

Grant General Conditions

Cooperative Agreement
Conditions

Special Conditions

Federal Demonstration
Partnership

Policy Office Website

FUNDING

{ National Science Foundation
WHERE DISCOVERIES BEGIN

AWARDS

Award Abstract #1303441

DOCUMENT LIBRARY NEWS

SEARCH

ABOUT NSF

Collaborative Proposal: Capacity Building in Cybersecurity:

Broadening Participation of Women In Cybersecurity through Women

in Cybersecurity Conference & Professional Developm

NSF Org:

Initial Amendment Date:

Latest Amendment Date:

Award Number:

Award Instrument:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

DGE
Division Of Graduate Education

September 10, 2013

August 7, 2017

1303441

Standard Grant

Victor P. Piotrowski
DGE Division Of Graduate Education
EHR Direct For Education and Human Resources

September 15, 2013

August 31, 2018 (Estimated)

$294,160.00

Ambareen Siraj asiraj@tntech.edu (Principal Investigator)




WICyYS Conference Model

Comparable students and non-students ratio

Accessible to students and faculty

Content focused on

— education, research, outreach and industry

Career/Graduate school fair
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WICyS Conference Original Grant Scope
(2014-2016)

« $70K
» 250 attendees over 2 years




Over
SEVEN
YEARS..

3.5 million
in industry
support

L-400
attendees

3,000
student
scholarship

s
340 faculty

CONFERENCE

2014 | Nashvnle | 350+




WICyS Conference Today

« Largest security conference in USA that

— Ensures comparable representation of students and
professionals

— Ensures comparable representation from academia and
Industry (public and private)

 Women who are underrepresented are

— Represented
— Celebrated
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COMMUNITY
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Cybersecurity Gender Demographics

FRERETTAAN ﬁ?bkfs e Goal
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MISSTON:

women In
Help build a strong gender-diverse CYBERSCCURITY
cybersecurity workforce by Wi
facilitating..

RECRUITMENT

RETENTION

ADVANCEMENT

for women i1n the field




Member-based Nonprofi

Over 5K members
- U7% students

- B3% professionals

19 professional affiliates
- Across 2k states

RSECURITY




WICyS Membership Overview

Students Faculty, Industry, Faculty, Ind UStry;
47% Government, Research, Govern ment’ Resea rch’
| Veterans, Non-Profit, )
Other Veterans, Non-Profit, Ot

53%

B Students

5,000+

Members
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WICyS Member Profiles

Other
Veterans 4% Government/Military
0.5% 5%
Faculty
7%

Industry
32%

Student
47.5%

Non-Profit

4% )
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WICyS Student Chapters - 97

Anne Arundel Community College - MD

Bay Path University - MA

Blue Ridge Community and Technical College - WV
Bowie State University - MD

California State University - San Bernardino, CA
Capitol Technology University - MD

Carnegie Mellon University - PA

Chatham University - PA

Chicago State University - IL

City University of New York at Lehman College - NY
Cochise College — AZ

College Of Southern Maryland - MD

Colorado School of Mines - CO

Coppell High School - TX

DePaul University - IL

Devry University - IL

East Carolina University - NC

Embry-Riddle Aeronautical University - AZ
Florida International University - FL

Florida State University - FL

George Washington University - Washington D.C.
Gwinnett Technical College - Georgia

Hampton University - Virginia

Henry Ford College - Dearborn, Ml

Highline College - Des Moines, WA

Hofstra University - Long Island, NY

llinois Institute of Technology - IL

Indiana University Bloomington — IN

Ivy Tech Community College - Lake County Campus - IN
. lvy Tech Community College - Valparaiso Campus — IN

4 uwomen In CYBERSECURITY

John Logan Community College - Carterville, IL

Johns Hopkins University - MD
Johnson-Wales University - Rl

Kean University - Union, NJ

Keiser University - FL

Lewis-Clark College - Portland, OR
Marshall University - WV

Maryville University - MO
McKendree University - Lebanon, IL
Miami Dade College - FL

Middle Georgia State University - GA
Mississippi State University - MS

NJ Institute of Technology - NJ
Northeastern University - Boston, MA
Ohio State University - OH

Olivet Nazarene University - IL

Pace University - NY

Padua Academy - DE

Penn State University - PA

Pensacola State College - FL

Prince George's Community College - MD
Purdue University - West Lafayette, IN
Rochester Institute of Technology - NY
Roosevelt University - IL

Salve Regina University - Newport, Rl
Siena College - NY

Southern lllinois University — IL

St. Cloud State University - MN

St. Petersburg College - FL

Stern School Highlands Ranch - CO
Tennessee Tech University - TN

Texas A&M-San Antonio — TX

Texas State University — TX

The Citadel — SC

Towson University - MD

Universidad Cenfotec — Costa Rica

University At Albany — NY

University at Buffalo, SUNY - NY

University of Alabama - AL

University of California, Irvine — CA

University of California, Santa Barbara - CA
University of Florida - FL

University of lllinois-Urbana-Champaign - IL
University of Louisiana at Lafayette - LA
University of Maine at Augusta - ME

University of Maryland - MID

University of Maryland Baltimore County - MD
University of Maryland University College — MD
University of Mississippi - MS

University of New Haven - CT

University of North Carolina Charlotte - NC
University of North Dakota - ND

University of Oklahoma Norman Campus - OK
University of Puerto Rico at Bayamon - Puerto Rico
University of South Florida - FL

University of Tampa - FL

University of Texas-Dallas - TX

University of the Incarnate Word - TX
University of Tulsa - OK

University of Utah - UT

University of Washington Tacoma — WA
University of Waterloo - Ontario, Canada
University of Windsor - Ontario, Canada

VIT Bhopal University - Madhya Pradesh, India
Westchester SUNY Community College - NY
Western Washington University - Bellingham, WA
Whatcom Community College - Bellingham, WA
Worcester Polytechnic Institute - MA
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CENTRAL TEXAS
AFFILIATE
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GEORGIA
AFFILIATE
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NORTH
CAROLINA
AFFILIATE
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...And 19 W1CyS Affiliates
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CHICARGO
AFFILIATE
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MID-ATLANTIC
AFFILIATE
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ONTARIO
AFFILIATE
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SOUTH DAKOTA
AFFILIATE
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COLORADO
AFFILIATE
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MINNESOTA
AFFILIATE
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OREGON
AFFILIATE
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SOUTHERN
CALIFORNIA
AFFILIATE
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FARMERS
INSURANCE
GROUP AFFILIATE
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NEW ENGLAND
AFFILIATE
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PHOENIX
AFFILIATE
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SILICON VALLEY
AFFILIATE
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FLORIDA
AFFILIATE
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NY METRO
AFFILIATE
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SAN ANTONIO
AFFILIATE
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UWJESTERN
WASHINGTON
AFFILIATE



[ student Chapters Only

[ Affiliate and Student
Chapters
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WICYS INITIATIVES

Scholarships
Virtual & & Awards Market
In-Person o2 e Research  Virtual

Cart?er Online Webinar Summits
Fair " Member Series
Forum

Annual
Conference

Speaking
& Media
Opportunities

WICYS COMMUNITIES




Annual Fall Virtual Career Fair

Exhibitors Index
Adobe

Alistate Insurance Company
Amazon Web Services
Aon's Cyber Solutions

Blue Cross Blue Shield Association

[ \.\kw

Lobby ‘ B Exhibit Hall ‘ M4 Virtual Briefcase | [ DocumentVault | @M Video Vault ‘ Q SearchResume

~nl \f
\

ALY AL

pyEe

O rAQs ‘ © InfoDesk

Navigation Instructions

1. Scroll the exhibitor booths above left to right, or top to bottom in the list
to the left.

2. Click on Video Vault to watch all the videos.
3. Click on Document Vault to review resources and documents.

4. You can save any document to the Virtual Briefcase by clicking on the +
next to it.

UNIVERSITY of WASHINGTON
BOTHELL

(® TARGET
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WICyYS Webinar Series

Cyber Breach Fatigue

Rhonda Bricco (UnitedHealth Group), Deb Doffing
(Optum), Sue Perkins (Optum), Cat Goodfellow
(Optum)

Mar 31 2020 35 mins

The stream of near constant data breaches has left consumers desensitized to the news their information was lost or stolen.
We’ll discuss issues around complacency both in consumers and enterprises such as how long the customer cares after a

breach occurs, whether data loss is as negatively impactful to an organization’s reputation as it used to be,... more
Wednesday, February 19, 2020 at 2 pm CT Orchestrating Various Roles to Uplift Security at Acquisitions i a
ORCHESTRATING VARIOUS Ruchi Shah, Sr Security Engineering Manager at Google
ROLES TO UPLIFT SECURITY
AT ACQUISITIONS
OWE Go gle

Feb 19 2020 @ 48 mins

Good vs Bad Metrics i
Rhonda Bricco (UnitedHealth Group), Deb Doffing (Optum), Sue Perkins (Optum),
Cat Goodfellow (Optum)

oprTum

women In CYBERSECURITY

l Wednesday, January 22 at 2p.m. CT Offensive vs Defensive Security i
OFFENSIVEVS . ._._. ﬁ Rhonda Bricco (UnitedHealth Group), Deb Doffing (Optum), Sue Perkins (Optum),

Feb 18 2020 = 30 mins




WICYS Community Forum

« Allmembers

« Student chapters

« Faculty

» Allies and Advocates for Action
« Strategic partners

* Veterans

women In CYBERSECURI TY




WICYS Ventures in the Works

« Summer virtual fraining program
« Summer virtual research experiences
* Veteran assistance program

women In CYBERSECURI TY




WICyS Veteran Assistance Program (VAP)

* Help our female veterans transition into careers In
cyber
— Increase diversity in cyber work roles
— Increase cyber workforce

women In CYBERSECURI TY




VAP Objective

 Assist female veteran members

—who are in cyber OR who aspire to be in cyber
« with career development, placement and advancement in cyber
— using its network of members, partners and sponsors.

women In CYBERSECURITY
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VAP Activities - 1

« Offer discounted subsidized WICyS organizational membership at the student rate to
selected eligible veterans

* Provide fellowship award to selected eligible veterans to attend the annual WICyS
conference and career fair at no cost

* Veteran Apprenticeship Program

women In CYBERSECURITY




Veteran Apprenticeship Program

« Work with our partners and sponsors to provide
— apprenticeship opportunities to eligible Veterans.
— Job placement opportunities to eligible Veterans.
— professional development opportunities to eligible Veterans.

women In CYBERSECURITY
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Veteran Apprenticeship Program Components

Apprenticeship




VAP Activities - 2

* An exclusive private communication platform for the WICyS
Community of Veterans

* Directory of WICyS veterans for external opportunity and engagement.
* Directory of resources and opportunities for veterans among

» Local/regional meet ups of WICyS veterans through local/regional
affiliates.

« Work with Military branches and Department of Labor to include WiCyS
as aresource for Veterans in transition

women In CYBERSECURITY




THE GEORGE
WASHINGTON
UNIVERSITY

WASHINGTON, DC

Carnegie
Mellon
University

Chan
Zuckerberg
Initiative @
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WICyS Board of Directors

CHAIR OF THE BOARD
Dr. Janell Straach
Professor

Rice University

WICYS FOUNDER

Dr. Ambareen Siraj

Director, Cybersecurity Education,
Research and Outreach Center
Tennessee Tech University

WICYS TREASURER

Dr. Costis Toregas

Director, Cyber Security and Privacy
Research Institute

George Washington University

Dr. Dawn M. Beyer
Senior Fellow
Lockheed Martin

Diana Kelley
Cybersecurity Field CTO
Microsoft

Prajakta Jagdale
Senior Manager, Information Security
Palo Alto Networks

Jay Koehler

Diversity, Inclusion & Engagement Manager,
Security & Trust Organization

Cisco

Allison Miller

VP, Global Enterprise Information Risk
Management

Optum Technology/UnitedHealth Group

Michele Schochet
Chan Zuckerberg Initiative

Dr. Greg Shannon

Chief Scientist. CERT® Division, Software
Engineering Institute (SEI)

Carnegie Mellon University

Jenn Henley

Vice President - Infrastructure, Technical
Program Management

Facebook

atfoan],
CISCO

LOCKHEED MARTIW

FACEBOOK

Aa
& ™y

N OPTUM®

%/» paloaltor

HETWORKS

B Microsoft



Year-Round
Partnerships

SPECIAL THANKS

WICYS FOUNDING PARTNERS

10} ¢
b c)cEBOOK #/» paloalto
cisco ' NEEPYVR e POt
WICYS STRATEGIC PARTNERS
aw% Bloomberg Il‘.lllsltl:lc;l EQUIFAX FACEBOOK ;\L\E} Google f =S

—F e  “oprum 4 paloalto P rayrar  BY) (® UCSanDiego  verizon’

LOCKHEED MARTIN

RSECURITY




WiCysS Virtual 20

1,650 Conference Attendees

750 student Scholars 400+ Volunteers

150 Recruiters 130 Travel Stipends

100+ sponsors 80 veterans

67 Faculty Grants 55 Technical Sessions

Student Research Veteran Fellowship
30 Posters 26 Awardees

6 WiCyS Communities 4 Meetups

3 Keynotes 1cTF

women In CYBERSECURITY




" WICyS Virtual 20

A :
omenin | j‘
l(?‘YBERSGCURH'V ‘“ ‘

v

Attendees: 1,104

i 0
to join WiCyS virtual 2

‘;' HERE
- April 14T, 2020

#WiCySv20 hashtag
Reach: 8 million




B bibitHall | a8 Virtual Briefcase ‘ P DocumentVault | @M VideoVault | 5= Auditorium ‘ @ FAQs | BP EvaluationForm | £ CyberBreach Fatigue
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Lobby ‘ [ BxtibitHall | g VirtualBriefease | [} Document Vault ‘ N VideoVault | £ Auditoriom | €) FAQs | G EvaluationForm | ¥ CyberBreach Fatigue

N A 7 / % Wik
ONNE (NG
.. "y b el

1Y & ) Lo A MY

WiCyS Virtual 20

Booths: 70

Booth Visits: 12,177
Unique Booth Visits: 9,145

."-

Exhibitors Index (14 online) Navigation Instructions

Bk qAmenca 1. Scroll the exhibitor booths above left to right, or top to bottom in the
Blue Cross Blue Shield Association list to the left.

Camegie Mellon University The Information Networking Institute (INI) 2.Click on Video Vauit to watch all the videos.
Coalfire 3. Click on Document Vault to review resources and documents.
Cybersecurity Education, Research & Outreach Center @ Tennessee Tech Universify 4. You can save any document to the Virtual Briefcase by clicking on the +

Lawrence Livermore National Laboratory nexiio .
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CISCO

BANK OF AMERICA %7

salesforce

VISA

VIP Sponsors

FACEBOOK

Premium Sponsors

Google

oo StateFarm

Diamond Sponsors

cerfic @

Robinhood /7

Walmart
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Carnegie
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University
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Engineering
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o Microsoft
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Adobe

Deloitte.
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Carnegie
Mellon
University
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Networking
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MITRE

Platinum Sponsors
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Linked f}

COALFIRE

National Laboratory

Gold Sponsors
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University
«San Diego

(ComencA Bank
.
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Silver Sponsors
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WiCyS 2021

March 15-16
Gaylord Rockies Resort, Aurora, Greater Denver Area
1,600 attendees expected
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Gender Diversity
STEM vs Cybersecurity (2019)

50% vs 20-24%
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Subscribe to WiCyS Mailing List — visit the WiCyS$

website
CONTACT info@wicys.org

WWW.WICYS.Org



https://forms.zohopublic.com/zohodocs1545/form/WebsiteSubscriber/formperma/G_sXiezJe4SRq5IUqpx7lbH1fFkAzAE6xXdma_4SpSo
mailto:info@wicys.org
http://www.wicys.org/

RECAP: Paving the Road for
Gender Balance Cyber Workforce

 More awareness of careers in cybersecurity
— Media campaigns for public

* More resources to offer cybersecurity in colleges (including
community colleges)

» Directed efforts in promoting cybersecurity at K12
— Piggybacking with Computer Science For ALL
— Teacher fraining
— Counselor awareness
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Paving the Road for
Gender Balance Cyber Workforce

« Communities/organizations that support diversity and
INcluding In cybersecurity

« A Story about OR an Example of
COMING TOGETHER IS A BEGINNING;

: KEEPING TOGETHER IS PROGRESS:
the POWER of Community WORKING TOGETHER IS SUCCESS.

Henry Ford




