
Supporting 
European 

Aviation

EUROCONTROL/EATM-CERT 
views on cyber in aviation

Patrick MANA
EATM-CERT Manager



EUROCONTROL

EUROCONTROL is an inter-governmental, pan-European, civil-
military organisation dedicated to supporting European aviation.
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EUROCONTROL/EATM-CERT

EUROCONTROL HISTORY

1960s

1980s

1990s

2000s

2010s

41 Member States &
the European Union

2 ‘Comprehensive Agreement’ 
States: Morocco & Israel

“The designations employed and the presentation of the material on maps in this presentation
do not imply the expression of any opinion whatsoever on the part of EUROCONTROL concerning
the legal status of any country, territory, city or area or of its authorities, or concerning the delimitation of its frontiers or boundaries.”
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Building the Single European Sky !

Provide air traffic services in upper airspace
of Benelux & North west of Germany

Manage the pan-European network

R&D => Deployment

Products
Collect route and 
terminal charges 
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Regional sectorial (ATM) CERT:
combine cyber and domain expertise
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Complexity of Securing the Aviation Ecosystem
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Evolution of ATM – towards digitalization

=>
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Threat actors

• State-sponsored groups (23% - all sectors – DBIR Verizon)
• Cyber-crime organisations (39% - all sectors – DBIR Verizon)
• Hacktivists

• APTs (Advanced Persistent Threats) in 2019:
• Main objective:

• Cyber espionage 
• Service disruption

• Groups:
• APT33 - a suspected Iranian threat group that has carried out operations since at least 2013. The group 

has targeted organisations in many industries in the United States, Saudi Arabia, and South Korea; they 
have a particular interest in the aviation and energy sectors.

• APT26 – a suspected Chinese threat group. The group has targeted defence, aerospace and 
manufacturing sectors since 2014.

• Fxmsp - a suspected Russian hacking group. The group focuses mainly on gaining and selling access to 
different industries, including air transport.
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State-sponsored / 
Geo-political
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Cyber-crime … it’s an industry
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Cyber-crime e.g. ransomware

Bristol but also Atlanta, Cleveland, Albany, SFO, …

???
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Hacktivists

• Eco-hacktivism

• Not only cyber (physical as well)

• COVID-19 impact on (eco) hacktivism ?
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Hacktivism more and more e.g. environmentalists
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Report is 
TLP:GREEN

patrick.mana@eurocontrol.int
eatm-cert@eurocontrol.int



Context and limitations

EUROCONTROL/EATM-CERT 16

Our dataset

No detection means (e.g. SOC)

Lack of maturity

Company sharing culture National regulation

Legal framework to share

Misuse of TLP

De-identification Trust
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Dataset

• ~200 incidents/events
• Publicly reported events
• EUROCONTROL/EATM

-CERT services
• Aviation stakeholders
• Cyber “clubs”
• National CERTs
• CTI vendors
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TLP marking
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COLOUR MEANING EXAMPLE

RED

Not for disclosure, restricted to participants only.
Sources may use TLP:RED when information cannot be effectively acted upon by additional parties, and could 
lead to impacts on a party's privacy, reputation, or operations if misused. Recipients may not share TLP:RED 
information with any parties outside of the specific exchange, meeting, or conversation in which it was originally 
disclosed. In the context of a meeting, for example, TLP:RED information is limited to those present at the 
meeting. In most circumstances, TLP:RED should be exchanged verbally or in person.

Information shared with 
people in a meeting; direct 
email.

AMBER

Limited disclosure, restricted to participants’ organizations.
Sources may use TLP:AMBER when information requires support to be effectively acted upon, yet carries risks 
to privacy, reputation, or operations if shared outside of the organizations involved. Recipients may only share 
TLP:AMBER information with members of their own organization, and with clients or customers who need to 
know the information to protect themselves or prevent further harm. Sources are at liberty to specify additional 
intended limits of the sharing: these must be adhered to.

Sharing of Indicators of 
Compromise (IoCs) to an 
organisation’s CSIRT. 
These could be forwarded 
to the SOC for further 
action.

GREEN

Limited disclosure, restricted to the community.
Sources may use TLP:GREEN when information is useful for the awareness of all participating organizations 
as well as with peers within the broader community or sector. Recipients may share TLP:GREEN information 
with peers and partner organizations within their sector or community, but not via publicly accessible channels. 
Information in this category can be circulated widely within a particular community. TLP:GREEN information 
may not be released outside of the community.

Sharing of a malware 
analysis with a specific 
industry sector.

WHITE
Disclosure is not limited.
Sources may use TLP:WHITE when information carries minimal or no foreseeable risk of misuse, in 
accordance with applicable rules and procedures for public release. Subject to standard copyright rules, 
TLP:WHITE information may be distributed without restriction.

Public security advisory.



MISP

Israel

National CERT
Cert-AT – Austria
Cert-EE – Estonia
Cert-EU – Europe *.eu
Cert-Bund – Germany
Cert-LV – Latvia
CIRL.LU – Luxembourg
NCSC-NL – Netherlands
CERT-PL – Poland
CERT-PT – Portugal
CERT-SI – Slovenia
CERT-IL – Israel
CERT-BE – Belgium
CSIRT-IE – Ireland
CERT-CY-Cyprus
CERT- INCIBE – Spain
CERT-CCN – Spain

Aviation PARTNERS
CERT-AIRBUS A/C
DLH-DE –Lufthansa Group
ECCSA (test)
IATA (by 3rd party CTI platform)
Airport 1
SOC of an airport
Schiphol Airport – Netherlands
CERT-IST – Thales
CERT-THY – Turkish Airlines
CAA-RO - Romanian CAA
Aero Mexico

EUROCONTROL/EATM-CERT
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Cyber during COVID-19
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Issues:
• Budget cuts
• Resource availability
• Systems update
• New abnormal vs normal thresholds
• Videoconferencing
• Remote connections

Attackers have no ethics!
Attackers never rest!



Recommendations

Developing an approach and action plan to address the cyber challenges of recovering 
operations including the following areas:
• Security aspects of Returning to Operations, including:

• Performing an assessment of Security updates and patches, across all systems;
• Verification and validation of Interface status and reconnection requirements;
• Verification and Validation of System access permissions, either thought local or remote, if 

applicable, access;
• Performing Vulnerability scanning, Security risk assessment and implementing as required security 

patches and updates;
• Verification and validation of Certificates in use and respective lifecycle as applicable;
• Performing security assessment of systems and which are not in normal operation;
• Perform security verification and validation prior to reconnect professional computers to corporate 

networks, specifically if they were used to perform remote work;

EUROCONTROL/EATM-CERT 23



Recommendations

• Cyber Security Impact of the risk of budget reduction
• Human resources Impact
• Engaging and promote a dialog with their National Aviation Competent Authority as well as 

their National Cyber Security Authority to include a cyber approach in their recovery to 
normal operations. 

• Considering to update the security controls especially for those IT systems which were not or 
poorly or differently used during this period

• Considering the use of tools and techniques that allow to detect infected and compromised 
files and systems

• Fine-tuning cyber detection means (e.g. SOC) in accordance with new information 
exchanges patterns and what is “abnormal vs normal”.

• Perform an information security risk impact analysis identifying the KPA´s impacted
• Consider the inclusion of information security requirements in the Project/Product/system 

lifecycle management and in new projects and in the process of modernization or upgrade of 
existing ones.
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Aviation threat landscape
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Aviation – attack types
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Threat characteristics

• Aviation is not so different from other sectors:
• Some standard IT also ! (e.g. corporate/office/web)
• Some ICS (e.g. power supply)

• No safety impact … reported (very sensitive information)

• Malware
• Credential leaks / Compromised accounts
• Scams impersonating EUROCONTROL staff
• Sensitive document leaks
• Fraudulent activities

EUROCONTROL/EATM-CERT 29
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Trojan Ransomware crypto miners Virus Info stealer
Azorult Dharma Coinhive Mirai Racoon
Dridex GandCrab XMRig
Emotet Rapid

Gh0st REvil/Sodinokibi
LokiBot WannaCry

NanoCore
Smokeloader

Top malware



Top Malware
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Credentials

2018 
Q3

202020
2018 
Q4

737373
2019 
Q1

2019 
Q2

898989

Number of monitored domains

2019 
Q3

969696
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*******
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Scams impersonating EUROCONTROL Staff
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20 domain names suspended upon 2020 report on cyber in aviation request , 
another 3 suspensions requested:

eurocontrolint.net eurcontrol.int
eurocontrol.int.net

euro-control-int.com

euro-control.eu
eurocontrolintl.int

eurocontrolintl.com

eurocontrolt.net

eurocontrolintl.net

eurocontroll.int

eurocontrol-intl.net euro-control-int.org
eurcontrolint.net eurocontrolin.int eurocontrolint.eu.com
eurocontrotint.net

eurocontrolinc.com euro-control-int.net euro-controlint.net eurocontroladmin.net
eu-control.info eurocontrols.org eurocontrolx.net eurocontroladmincentre.net
eurocontrolcrco4.com eurocontrolintl.in

euro-control.net

eurocontolint.net

eurocontrolunits.net

euro-control.org eurocontroint.net eurocontrol.com
eurocontrolint.in eurocontroint.in

eurocontrols.net

eurocontrolints.net eurocontroladmin.in
eurocontrolaudits.net eurocontrolaudit.net

mail-eurocontrol.com

int-eurocontrol.com

eurocontroint.in

eurocontrolunit.net

euro-control.net

Scams impersonating EUROCONTROL Staff



Sensitive document leaks
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Fraudulent websites impersonating airlines
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https://c.golddiggergames.be
/9661/61283

Ryanair

http://www.com-cana.com/?Anniversary-dUMwH
Qantas Airlines

http://www.singạporeair.com/free-tickets/ 
Singapore Airlines

http://www.easyonefly.com

easyJet

http://www.aa.com-flightus.com

American Airlines
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Fraudulent websites impersonating airlines



Compromised customers accounts (loyalty programs)
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MITRE ATT&CK : Techniques most commonly used to attack 
aviation
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List of APTs targeting aviation
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List of APTs targeting aviation
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Top 10 Mitigation Means
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Privileged Account 
Management

18%

User Account Management
14%

Network Intrusion Prevention
13%

Audit
11%

Disable or Remove Feature or 
Program

8%

Operating System 
Configuration

8%

Multi‐factor Authentication
8%

Password Policies
8%

Execution Prevention
6%

Network Segmentation
6%

TOP 10 MITIGATIONS 



Most stimulated 
Mitigation Means
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Top Detection Means
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Endpoint 
Monitoring (EDR)

32%

Log Monitoring
17%Network

13%

Perimeter 
Protection

13%

Other
13%

Cloud
10%

Antivirus
2%

TOP DETECTION MEANS



Most needed 
Detection Means
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Surprise

• For APT targeting aviation, only 75% of 
techniques have Mitigations Means

• 25% of the techniques are very 
hard/impossible to mitigate

• Detection is vital
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EASY
75%

Hard/Not 
Possible

25%

MITIGATION POSSIBILITY
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Pentests
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ANSPs:11

AOs:4

Airlines:0

ECTL Products:12

ECTL 
Network/Systems:11

11:23

Penetration tests



Discovered vulnerabilities (pentests)
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Critical
0%

High
14%

Medium
41%

Low
45%

Discovered Vulnerabilities Constituents

Critical
1%

High
17%

Medium
38%

Low
44%

Discovered Vulnerabilities at EUROCONTROL

Critical
1%

High
16%

Medium
38%

Low
45%

Discovered Vulnerabilities
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Vulnerability scanning service
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Small ANSP1: 3

IANS: 16

Small ANSP2: 21

Medium ANSP: 32

MUAC: 40

NM: 41

Big Airport: 48

Medium ANSP2: 64

License to be used: 48%

Vulnerability Scanning Coverage
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Financial impact on aviation

• Cyber-crime/attacks financial damages on aviation :  ~ tens of billion  €/year

• Fraudulent website: ~1 Bn $/year (IATA)

• Frequent flyer miles: unknown … but probably significant

• Scams impersonating EUROCONTROL:
• Cost of the attack: few hundred €/year + some human resource – inexpensive)
• A top 5 European airline paid 7 M€ to fraudsters in 2016.
• A top 5 world express delivery company paid 900 K€ to fraudsters in 2016.
• A regional airline paid 1 M€ to fraudsters in 2018.
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Cyber resources

• Cyber expertise:
• Shortage of resources
• Not enough universities offering cyber cursus
• Aviation at financial risk => not attractive

• How to attract and retain cyber resources?
• Training – maintain competence
• Adding-value tasks (use of AI/ML to reduce “boring” tasks)
• Good salaries
• Visibility
• Propose challenges / innovation
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Moving towards cyber-resilience



All together … as we are as strong as the weakest link
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Cybersecurity management framework

60

Invest in Humans

Adapt processes

Apply a secure development lifecycle

Build a Trust Framework

EUROCONTROL/EATM-CERT





THANK YOU 

patrick.mana@eurocontrol.int
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