Confidentiality Protection in Al

Xiao-Li Meng
(Panel for Al Day for Federal Statistics, May 2, 2024)

e What does that mean?
o Confidentiality protection of the data used by Al?
o Confidentiality protection of the users of Al?
o Confidentiality protection of the Al technologies?



@ You
Confidentiality Protection in Al

What is the meaning of "Confidentiality Protection in Al"?

© ChatGPT
"Confidentiality Protection in Al" generally refers to the measures and techniques employed to
ensure that sensitive data used or generated by artificial intelligence (Al) systems is kept secure
from unauthorized access, use, or disclosure. This involves implementing various safeguards,
such as encryption, access controls, and data anonymization, to protect personal and proprietary

information processed by Al technologies.

This concept is crucial because Al systems often handle large volumes of data, some of which
may be sensitive or private. Ensuring confidentiality helps in maintaining user trust and complying
with legal and ethical standards, such as the General Data Protection Regulation (GDPR) in Europe

or other privacy laws worldwide.



@ You

What is the meaning of "Privacy Protection in Al"?

& ChatGPT
"Privacy Protection in Al" refers to the practices and methodologies designed to safeguard
individual privacy when using artificial intelligence (Al) systems. This concept is crucial in the
design, development, and deployment of Al technologies, ensuring that they respect user privacy
by:

1. Data Minimization: Limiting the collection of personal data to what is directly relevant and
necessary to accomplish a specified purpose.

2. Anonymization: Removing personally identifiable information from datasets to prevent the
identification of individuals, making it harder to link data back to an individual.

3. Secure Data Storage and Transfer: Implementing secure protocols for data storage and
transfer to protect data from unauthorized access or breaches.

4. Transparency: Providing clear information to users about what data is collected, how it is used,
and who it is shared with.

5. Consent Management: Ensuring that users provide informed consent for the collection and
use of their data.

6. Regulatory Compliance: Adhering to relevant privacy laws and regulations, such as GDPR,

which impose strict requirements on data handling.
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THE RIGHT TO PRIVACY.

The right to be let alone.

““ Tt could be done only on principles of private justice, moral fitness,
and public convenience, which, when applied to a new subject, make

Protect my privacy in the 1st place.

Samuel D. Warren 11 Louis Brandeis
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THE RIGHT TO PRIVACY.

Tt could be done only on principles of private justice, moral fitness,
and public convenience, which, when applied to a new subject, make

The right to be let alone.

Protect my privacy in the 1st place.

Over 125 years later (GDPR, 2016):
The right to be forgotten.

Protect my privacy in the 2nd place.

Samuel D. Warren Il Louis Brandeis
2/1&



HARVARD DATA SCIENCE REVIEW

2021 Best New Journal in
Science, Technology, &

A Telescopic, Microscopic, and Kaleidoscopic View of Data Science Medicine

HOME ISSUES ¥ SECTIONS ¥ COLUMNS ¥ COLLECTIONS ~ PODCAST SUBMIT ¥ ABOUT ¥ MASTHEAD ¥ @ X =

As an open access platform of the Harvard Data Science Initiative, Harvard Data
HDSR SPECIAL ISSUE

Science Review (HDSR) features foundational thinking, research milestones,

Future Shock: Grappllng With educational innovations, and major applications, with a primary emphasis on
the Generative Al Revolution reproducibility, replicability, and readability. We aim to publish content that helps

define and shape data science as a scientifically rigorous and globally impactful
OPEN CALL is how closed multidisciplinary field based on the principled and purposed production,

processing, parsing, and analysis of data. By uniting the strengths of a premier

The submission deadline for this special issue on generative Al, | | esearch journal, a cutting-edge educational publication, and a popular magazine,

launching May 2024, has passed. We encourage authors to HDSR provides a crossroads at which fundamental data science research and
education intersect directly with societally-important applications from industry,

consider submitting their proposals related to this topic through . o N e ) .
governments, NGOs, and others. By disseminating inspiring, informative, and
The:reguar channel intriguing articles and media materials, HDSR aspires to be a global forum on
everything data science and data science for everyone.

Click for more details on how to submit




Future Shock:
Did the Generative Al Revolution Trigger an

International Al Governance Crisis?

Professor David Leslie
Professor of Ethics, Technology & Society, QMUL
Director of Ethics & Responsible Innovation Research, Turing



What is future shock?

Alvin Toffler coined the term
“future shock” to capture the
widespread societal
dislocation effected by the
rapid advent of the digital
revolution.

Future shock describes the
dizzying disorientation
brought on by the premature
arrival of the future.




Did generative Al really trigger future shock?

Despite the sudden rise of commercial
generative Al technologies causing
shockwaves across the digital world, the
extent to which this triggered ‘future
shock’ among Al policy and
governance communities across the
globe remains debatable.

Several factors should have softened the B ‘
blow.

Image credit: hitps://www_searchenginejournal.com/chatgpt-chrome-extensions/485594/
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Did generative Al really trigger future shock?

Decades of debate, research, and policy development had yielded
standards, good practice protocols, laws, and regulations that formed a
robust conceptual basis upon which Al policy and governance communities

could draw:

Intellectual
property
rights

cyber- data data

security privacy

protection

online
safety

consumer
protection

digital
trade




Measures existing before the generative Al ‘revolution

Concerted efforts had been made to develop standards, policies, and
governance mechanisms to ensure the equitable production and

deployment of Al systems.

Regional treaties, including:

African Union’s Convention on Cybersecurity
and Data Protection (2014)

Council of Europe’s Convention on Cybercrime
(2001)

Council of Europe’s Convention on Data
Protection (1981)

National data protection and privacy laws:

Korea (2011), Japan (2015), Singapore (2012),
China (2021), Indonesia (2022), Sri Lanka (2022),
Malaysia (2010), the European Union (2018), Egypt
(2020), South Africa (2013), Tunisia (2004),
Botswana (2018), Ghana (2012), Kenya (2019),
Mauritius (2017), Malawi (2019), Nigeria (2023),
Tanzania (2022), Uganda (2019), New Zealand
(2020), Australia (1988), Bahrain (2019), Qatar
(2016), UAE (2021), Argentina (2000), Mexico
(2010), Chile (1999), Colombia (2012), and Brazil
(2019), among others.



But there are deficits with regard to the enforcement of existing regimes

(Leslie et al, Editorial for Policy Forum, HDSR, 2024)

Significant gaps have arisen over the past several years in the enforcement of existing digital- and data-related legal
and regulatory regimes.

These gaps—combined with deficits in the capacity of regulators to develop the skills and know-how needed to
competently confront the novel governance challenges presented by the rapid deployment of largescale Al
technologies—have created conditions for regulatory inaction and ineptitude.

Disparities between legal protections related to digital and data rights and prevalent patterns of unimpeded bad
behaviour that transgress such protections can be observed, for instance, in both data protection and cybersecurity
law (Kohnke et al., 2021; Lynskey, 2023).



Data leakage and memorization risks (i.e. model intrinsic privacy violation risks)

(Leslie et al, 2024, Editorial for Policy Forum)

The attitude of "the more data the better" and “scale is all you need” came quickly to prevail as
the ‘rule of thumb’ among Al developers (Birhane et al., 2024; Bommasani et al., 2022; Kaplan
et al., 2020)

Unprecedented data scaling required the collection of a magnitude of web-scale data that far
outstripped the capacity of human project teams to manually check data quality and source

integrity, which has led to widespread risks of data poisoning, memorization, and leakage.

Web-scale poisoning attacks can be launched inexpensively and with relative ease, making them
‘practical and realistic even for a low-resourced attacker’ (Carlini et al., 2023a).

the presence of personally identifiable information (Pll) (e.g. email addresses and phone
numbers) and sensitive documents (e.g. personal medical records) in massive pretraining
corpora can yield privacy leaks during model prompting and data extraction attacks (Carlini et
al., 2021; Kaddour et al., 2023; Lukas et al., 2023; Mozes et al., 2023).

Carlini et al. (2023b): ‘memorization in [FMs/LLMs] is more prevalent than previously believed
and will likely get worse as models continue to scale, at least without active mitigations’ (p.1).
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GWU BROWN BAG @ Seminar Sarias

Privacy Protection and
Data Quality Are
Everybody's Business

Differential Privacy for 2020 Census

€-DP for arandom map R(D): Ifforall§ € Q
Pr(R(D;_y;) € S) i
Pr(RD)ES) —°C
where D¢_1y and D differ by one individual.

€ — privacy loss budget: reducing € by 1 = reducing 1.5
questions in a 20-question game

Protecting Individua Privacy against All Adversaries

— Is It possible?



Theorem (Bailie, Gong & Meng, 2023)

A random map M delivers e-DP under Hamming distance if and only if for every prior
7 on D, every sub-o field F of the corresponding full o-field o,.(X), every
B e 2 (RY), every i, and every A € Z8(0O;), where ©; is the state space of x;, we have

e “T(XieA|F)<S<Pr(X,e A|Me B F) <e““m(xi € A|F), (1)

where 7(x;|F) is the marginal prior for X; (conditional on F ), Pr is the marginal

posterior for X;, and c; is the size of the minimal information chamber (MIC) for X;.

o MIC = C_;U{X;}: C_; C X_;is the Markov boundary for X, that is, the
smallest subset of X_; such that

W(X;‘X_;j]‘—) — W(X;‘C_,:j]"—).

o MIC is the X;’s “information family” - knowing any one of them will provide

information about X, in addition to public knowledge coded into F.



Information spreads like a virus — we need to quarantine

not only the infected individual but also everyone they’ve
ot tact with But assessing
come into contact with. dependence

e e b o among individuals
Q t requires context
ﬂ e ' and statistical
n R BT ’ e | modeling.
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Image from Bradshaw, W.J., Alley, E.C., Huggins, J.H. et al. Bidirectional contact tracing could dramatically
improve COVID-19 control. Nat Commun 12, 232 (2021). https://doi.org/10.1038/s41467-020-20325-7



The dependence issue is critical for machine unlearning

Data Al Model

' - \
| How to “unlearn” a user’s data from an Al model? :
| . .

1 How to verify such “unlearning” as successful? -

1 .
£ 1 How to defend attacks on “unlearning”? -

\

: S S S S e N S S D S S W S A S S 4
| want my
data deletec

Qu, Yuan, Ding, Ni, Rakotoarivelo, and Smith (2023) Learn to
unlearn: A survey on machine unlearning.




e Stigler's Law of Privacy:
The only way to ensure privacy
IS to make sure that no one
cares about you.

@ Stigler's Law of Eponymy:
No scientific discovery is named
after its original discoverer.
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