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● What does that mean?  
○ Confidentiality protection of the data used by AI?
○ Confidentiality protection of the users of AI?
○ Confidentiality protection of the AI technologies? 
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What is future shock?

Alvin Toffler coined the term 
“future shock” to capture the 
widespread societal 
dislocation effected by the 
rapid advent of the digital 
revolution.
Future shock describes the 
dizzying disorientation 
brought on by the premature 
arrival of the future.8
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Did generative AI really trigger future shock?

Despite the sudden rise of commercial 
generative AI technologies causing 
shockwaves across the digital world, the 
extent to which this triggered ‘future 
shock’ among AI policy and 
governance communities across the 
globe remains debatable.

Several factors should have softened the 
blow.  



Did generative AI really trigger future shock?

Decades of debate, research, and policy development had yielded 
standards, good practice protocols, laws, and regulations that formed a 
robust conceptual basis upon which AI policy and governance communities 
could draw: 
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Measures existing before the generative AI ‘revolution’

Concerted efforts had been made to develop standards, policies, and 
governance mechanisms to ensure the equitable production and 
deployment of AI systems.
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Regional treaties, including:

• African Union’s Convention on Cybersecurity 
and Data Protection (2014)

• Council of Europe’s Convention on Cybercrime 
(2001)

• Council of Europe’s Convention on Data 
Protection (1981)

National data protection and privacy laws:

Korea (2011), Japan (2015), Singapore (2012), 
China (2021), Indonesia (2022), Sri Lanka (2022), 
Malaysia (2010), the European Union (2018), Egypt 
(2020), South Africa (2013), Tunisia (2004), 
Botswana (2018), Ghana (2012), Kenya (2019), 
Mauritius (2017), Malawi (2019), Nigeria (2023), 
Tanzania (2022), Uganda (2019), New Zealand 
(2020), Australia (1988), Bahrain (2019), Qatar 
(2016), UAE (2021), Argentina (2000), Mexico 
(2010), Chile (1999), Colombia (2012), and Brazil 
(2019), among others.



But there are deficits with regard to the enforcement of existing regimes

(Leslie et al, Editorial for Policy Forum, HDSR, 2024)

• Significant gaps have arisen over the past several years in the enforcement of existing digital- and data-related legal 
and regulatory regimes. 

• These gaps—combined with deficits in the capacity of regulators to develop the skills and know-how needed to 
competently confront the novel governance challenges presented by the rapid deployment of largescale AI 
technologies—have created conditions for regulatory inaction and ineptitude. 

• Disparities between legal protections related to digital and data rights and prevalent patterns of unimpeded bad 
behaviour that transgress such protections can be observed, for instance, in both data protection and cybersecurity 
law (Kohnke et al., 2021; Lynskey, 2023).



Data leakage and memorization risks (i.e. model intrinsic privacy violation risks)

(Leslie et al, 2024, Editorial for Policy Forum)

• The attitude of "the more data the better" and “scale is all you need” came quickly to prevail as 
the ‘rule of thumb’ among AI developers (Birhane et al., 2024; Bommasani et al., 2022; Kaplan 
et al., 2020)

• Unprecedented data scaling required the collection of a magnitude of web-scale data that far 
outstripped the capacity of human project teams to manually check data quality and source 
integrity, which has led to widespread risks of data poisoning, memorization, and leakage. 

• Web-scale poisoning attacks can be launched inexpensively and with relative ease, making them 
‘practical and realistic even for a low-resourced attacker’ (Carlini et al., 2023a). 

• the presence of personally identifiable information (PII) (e.g. email addresses and phone 
numbers) and sensitive documents (e.g. personal medical records) in massive pretraining 
corpora can yield privacy leaks during model prompting and data extraction attacks (Carlini et 
al., 2021; Kaddour et al., 2023; Lukas et al., 2023; Mozes et al., 2023). 

• Carlini et al. (2023b): ‘memorization in [FMs/LLMs] is more prevalent than previously believed 
and will likely get worse as models continue to scale, at least without active mitigations’ (p.1). 
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Differential Privacy for 2020 Census 

• 𝜖𝜖-DP for a random map R(D):   If for all 𝑺𝑺 ⊂ 𝛀𝛀
𝐏𝐏𝐏𝐏 𝑹𝑹 𝑫𝑫 −𝟏𝟏 ∈ 𝑺𝑺
𝐏𝐏𝐏𝐏 𝑹𝑹 𝑫𝑫 ∈ 𝑺𝑺

≤ 𝒆𝒆𝝐𝝐

where 𝑫𝑫 −𝟏𝟏 and 𝑫𝑫 differ by one individual. 
𝜖𝜖 – privacy loss budget: reducing 𝜖𝜖 by 1 ≈ reducing 1.5   
questions in a 20-question game   

•





Image from  Bradshaw, W.J., Alley, E.C., Huggins, J.H. et al. Bidirectional contact tracing could dramatically 
improve COVID-19 control. Nat Commun 12, 232 (2021). https://doi.org/10.1038/s41467-020-20325-7

But assessing  
dependence 
among  individuals 
requires context 
and statistical 
modeling.  



The dependence issue is critical for machine unlearning
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