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I am not an attorney



This is not an exhaustive list
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Overview | The Legal Landscape around Genetic Information and Testing

Participant Rights: 
Privacy

2

Participant Rights: 
Nondiscrimination
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1
Requirements for 

Testing



6

State Laws | Genetic Information and Testing



Requirements for
Testing
State Laws
● Knowledge/Informed Consent
● Valid Informed Consent



genetic testing requires 
knowledge and/or consent

In almost all cases…

8

… of the person being tested
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Valid informed consent…

… must be obtained in a certain 
way

… documentation must contain 
certain information … must specify certain limits

NRS §71-551(1): Except as provided in section 71-519 
and except for newborn screening tests ordered by 
physicians to comply with the law of the state in which 
the infant was born, a physician or an individual to 
whom the physician has delegated authority to perform 
a selected act, task, or function shall not order a 
predictive genetic test without first obtaining the written 
informed consent of the patient to be tested. Written 
informed consent consists of a signed writing 
executed by the patient or the representative of a 
patient lacking decisional capacity that confirms that 
the physician or individual acting under the delegated 
authority of the physician has explained, and the patient 
or his or her representative understands
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Valid informed consent…

… must be obtained in a certain 
way

… documentation must contain 
certain information … must specify certain limits

MCL §333.17520(2): … informed consent consists of… 
all of the following:

(a) The nature and purpose of the presymptomatic 
or predictive genetic test.
(b) The effectiveness and limitations of the 
presymptomatic or predictive genetic test.
(c) The implications of taking the presymptomatic or 
predictive genetic test, including, but not limited to, 
the medical risks and benefits.
…
(e) The meaning of the presymptomatic or predictive 
genetic test results and the procedure for providing 
notice of the results to the test subject.
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Valid informed consent…

… must be obtained in a certain 
way

… documentation must contain 
certain information … must specify certain limits

MGL Public Health 111 §70G(a): ''Prior written 
consent'', a written consent form… which shall include:

(3) a statement that the consenting person was 
informed about the availability and importance of 
genetic counseling and provided with written 
information identifying a genetic counselor or 
medical geneticist from whom the consenting person 
might obtain such counseling;
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Valid informed consent…

… must be obtained in a certain 
way

… documentation must contain 
certain information … must specify certain limits

ORS §192.538(5): A DNA sample from an individual 
that is the subject of a research project, other than an 
anonymous research project, shall be destroyed 
promptly upon completion of the project or withdrawal of 
the individual from the project, whichever occurs first, 
unless the individual or the individual’s 
representative directs otherwise by informed 
consent.



Participant Rights: Privacy
Certificates, FOIA, and State Laws
● Withholding
● Confidentiality
● Valid Disclosures



● Applies to identifiable, sensitive 
information collected during the 
course of federally-funded 
research

● Ensures limited disclosures to 
protect participant identities

Overhauled by the 21st Century Cures Act

Certificates of 
Confidentiality 
42 u.s.c. § 241(d)



before

mandatory and 
automatic for 

federally funded 
research*

identifiable and potentially
identifiable information and 

all copies

immune from legal 
process and 

inadmissible in 
proceedings

mandatory, with 
some exceptions*

after

optional
participant 
identities

at researcher 
discretion n/a

issuance coverage withholding immunity
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FOIA Type 3 Exemption Statute | 42 U.S.C. § 241(f)

Relevance

Specific to biomedical 
research information

Coverage

Covers identifiable 
and potentially

identifiable 
information

Discretion

Leveraged at the 
discretion of the 
Secretary of HHS

exemption

Does not interfere with 
individual’s access to 
information about 
themselves
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Privacy and Confidentiality | Additional Protections in State Laws

ARS §12-2802(A): Except as otherwise provided in this 
article, genetic testing and information derived from 
genetic testing are confidential and considered 
privileged to the person tested…
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Privacy and Confidentiality | Additional Protections in State Laws

NRS §629.181(1): Except as otherwise provided in 
subsection 2, the State Board of Health shall by 
regulation:

…
(b) Prescribe a form for use in obtaining the informed 
consent of a person. The form must include:

(1) Information relating to the use and 
confidentiality of the genetic information of the 
person set forth in NRS 629.101 to 629.201, 
inclusive;
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Privacy and Confidentiality | Stipulations for Valid Disclosures

42 U.S.C. § 241(d)(1)(C): The disclosure prohibition in 
subparagraph (B) shall not apply to disclosure or use that is—

(i) required by Federal, State, or local laws, excluding instances 
described in subparagraph (D);
(ii) necessary for the medical treatment of the individual to 
whom the information, document, or biospecimen pertains and 
made with the consent of such individual;
(iii) made with the consent of the individual to whom the 
information, document, or biospecimen pertains; or
(iv) made for the purposes of other scientific research that is in 
compliance with applicable Federal regulations governing the 
protection of human subjects in research.

Certificates of Confidentiality 

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-847345143-1342391139&term_occur=999&term_src=title:42:chapter:6A:subchapter:II:part:A:section:241
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Privacy and Confidentiality | Stipulations for Valid Disclosures

42 U.S.C. § 241(d)(1)(C): The disclosure prohibition in 
subparagraph (B) shall not apply to disclosure or use that is—

(i) required by Federal, State, or local laws, excluding instances 
described in subparagraph (D);
(ii) necessary for the medical treatment of the individual to 
whom the information, document, or biospecimen pertains and 
made with the consent of such individual;
(iii) made with the consent of the individual to whom the 
information, document, or biospecimen pertains; or
(iv) made for the purposes of other scientific research that is in 
compliance with applicable Federal regulations governing the 
protection of human subjects in research.

LRS 22:1023(C)(2): To be valid, an 
authorization for disclosure of genetic 
information shall:

…
(f) State the date upon which the 
authorization will expire, which in no event 
shall be more than sixty days after the date 
of the authorization.
…
(h) Include a statement that the authorization 
shall be invalid if used for any purpose 
other than the described purpose for 
which the disclosure is made.

State Laws Certificates of Confidentiality

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-847345143-1342391139&term_occur=999&term_src=title:42:chapter:6A:subchapter:II:part:A:section:241
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Privacy and Confidentiality | Stipulations for Valid Disclosures

42 U.S.C. § 241(d)(1)(C): The disclosure prohibition in 
subparagraph (B) shall not apply to disclosure or use that is—

(i) required by Federal, State, or local laws, excluding instances 
described in subparagraph (D);
(ii) necessary for the medical treatment of the individual to 
whom the information, document, or biospecimen pertains 
and made with the consent of such individual;
(iii) made with the consent of the individual to whom the 
information, document, or biospecimen pertains; or
(iv) made for the purposes of other scientific research that is in 
compliance with applicable Federal regulations governing the 
protection of human subjects in research.

FS §760.40(3): A person who performs DNA 
analysis or receives records, results, or findings 
of DNA analysis must provide the person tested 
with notice that the analysis was performed or 
that the information was received. The notice 
must state that, upon the request of the 
person tested, the information will be made 
available to his or her physician.

State Laws Certificates of Confidentiality

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-847345143-1342391139&term_occur=999&term_src=title:42:chapter:6A:subchapter:II:part:A:section:241


Participant Rights: 
Nondiscrimination
GINA and State Laws
● Insurance



23

Genetic Information Nondiscrimination Act

42 U.S.C. § 1320d-9:  
(a) In general

The Secretary shall revise the HIPAA privacy regulation (as defined in subsection (b)) so it is 
consistent with the following:

(1) Genetic information shall be treated as health information described in section 
1320d(4)(B) of this title.

(2) The use or disclosure by a covered entity that is a group health plan, health insurance 
issuer that issues health insurance coverage, or issuer of a medicare supplemental policy of 
protected health information that is genetic information about an individual for underwriting 
purposes under the group health plan, health insurance coverage, or medicare 
supplemental policy shall not be a permitted use or disclosure.

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1264422296-1615532608&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1247196365-708353961&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-130026267-708353963&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1201440408-746707012&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/uscode/text/42/1320d#4_B
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1970171283-746707013&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-600980302-708353962&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1201440408-746707012&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-130026267-708353963&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-200104113-708353960&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1970171283-746707013&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-600980302-708353962&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:C:section:1320d%E2%80%939


24

States Limiting Insurance Use of Genetic Information
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Generalities Regarding State-Level Protections

● Limit to certain types of test providers (e.g. 
DTC)

● Limit to certain types of insurance (e.g. life 
insurance, disability, long-term care)

● Limit certain uses (e.g. insurance underwriting, 
coverage decisions)

● Limit certain insurer behaviors (e.g. requiring 
genetic testing, asking for test results)

● Confer certain responsibilities (e.g. mandatory 
withholding)



Takeaways
1)Relevant laws exist at both the federal and state levels (the latter often 

building on the former)
2)There’s a lot of dynamism in relevant laws, requiring potentially frequent 

updates to process implementation
3)The good news is that lots of states copy each other
4)Informed consent for genetic testing has state-specific requirements (but 

none that are mutually exclusive)
5)Privacy and confidentiality protections depend on a variety of factors, 

including data ownership and participant locality
6)The patchwork of state laws makes it really difficult to explain potential risks 

of testing related to insurability 



@AllofUsResearch
#JoinAllofUs

AllofUs.nih.gov

katherine.blizinsky@nih.gov

AllofUsPolicy@mail.nih.gov

Questions?

mailto:katherine.blizinsky@nih.gov
mailto:AllofUsPolicy@mail.nih.gov


All of Us Solutions
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The All of Us Research Program | Diversity at Scale

Diversity of Resources: Deliver a national resource of deep 
clinical, environmental, lifestyle, & biological data from one 
million or more participants who are consented & engaged to provide 
data on an ongoing, longitudinal basis

Diversity of Participants: Reflect the broad diversity of the U.S.—all 
ages, races, ethnicities, sexes, genders, SESs, geographies, & 
health and disability statuses—and over-recruit those historically 
underrepresented in biomedical research

Diversity of Researchers: Build the tools & capabilities that make it 
accessible to the public and easy for researchers—from citizen and 
community scientists to scientists from premier university 
labs—to make discoveries using All of Us
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The All of Us Research Program | Comprehensive Research Resources

Medical Records
Claims Data
Pharmacy Data
Vision and Dental Records

Participant Surveys

Physical Measurements

Mobile/Wearable Tech

Electronic Health Records

Omics

Biospecimens
Geospatial/Environmental 
Data

Assays

The Basics
Lifestyle
Overall Health
Personal & Family Medical Hx
Health Care Access & Utilization
COVID-19 Participant Experience 
Mental Health
Social Determinants of Health

COVID Serology
HbA1c
Heavy Metals

WGS
Arrays 
Other Omics

Blood
Urine
DNA (from blood or saliva)
Saliva
RNA

Blood Pressure
BMI
Heart Rate
Height
Hip Circumference
Waist Circumference
Weight 
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The All of Us Consent Process | Overview

Primary Consent

HIPAA 
Authorization

Consent to Get 
DNA Results

Biospecimen 
Collection

Genetic Analysis

Notification(s)

Ancestry and Traits

Health-Related

Other (future)

Traits

Ancestry

HDR

PGx

Results

“No” or “Maybe Later”

learn more at allofus.nih.gov/about/protocol/all-us-consent-process

Core Agreements* Informing 
Loops
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The All of Us Consent Process | Consent Modules

eScreens
Videos Longform

Formative
Evaluation

learn more at allofus.nih.gov/about/protocol/all-us-consent-process

http://www.youtube.com/watch?v=2wU7cuNAe7k
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Primary Consent | Setting the Stage

PURPOSE
Orient participants to the All of Us Research 
Program overall and give them information 
salient to projected risks and benefits of 
participation; set expectations about participation 
into the future.

CHALLENGES
● State laws and regulations
● Changes (program operations, technological 

developments, social context) → Threshold for 
re-consent
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Consent to Receive DNA Results | Consenting to Return of Information

PURPOSE
Describe the process and limitations of return of 
genetic and genomic results; set realistic 
expectations for participants about what they can 
expect to receive; explain potential risks and 
benefits to learning such results

CHALLENGES
● Different reason for obtaining consent
● Rapidly changing, complicated science
● Social and cultural implications
● Inconsistent legal protections



everything else means no. 

35
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Informing Loops | Just-in-Time Information

Shared Emphasis on…

Participant Choice
Research Results

Consent

Informing 
Loops

Potential risks and 
benefits of that specific 
type of DNA result

Examples of the type of 
information one could 
learn from that type of 
DNA result and 
limitations of those 
results

Link to Learning Center 
to help participants find 
more information

Choice to receive that 
specific type of result

Overall potential risks 
and benefits of learning 

DNA results

General overview of 
DNA, variants, 

limitations of current 
knowledge

Legal information, 
disclaimers, and 

resources

Choice to be offered for 
each DNA result type in 
the future (as available) 
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Informing Loops | Just-in-Time Information

● Set participant 
expectations

● Explain limitations of the 
science

● Provide additional 
information (    )

● Integrate paths to 
assistance

?
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Consent | Integrated Assistance
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Supported Decision Making | All of Us Education and Decision Tools

Participant Learning Center
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Supported Decision Making | All of Us Education and Decision Tools

Participant Learning CenterParticipant Learning Center

Video from University of Utah: http://learn.genetics.utah.edu/content/basics/proteins
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Supported Decision Making | All of Us Education and Decision Tools

Participant Learning Center Decision Support Tool



@AllofUsResearch
#JoinAllofUs

AllofUs.nih.gov

katherine.blizinsky@nih.gov

AllofUsPolicy@mail.nih.gov
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