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Pervasive Location Collection
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Geoprivacy

the right of individuals to determine the 

extent to which their location is shared with 

others

…..………………………………………..

…..………………………………………..

Duckham and Kulik 2006; Elwood and Leszczynski 2011; Kar, Crowsey, and Zale 2012



COVID-19
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Last Webinar’s Poll
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Mobile Contact Tracing

Arizona Department of Health Services



Last Webinar’s Poll



Police Brutality Protests
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Protest Surveillance

https://www.vox.com/recode/2020/5/29/21274828/drone-minneapolis-protests-predator-surveillance-police



Protest Surveillance

https://www.eff.org/pages/cell-site-simulatorsimsi-catchers



Protest Surveillance

https://www.nytimes.com/interactive/2019/12/21/opinion/location-data-democracy-protests.html

Charlie Warzel and Stuart A. Thompson. 2019. How Your Phone Betrays Democracy. The New York 
Times. Satellite Imagery: Microsoft & DigitalGlobe



Smartphone Location Bias

Patterns of usage and ownership

1 phone = 1 human?

Location accuracy

https://www.pewresearch.org/internet/fact-sheet/mobile/

Smartphone 

Ownership

Total 81%

Age 65+ 53%

Income < $30,000 71%

Rural Areas 71%

Pew Research Center, 2019



Deliberate Location Inaccuracy
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Pokémon GO Spoofing

Bo Zhao & Shaozeng Zhang (2019) Rethinking Spatial Data Quality: 

Pokémon Go as a Case Study of Location Spoofing, The Professional Geographer, 71:1, 96-108



Uber/Lyft Ride Spoofing
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A Wagon of Smartphones

Gault, M. (04 February 2020) “This man created traffic jams on Google Maps using a red wagon full of phones.” Vice.

https://www.vice.com/en_uk/article/9393w7/this-man-created-traffic-jams-on-google-maps-using-a-red-wagon-full-of-phones


Circle Spoofing

SkyTruth. 2019.

https://skytruth.org/2019/12/systematic-gps-manipulation-occuring-at-chinese-oil-terminals-and-government-installations/



Personal Location Masking

…..………………………………………..

…..………………………………………..

the practice of obscuring one’s personal location 

data

Seidl, Jankowski, Clarke, & Nara (2020)



A Few Methods of Personal Location 
Masking

Providing incorrect address

Reducing address precision

Turning off location services

Changing IP address

Jane Docent

123 What Street

90210





Location Masking by Sample Group

Lowered address 

precision
Provided incorrect 

address

Moved map pin 

away from home

This material is based upon work supported by the National Science Foundation under 

Grant No.1657610.

Seidl, Jankowski, Clarke & Nara (2020) Please Enter Your Home Location: Geoprivacy Attitudes 

and Personal Location Masking Strategies of Internet Users, Annals of the American 

Association of Geographers, 110:3, 586-605



Location Masking by Sample Group

Provide incorrect 

location to retailers
Sometimes alter IP 

address

Keep location services 

off

Location services 

currently off



Attitudes

believe websites do a 

good job of protecting 

their personal data

support GPS devices in all 

motor vehicles
support anonymous 

internet browsing

support right of 

companies to collect 

irrelevant location data

34% 44% 73% 8%

Trust



Potential Masking Trends

More masking activity 

by the heavily 

surveilled

Carrying a 

smartphone may 

be seen as 

punitive

Erosion of trust from 

data breaches, false 

identification



Conclusions

 Heightened public awareness of location tracking

 Masking may grow in response to increased surveillance

 Very low public support for collection of irrelevant location data

 Personal masking activity takes place across demographic groups

 Researchers should anticipate these sources of bias
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