The responsible use of Geo
after the COVID-19 outbreak

Ed Parsons
kf‘e? = Geospatial Technologist
A eparsons@google.com
@edparsons

—

o~
7



The views expressed during this presentation
are entirely my own and should in no way be
attributed to anyone else or as the opinion of any
organisation.
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Data ?
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Mobility Reports
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ambient location
["ambiant/ /la(u) ke1f(a)n/ 4

adjective

denoting or relating to a knowledge of location that is continuously accessible.

"A smartphone provides the user with an ambient location service"
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Privacy first

Location
History

Differential
privacy
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Privacy
Considerations ?

1. What s the right use of Location History ?

2. How to avoid misleading insights ?

3. What is the appropriate level of granularity ?
4. Who should have access to the information ?

5. How long should it be available ?
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The “new”normal ?
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Exposure notification..









Opt-in!
No Identity !
No Location!
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Phones in close proximity exchange anonymous
identifier beacons (which change frequently)

Phones periodically download broadcast
beacon keys of everyone who's tested
positive for COVID-19 in their region

Anonymous
identifier keys ’

downloaded m
periodically h

| Match
" Xz found

Apps can only get +

With user consent, a phone uploads the last 14
days of broadcast beacon keys to the cloud.

~14 day
more information i temp. store
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If there's a match, the phone receives a
notification with info about what to do next
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Privacy

preserving..
e Explicit user consent
e No User or Location Data collected
e Anonymous Keys remain on phone
e Positive test results not shared with other

users, Google or Apple

Only available to whitelisted Public Health
agencies for the duration of the outbreak
System can be disabled in OS when no
longer required by Google or Apple

& Google

Contact Tracing

Framework Documentation
(API)

Preliminary - Subject to Modification and Extension

April 2020
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Sample Public Health Authority App Onboarding
(a

e

Welcome to the Sample
Public Health Authority
COVID-19 App

py to be provided by Public Health

GET STARTED

Turn on COVID-19
Exposure Notifications

ovided by Public Health

NOT NOW

Turn on COVID-19 Exposure
Notifications?
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When you break
glass...



It stays broken !
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Aarogya Setu Mobile App

f” [y

—

..____-. = TI ﬂ,.«:-. T ——

*i L ]

Avallable in 11 differen

Scan to Download

#  Dowmload on the

P‘ Google play . App Store App for IOS and Android




p————
v ZEIEE Spot checks : =N
v 1 BIE Make a prosecution g 4 \{iﬁ}
™ v BHBES Issue wanted warrant %

g\




W
ANTED - An Ethical Framework
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The Ethics of Geospatial — The Four E's
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