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• The Electric Reliability Organization sustains complementary 
efforts to reduce risks to the Bulk Power System from GMD:
 Mandatory reliability standards
 Partnerships in leading-edge research and tool development
 Development of data collection program

• NERC works with diverse stakeholders throughout North America 
to carry out its vision

• Carry out the charge
 The Department of Energy-NERC report on High‐Impact, Low‐ Frequency 

(HILF) Event Risk (2010) analyzed rare risk scenarios 
o Cyber Attack
o Coordinated Physical Attack
o Geomagnetic Disturbances (GMD)

Vision for Mitigating GMD Impacts 
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North American GMD Standards 
Milestones

• May 2013 – NERC began 
development of two GMD  
standards 

• April 2015 – GMD Operations 
standard became effective

• January 2017 – GMD 
Vulnerability Assessment 
standard became effective
 Requirements implemented over 

five-year period

1-in-100 Year Occurrence
8 V/km at 60⁰ N 

geomagnetic latitude
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NERC GMD Research Plan
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Field Evaluation• Two-year effort began in 2017

• Tasks support TPL-007 standard
• Funded by industry and 

managed by EPRI
• Tools and reports available to 

the public at no charge
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• May 2019: NERC launched a 
Task Force to identify reliability 
concerns associated with EMPs 
and potential methods for 
promoting resilience

• The Task Force is implementing 
a phased approach to advise 
NERC, regulators, and industry 
stakeholders on next-steps

EMP Strategic Development

Phase 
1

• Strategic 
Recommendations

Phase 
2

• Technical Development

Phase
3

• Standard Drafting Team 
(if applicable)
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• In November the Task Force will present recommendations to 
the NERC Board covering the following areas :
 Policy – What needs to be clearly defined by the electric power industry 

and federal government
 Research – What research is needed to prudently inform electric utilities 

that need to make decisions
 Vulnerability Assessments – How the electric power industry applies 

policy and research to understand its vulnerability
 Mitigation Guidelines – Fundamental suggestions and guidelines on 

prudent mitigation strategies
 Response and Recovery – Based on the vulnerability assessments and 

applicable mitigation guidelines for any impacted facilities, how does a 
utility respond and recover

Strategic Recommendations
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