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ADVERSARIAL TARGETING OF OT/CS SYSTEM

Adversaries demonstrate capabilities and intent of targeting Operational Technology 
(OT) and Control Systems (CS) through cyber means to impact physical processes
• This presents risk to mission readiness, production, and safety. 

OT/CS Attacks
Volt Typhoon Threat Group 

Joint CISA Alert-State Sponsored 
Compromise and Persistent across US. 

Critical Infrastructure

22 Danish Power Organizations 
(SektorCert) breached in 2023

Required shift to local control

6 Hours and 230k people 
Time Ukraine lost power due to Cyberattack

$5M
Paid in ransom by Colonial Pipeline 
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JOINT CISA ALERT ON VOLT TYPHOON
Volt Typhoon actors tailor their TTPs to the victim environment; however, the U.S. authoring agencies have 
observed the actors typically following the same pattern of behavior across identified intrusions. Their 
choice of targets and pattern of behavior is not consistent with traditional cyber espionage or intelligence 
gathering operations, and the U.S. authoring agencies assess with high confidence that Volt Typhoon 
actors are pre-positioning themselves on IT networks to enable the disruption of OT functions across 
multiple critical infrastructure sectors (see Figure 1). 

1. Volt Typhoon conducts extensive pre-compromise reconnaissance to learn about the 
target organization’s network architecture and operational protocols. 

2. Volt Typhoon typically gains initial access to the IT network by exploiting known or 
zero-day vulnerabilities in public-facing network appliances 

3. Volt Typhoon aims to obtain administrator credentials within the network, often by 
exploiting privilege escalation vulnerabilities in the operating system or network 
services. 

TLP:CLEAR
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4. Volt Typhoon uses valid administrator credentials to move laterally to the domain 
controller (DC) and other devices via remote access services such as Remote Desktop 
Protocol (RDP). 

5. Volt Typhoon conducts discovery in the victim’s network, leveraging Living Off The 
Land (LOTL) binaries for stealth. 

6. Volt Typhoon achieves full domain compromise by extracting the Active Directory 
database (NTDS.dit) from the DC. 

7. Volt Typhoon likely uses offline password cracking techniques to decipher these 
hashes. 

8. Volt Typhoon uses elevated credentials for strategic network infiltration and additional 
discovery, often focusing on gaining capabilities to access OT assets. 

TLP:CLEAR
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TLP:CLEARFigure 2: Volt Typhoon Lateral Movement Path File Server, DC, and OT-Adjacent Assets 
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JOINT CISA ALERT MITIGATIONS

•Harden the Attack Surface

•Secure Credentials

•Secure Accounts

•Secure Remote Access Services

•Secure Sensitive Data

•Implement Network Segmentation

•Secure Cloud Assets

•Be Prepared

TLP:CLEAR
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2023 DANISH POWER SEKTORCert ANALYSIS

TLP:CLEAR

Timeline
11MAY2023 11 companies were 
compromised using recently released 
vulnerabilities.
22MAY2023 Second wave of attacks (12-13)
23MAY2023 Continued attacks 
24MAY2023 Continued attacks (15-20)
25MAY2023 Continued attacks (21,22)
30MAY2023 Attacks Suppressed. 200K 
attack attempts were detected.

Largest cyber attack against Danish Critical 
Infrastructure. Power sector targeted. Initial 
access predominantly gained through 
exploitation of Firewall Vulnerability (Zyxel). 
Two zero days used and one recently 
released vulnerability.
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SEKTORCert Recommendation Highlights
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JOINT CISA ALERT ON VOLT TYPHOON
Volt Typhoon actors tailor their TTPs to the victim environment; however, the U.S. authoring agencies have 
observed the actors typically following the same pattern of behavior across identified intrusions. Their 
choice of targets and pattern of behavior is not consistent with traditional cyber espionage or intelligence 
gathering operations, and the U.S. authoring agencies assess with high confidence that Volt Typhoon 
actors are pre-positioning themselves on IT networks to enable the disruption of OT functions across 
multiple critical infrastructure sectors (see Figure 1). 

1. Volt Typhoon conducts extensive pre-compromise reconnaissance to learn about the target 
organization’s network architecture and operational protocols. This reconnaissance includes 
identifying network topologies, security measures, typical user behaviors, and key network and IT staff. 
The intelligence gathered by Volt Typhoon actors is likely leveraged to enhance their operational security. 
For example, in some instances, Volt Typhoon actors may have abstained from using compromised 
credentials outside of normal working hours to avoid triggering security alerts on abnormal account 
activities. 
2. Volt Typhoon typically gains initial access to the IT network by exploiting known or zero-day 
vulnerabilities in public-facing network appliances (e.g., routers, virtual private networks [VPNs], and 
firewalls) and then connects to the victim’s network via VPN for follow-on activities. 
3. Volt Typhoon aims to obtain administrator credentials within the network, often by exploiting 
privilege escalation vulnerabilities in the operating system or network services. In some cases, Volt 
Typhoon has obtained credentials insecurely stored on a public-facing network appliance. 

TLP:CLEAR



174. Volt Typhoon uses valid administrator credentials to move laterally to the domain controller 
(DC) and other devices via remote access services such as Remote Desktop Protocol (RDP). 
5. Volt Typhoon conducts discovery in the victim’s network, leveraging LOTL binaries for 
stealth. A key tactic includes using PowerShell to perform targeted queries on Windows event logs, 
focusing on specific users and periods. These queries facilitate the discreet extraction of security event 
logs into .dat files, allowing Volt Typhoon actors to gather critical information while minimizing 
detection. This strategy, blending in-depth pre-compromise reconnaissance with meticulous post-
exploitation intelligence collection, underscores their sophisticated and strategic approach to cyber 
operations. 
6. Volt Typhoon achieves full domain compromise by extracting the Active Directory database 
(NTDS.dit) from the DC. Volt Typhoon frequently employs the Volume Shadow Copy Service (VSS) 
using command-line utilities such as vssadmin to access NTDS.dit. The NTDS.dit file is a 
centralized repository that contains critical Active Directory data, including user accounts, passwords (in 
hashed form), and other sensitive data, which can be leveraged for further exploitation. This method 
entails the creation of a shadow copy—a point-in-time snapshot—of the volume hosting the NTDS.dit 
file. By leveraging this snapshot, Volt Typhoon actors effectively bypass the file locking mechanisms 
inherent in a live Windows environment, which typically prevent direct access to the NTDS.dit file 
while the domain controller is operational. 
7. Volt Typhoon likely uses offline password cracking techniques to decipher these hashes. This 
process involves extracting the hashes from the NTDS.dit file and then applying various password 
cracking methods, such as brute force attacks, dictionary attacks, or more sophisticated techniques like 
rainbow tables to uncover the plaintext passwords. The successful decryption of these passwords 
allows Volt Typhoon actors to obtain elevated access and further infiltrate and manipulate the network. 

TLP:CLEAR
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8. Volt Typhoon uses elevated credentials for strategic network infiltration and additional 
discovery, often focusing on gaining capabilities to access OT assets. Volt Typhoon actors have 
been observed testing access to domain-joint OT assets using default OT vendor credentials, and in 
certain instances, they have possessed the capability to access OT systems whose credentials were 
compromised via NTDS.dit theft. This access enables potential disruptions, such as manipulating 
heating, ventilation, and air conditioning (HVAC) systems in server rooms or disrupting critical energy 
and water controls, leading to significant infrastructure failures (in some cases, Volt Typhoon actors had 
the capability to access camera surveillance systems at critical infrastructure facilities). In one 
confirmed compromise, Volt Typhoon actors moved laterally to a control system and were positioned to 
move to a second control system.

TLP:CLEAR
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