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RESEARCH-BASED ADVOCACY

• Tracking commercial digital marketplace since the 1990s; focus on 
emerging strategies, technologies, practices, and operations 

• “Early warning system” 

• Coalition-building across issue areas and constituencies; U.S. and 
international allies 

• Consumer protection, digital rights, privacy, children and youth, 
media ownership/anti-trust, tech accountability, health, democratic 
participation

• Strategic policy intervention – regulatory agencies, Congress, state 
AGs, etc. 



OVERVIEW 

1. Historical context, strategy, and impact of COPPA campaign; 

2. Major features of today’s contemporary digital media system; 
implications for young people’s privacy and well-being;

3. Current political openings for privacy and marketing regulation;

4. Implications and recommendations for the future. 



THE PROMISE OF THE INTERNET 
EARLY 1990S





TELECOMMUNIC ATIONS POL ICY ROUNDTABLE
P U B L I C  INTE R E S T  P R I NCI P L E S  F OR  THE  

INF OR M ATI ON S U P E R HI G HWAY
OCTOBER 1993

Coalition of 60 nonprofit, consumer, 
education, labor, privacy, and civil 

rights groups

• CME,  ALA, CPSR, CFA, ACLU, Public 
Citizen

• Frame policy debate on future of national 
information infrastructure (NII)

• Educate and empower public interest 
community 

• Counter heavy lobbying by industries 

Principles include:

• Universal access to information

• Freedom to communicate

• Competitive marketplace

• Equitable workplace

• Privacy protection

• Democratic policy making 



EARLY POLICY DELIBERATIONS 
ON ONLINE PRIVACY

• European Union advances rights-
based approach to data protection;

• Enacts 1995 Data Directive

• Pressure on U.S. to show privacy 
protections in place;

• FTC holds series of workshops on 
consumer privacy;

• U.S. advocates call for 
comprehensive privacy legislation;

• White House position on 
”Electronic Commerce” - no 
government regulation of internet



MARKETERS TARGETED CHILDREN 
DURING EARLIEST DAYS OF INTERNET 

COMMERCIALIZATION

• Rise of internet coincided with growth in 
children’s market

• Early adopters of digital technology

• “Digital kids” – valuable demographic group

• Burgeoning market research  - online “flow state” 
“perfect environment for advertising”

• Data collection a key strategy from the beginning 
of e-commerce

• “One-to-One” marketing 

• “Ongoing relationships with product 
spokescharacters”

• Website for movie Ba tman tells kids: “Be a good 
citizen of Gotham and fill out the census.”



CENTER FOR MEDIA EDUCATION
INTERVENTION STRATEGY

• Reframe the public debate over children and the Internet;  
• Convince White House to create exception to children in its 

“hands-off” approach to internet regulation; 
• Document & publicize online marketing practices targeting children;
• File complaint with FTC;
• Build on research and regulatory tradition for “kidvid”; 
• Establish set of clear rules to guide children’s online marketplace;
• Build a coalition of education, child advocacy, civil liberties, 

consumer, and privacy organizations;
• Work with Congressional leaders to pass legislation. 



WE B  OF  DE C E P T I ON:  THR E ATS  TO CHI L DR E N 
F R OM  ONL I NE  M AR K E T I NG

C E NT ER FOR  ME D IA  E DU C ATION , MAR C H 1 9 9 6



FORMAL COMPLAINT SUBMITTED 
TO FTC

DECEPTIVE MARKETING
1996



• Passed in 1998; bi-partisan support; took effect in 2000;

• Applies to commercial websites targeted at children under 13;

• Limits collection of personally identifiable information from children;

• Requires verifiable parental permission before marketers can collect 
data; creates an “opt-in” model; 

• Enforced by U.S. Federal Trade Commission; 

• Though somewhat narrow in scope, curtailed many egregious data 
collection and targeting practices.



KEY CHALLENGES

• Determining age limits;

• Broad privacy protections for all vs. specific legislation for 
children;

• Role of parents vs. default safeguards;

• Protection vs. participation; 

• Safety vs. commercial protections;

• Industry arguments:  Too early for law; self-regulation better.







INCREASING SOPHISTICATION OF 
MARKET RESEARCH, TESTING, & 

MEASUREMENT

• Woven into content and functions 
of the digital ecosystem;

• Every behavior is measurable; online 
& off;

• Triggering and measuring actions; 

• Levels of granularity unprecedented;

• “Neuromarketing,” “Emotion 
Analytics” - leveraging young 
people’s emotions and 
subconscious.



“AD TECH” “KIDTECH”

• Integration of multiple data, 
advertising, and marketing 
technologies, operating together in 
real time; 

• Incorporation of AI and machine 
learning to deliver highly 
personalized and predictive targeting; 

• Omnichannel tracking; harvesting 
massive data; 

• Disney’s ad-serving software called 
“YODA” –Yield Optimized Delivery 
Allocation.



GROWTH OF “INFLUENCER 
ECONOMY”

• Influencer marketing now a 
multi-billion-dollar business

• Ubiquitous feature in kids and 
teens digital media

• Current regulatory 
requirements inadequate 



STREAMING VIDEO/TV 

• Children view video on smart 
TVs, mobile phones, tablets, 
computers, etc. 

• Rapid expansion of FAST (free, 
ad-supported, streaming TV) 
channels targeted at kids

• Part of integrated surveillance 
marketing system

• Generate data for further 
targeting;



GAMING PLATFORMS



VIRTUAL/EXTENDED REALITY, 
METAVERSE

• Builds on popular gaming, VR 
environments; merging of real and digital 
worlds; 

• Metaverse market valued at $51.69 B in 
2022; forecast to grow to $1.3 trillion by 
2030;

• Virtual experiences deliver immersive 
advertising and branding experiences;

• Industry research to harness this 
technology to target youth; take 
advantage of identity formation processes.



INTERNET OF THINGS, SMART 
SPEAKERS, WEARABLES, & DIGITAL-

OUT-OF-HOME

• “Smart speakers” now used by 
one-third of U.S. households; 
advertisers seizing on these & 
other IoT devices;

• Wearable devices, facial 
recognition & other 
technologies integrate 
biometric data into consumer 
profiles;

• Digital billboards now a key 
new outdoor advertising 
medium.



FAR-REACHING, GLOBAL, DIGITAL 
MEDIA & MARKETING SYSTEM 
TARGETING YOUNG PEOPLE

• Explosion of new platforms, applications, devices – social media, 
gaming, mobile, streaming; expanding exponentially;

• Data and advertising inextricably intertwined;

• Commercial imperatives shaping structures, operations, and 
affordances of youth digital experiences;

• Designed to tap into key developmental needs: identity 
exploration, interaction with peers, personal expression, etc.; 

• Omnipresent tracking of multiplicity of online behaviors to ensure 
constant “engagement” with digital media. 



YOUTH OF COLOR A KEY TARGET 
OF DIGITAL MARKETING



TECH INDUSTRY UNDER 
PRESSURE

• Digital media industry at a crossroads; 
rise of ”tech accountability”;

• Growing concerns about adolescents –
Facebook Whistleblower focus on 
teens and mental health;

• Flurry of legislative and regulatory 
proposals – FTC and Congress;

• Regulating tech a bi-partisan issue; 

• Hearings, increased press & public 
scrutiny of tech industry practices; 
White House calling for youth 
protections; 

• European and UK regulations spawning 
new laws and frameworks in U.S.  





CURRENT LEGISLATIVE AND 
REGULATORY DEVELOPMENTS

• Updates of COPPA in House & Senate: “COPPA 2.0”’

• American Data Privacy and Protection Act (ADPPA) –would 
create comprehensive privacy and civil rights framework for 
everyone; prohibition of targeted advertising for youth under 17; 

• Kids Online Safety Act (KOSA); modeled on UK Design Code; 
new California law – Age-Appropriate Design Code Act – takes 
effect 2024; efforts underway in other states;

• Federal Trade Commission rulemaking on commercial surveillance, 
including data targeting with strong focus on children and teens; 
update on COPPA rule.



WHAT ADVOCATES ARE 
CALLING FOR

• Prohibit collection, use, sharing of data for purpose of 
personalized ad targeting to youth under 18;

• Institute data minimization rather than rely on consent models;

• Eliminate uses of data that are harmful to wellbeing of young 
people;

• Limit collection of geolocation data from children and teens;

• Ban discriminatory ad and data practices; 

• Stop use of “dark patterns” and other manipulative and unfair 
marketing techniques; curb ”engagement” techniques. 



IMPL IC ATIONS AND RECOMMENDATIONS FOR 
THE  FUTURE

• Technological innovations and commercial opportunities will drive further 
expansion of content and services in children’s digital environment.

• Many new tools hold potential to benefit young people’s lives – e.g., 
personalized learning; health monitoring; networked social interaction; 
internet connected play, etc.

• These innovations will also raise further concerns over privacy, security, 
discrimination, equity, health, emotional & social well-being. 

• Need for global ”rights-based” policy initiatives; government safeguards; 
greater industry accountability.

• Interdisciplinary research on the psycho-social impacts of evolving digital 
media/marketing system will be essential. 



KCM@DEMOCRATICMEDIA.ORG
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