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Ethical, Legal and Social Implications (ELSI)

Ethical

Consent & Literacy
Bystander Rights
Risk of Harm
Benefits to Society

Social Justice

%
Legal

Liability
Privacy: GDPR & CCPR
Intellectual Property
Federal Regs

Conflict of Interest

i

Downstream Impact

Unknown Unknowns

Socilotechnical Systems

Privacy Expectations

Return of Value
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Digital Health Framework | ELSI Decision Suppo

e Access & Usability Data Management @

_ Accessible to diverse populations
_ Tailored for end user
_ Short or long term use is feasible Ethical

_ Appropriate collection and
storage protocols

_ Data access permission clear

_ Data security uses best practices

Principles

Privacy Risks & Benefits
_ Evidence to support product

_ Collected personal data conveyed : validity and reliability
_ T&Cs and Privacy policies reviewed Justice _ Risks disclosed

Data-sharing practices disclosed : ; .
= gp Respect for Law and _ Benefits outweigh risks
—Public Interest

https://recode.health/tools
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| Data Management

Data management includes how data are collected,

stored and shared and the extent of mcorporation

within other systems.

What is collected?

What 1s shared?

Why 1s 1t shared?

What control does the end-user have?

Interoperability?

| Respect for Persons ]

Contract clearly conveys:

Data collection process?

Data storage and security?

Protocols for data sharing?

Data are not used to target groups or people? !

Beneficence

Data collection by party external to the
research team?

_________________________________________________ :.___________________. _________________________________________________I.___________________

Potential of data collected on or about a
bystander (caregiver?)?

Data are deidentifled?
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| Path Forward

Omidyar, 2019
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