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A Practitioner’s Perspective: 
AI Assurance in the Current 
Modeling Paradigm
Ari Chadda — Data Scientist, IQT Labs 
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VENTURE CAPITAL
3,000+

co-investors

COMMERCIAL STARTUPS
18,000+ 

company engagementsA Global Force
Investing for 

Mission Impact

GOVERNMENT PARTNERS

IQT is an Independent, Not-for-Profit
Connecting Three Different Worlds
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IQT Labs at a Glance
• Open source-driven insights

• Unclassified proxy problems

• Focus on prototyping & 
proofs-of-concept

• Understand and de-risk 
emerging technologies
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Audits of AI Tools and Systems

assets.iqt.org/pdfs/IQTLabs_SkyScanAudit_May_2023.pdf
assets.iqt.org/pdfs/IQTLabs_RoBERTaAudit_Dec2022_final.pdf
assets.iqt.org/pdfs/IQTLabs_AiA_FakeFinderAudit_DISTRO__1_.pdf
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• Avoid Groupthink: An audit team needs more than data 
scientists
• Audit the tool, (not) just the model: Risk requires a use case
• Go beyond accuracy: Evaluate models based on real world 

harm
• Don’t be blind to model blindspots: Users don’t know what 

they don’t know
• Look for vulnerabilities across the ML stack: Attackers take 

the easy way in

5 Takeaways from Auditing AI

iqt.org/five-key-lessons-for-auditing-ai-from-avoiding-model-groupthink-to-revealing-models-blind-spots/
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Qualitative versus Quantitative Risk

incidentdatabase.ai/apps/discover
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twitter.com/IncidentsDB/status/1613417066962505733
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Evaluation Authority: A programmatic and 
secured instantiation of one or more tests 
maintained by a trusted organization for the 
purpose of establishing and iterating safety 
standards and/or rankings.
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Neural Network Model

Withheld Datasets 
(one for each test)

Run
Inference

Aggregate 
Test Results

Red Team 
Report

Evaluation Authority
”Consumer Reports” for AI Models

Secure, 
Scalable, & 

Reproducible 
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Proof of Concept Red Team Report



|     © 2023 In-Q-Tel, Inc.12

As you’re deploying AI (it’s inevitable), 
think of quantitative measures for more 
than just task-based performance and 
thresholds that are acceptable to your 
organization/use case
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Website: iqtlabs.org
Email: achadda@iqt.org
Phone: 571.481.7257 

Contact Me

Accepted IAAI, 2024

https://www.iqtlabs.org/
mailto:achadda@iqt.org

