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5 Takeaways from Auditing Al

 Avoid Groupthink: An audit team needs more than data
scientists

- Audit the tool, (not) just the model: Risk requires a use case

* Go beyond accuracy: Evaluate models based on real world
harm

* Don't be blind to model blindspots: Users don't know what
they don't know

* Look for vulnerabilities across the ML stack: Attackers take
the easy way in

igt.org/five-key-lessons-for-auditing-ai-from-avoiding-model-groupthink-to-revealing-models-blind-spots/
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Qualitative versus Quantitative Risk
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Evaluation Authority: A programmatic and
secured instantiation of one or more tests
maintained by a trusted organization for the
purpose of establishing and iterating safety
standards and/or rankings.
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Proof of Concept Red Team Report
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Person Named Entity Recognition (PNER) Model Audit
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What is Person Named Entity Recognition?

The task of recognizing “named entities” in text is to find references to person names, organizations, locations, etc. This leaderboard
focuses specifically on the task of recognizing names of people within text.

Example: “Stanley Kubrick directed the movie ‘2001, A Space Odyssey™ would appropriately map to identifying “Stanley Kubrick” at the
starting position of the input as a person named entity.

What is this?

The following is a i audit izZit of a variety of PNER models on various tasks. Each

task is viaa audit of its pvovbdlng an in-depth analysis of its properties. We recommend you use

e lesdarboard to: Multilingual Robustness

1. Determine which solutions meet the base performance requirements for your use case.

2. Examine the audit results for the candidate solutions. * The tables below presents current PNER rankings according to their robustness to different languages

3. Select the solution with the best performance properties and safety required for deployment

* The evaluation dataset in this section substitutes names associated with various languages into a collection of English-language text.
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+ The evaluation dataset in this section names with various into a collection of English-language text.
* The dataset was developed by the DaisyBell authors (https:/github.com/IQTLabs/daisybell) for their audit of the RoOBERTa language
model (https://assets.iqt.org/pdfs/IQTLabs_RoBERTaAudit_Dec2022.final.pdf/web/viewer.htmi) and subsequently applied across all
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As you're deploying Al (it's inevitable),
think of quantitative measures for more
than just task-based performance and
thresholds that are acceptable to your
organization/use case
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Al Evaluation Authorities: A Case Study Mapping Model Audits to Persistent
Standards
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Abstract

Intelligent system impact assessments are organizationally
consuming assurance activities that are typically performed
once and discarded along with the opportunity to program-
matically test all similar products for the market. This
study illustrates how several incidents (i.e., harms) involving
Named Entity Recognition (NER) can be prevented by scal-
ing up a previously-performed audit of NER systems. The
audit instrument’s di ic capacity is maintained through
a security model that protects the underlying data (i.e., it
addresses Goodhart’s Law). An open-source evaluation in-
frastructure is released along with an example derived from
a real-world audit on top of the dataset security model that
reports high-level findings without exposing the underlying
data.

Introduction

Many real-world applications of knowledge discovery,
knowledge extraction, search, and computer network secu-
rity involve a Named Entity Recognition (NER) step. NER is
the task of recognizing a variety of “entities” within text. For
example, the text “2012’s [DATE] AlexNet [PRODUCT] is
named for Alex Krizhevsky [PERSON],” has three entity
types for dates, products, and persons.

Examples of failed NER appear frequently in the Al In-
cident Database (AIID) of (McGregor 2021), which cat-
alogs examples of AI harms produced in the real world.
Though not referenced explicitly in the incident reports,
NER is a foundational Natural Language Processing (NLP)
task undergirding a great many products. Most incident re-
ports related to NER center on the user-facing issues of the
technologies, including Incidents 317 (Bug in Facebook’s
Anti-Snam Filter Allecedlv Rlacked T ecitimate Poste ahont

Accepted IAAI, 2024

wrapped by a variety of user interfaces to facilitate the sys-
tem'’s overall use case. This complexity obfuscates the ex-
plicit role that the NER model plays in any incidents pro-
duced by the system, but it is standard practice when it
comes to moving from Research and Development (R&D) to
end-user-facing production. Still, the frequency of incidents
that likely link to NER models underscores the importance
of the NER task and the need to mitigate incidents arising
from it. Any multi-component system can fail if an individ-
ual component produces erroneous or harmful outputs.

While the specific issues leading to these incidents cannot
be localized without proprietary knowledge of Meta’s imple-
mentation, the incidents in Table 1, are similar and involve
probable NER failures on Meta’s Facebook platform.

IQT Labs' has conducted several audits where we as-
sessed the safety and fairness properties of Al tools and
systems (Brennen and Ashley 2021; Brennen et al. 2022;
Ashley et al. 2023). The current paper focuses on our au-
dit of the RoOBERTa model (Liu et al. 2019) and variants
thereof (Conneau et al. 2019), which are pre-trained LLM
architectures we audited over several months. The variants
audited included RoBERTa-base, RoBERTa-large, XLM-
RoBERTa-base, and XLM-RoBERTa-large, which collec-
tively were downloaded about 27.2M times on Hugging-
Face between July 15th and August 15th (HuggingFace
2023a,b,c,d). As part of that audit, we developed a multi-
lingual NER programmatic assessment that exposed model
limitations and highlighted vulnerabilities in the system at-
tack surface (Calix et al. 2022).

Here we extend our prior work on NER auditing by
adding reproducibility and scalability to the programmatic
assessment—a nontrivial exercise in developing and imple-
menting an aoplied framework for reproducible model as-
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