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Digital Health Snapshot



Sources of Health Data

With permission of Dr. Kevin Patrick, UC San Diego 
Professor, Preventive Medicine



Mobile Methods

Access to apps, deploy 
surveys to study behaviors in 
real time via tools like 
Ecological Momentary 
Assessment.



Visual Methods

To study “free-living” 
behavior “in the wild” from a 
first person perspective.



Sensing Methods

Passive 
Pervasive 
Ubiquitous

With permission of Dr. Todd Coleman, UC San Diego
Professor of Electrical & Computer Engineering 



Digital Platform Methods



New Methods = New Data



Commercial Products



Health Tech Landscape

Participants (n=19) 
proactively logged into 
7Cups for a median of 12 
times and 175 minutes.

A fully powered trial has to be 
conducted to examine this effect.



Challenges and Opportunities



New Actors = Unique Challenges
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Digital Health Research Questions

Better Care: 
Can machine learning and AI 
can make clinicians more 
efficient and effective?

Governance: 
Are existing systems 
(conventions, norms, regs) 
relevant and responsive?

Data Management: 
Can we promise data 
anonymity? Is de-
identification a solution?

Consent: 
Can it be truly informed?



Digital Health Research

IRB
Content Analysis

Inconsistent Risk 
Assessment

Bystander Rights

Data Management

IRB
Focus Groups

Threats to Participant 
Privacy

IRB Expertise Gaps

Interest in Sharing 
Resources 

Participant
Survey 

Device Comfort

Consent Gaps

Privacy  Bystanders & 
Participants

Participant 
Digital Divide

Legal Risks

Consent Gaps

Social Implications

Participant
Terms & 

Conditions

Privacy Policy Missing

Above Avg. Reading 
Level

Not Accessible to 
Youth 

NIH RePORTER

Nature &  Scope 

MISST research 
increased 384% 

between 2005-2015

35% PA
31% Substance Use

25% Contextual
15.6% disease mgmt



Accessible Research Results

Webinars Publications on eScholarship

escholarship.org/uc/recodehealthrecode.health/webinar



Digital Health Decision-Support
Framework and Checklist
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Human Centered Design Process



Iterative Approach

Phase I

Phase II



Factors Influencing Ethical Practices



Access and Usability

The domain of access and usability is about the product 

design and whether end-users are able to use the tool.

• How does it work?

• How that this information communicated to the user 

(informed consent or terms of service)?

• Has it been used with the target population? Are accessory 

tools needed (smartphone, internet access)?

• Can the product can be used both short and long-term?



Privacy

Privacy is about the personal information collected and 

expectations of the patient or participant to keep 

information secure. If shared:

• What is collected?

• What is shared?

• Why is it shared?

• What control does the end user have?



Risks and Benefits

The goal of this domain is to evaluate the types of 

possible risks as well as the extent of possible harm. 

• Types of harm?

• Severity?

• Duration ?

• Intensity?

• AI Accountability and Transparency?

Assessment of risks and benefits is influenced by the evidence available to 

support the reliability of the product, risk mitigation strategies and 

recognition of unknown risks.



Data Management

Data management includes how data are collected, 

stored and shared and the extent of incorporation 

within other systems.

• What is collected?

• What is shared?

• Why is it shared?

• What control does the end-user have?

• Interoperability?



Path Forward

Courtesy of DJ Patil



Privacy vs Public Health



Privacy vs Public Health



The Research Center for Optimal Digital Ethics | health
is shaping responsible and ethical research practices in the emerging 
field of digital health.

Educational
resources for the citizen 
science community.

A learning "ethics" 
system for the digital 
health research 
community.

Technology 
Creators

Researchers
Research
Participants

Institutions Ethicists
Resources to
examine the ethical, 
legal and social 
implications (ELSI) of 
digital health research.
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