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Data Privacy and Security Laws 

 US federal law
• HIPAA
• Federal substance use disorder treatment regulations (the “Part 2 

regulations”)
• Common Rule
• FDA regulations for clinical trials
• NIH policies and grant requirements

 US state laws 
• Consumer privacy protection laws (e.g., the California Consumer 

Protection Act)
• State health information confidentiality laws
• State licensure requirements

 EU General Data Protection Regulation (GDPR) – and 
individual countries’ laws throughout the world
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Data Sharing Requirements

 Office of the National Coordinator for Health Information 
Technology (ONC) Interoperability and Information Blocking Rule 

• 85 Fed. Reg. 25642 (May 1, 2020), codified at 45 C.F.R. Parts 170 and 171

 Centers for Medicare and Medicaid Services (CMS) 
Interoperability and Patient Access Rule

• 85 Fed. Reg. 25510 (May 1, 2020), codified at 42 C.F.R. Parts 406, 407, 422, 423, 431, 438, 
457, 482, 485 and 45 C.F.R Part 156

 Intent of both rules:  
• To make patient data requests easy and inexpensive

• To allow health care providers to move between health IT vendors and 
utilize health IT solutions of their choosing 

• To promote interoperability and use of electronic health information 
for purposes permitted by applicable law
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Other Legal Issues
in Data Sharing

 Data ownership/authority to share 
• Institutional data governance

• Third party contractual rights

 Intellectual property

 Antitrust compliance

 Stark Law/Anti-kickback Statute compliance

 Regulations affecting downstream use (e.g., FDA 
regulation of AI)
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From Office for Civil Rights Guidance on De-Identification (11/26/12)
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/D

e-identification/hhs_deid_guidance.pdf

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/De-identification/hhs_deid_guidance.pdf


HIPAA De-Identification

 Is genetic information Protected Health Information (PHI)?
• Genetic information is “health information”

• Health information is PHI if it is “individually identifiable 
information”:  it identifies the individual or “there is a reasonable 
basis to believe the information can be used to identify the 
individual” 

• Office for Civil Rights (OCR) has concluded that not all genetic 
information is “individually identifiable,” but has not provided 
guidance on when genetic information is individually identifiable

• Common interpretation: genetic information is not PHI unless it is 
accompanied by HIPAA identifiers or unless you know recipient 
has the ability to link the genetic information to a person’s 
identity



The Revised Common Rule

• Applies to federally-funded 
research in the US

• Significant changes

• Potential changes to 
“identifiability”

• New HIPAA exemption 

• New requirements for 
informed consent

• New exemption for research 
with “broad consent”

• New exemption for publicly 
available information 

• New rule for preparing for 
research

• New rule on single IRB for 
collaborative research



“Identifiability” May Change over Time

 Requires agencies to assess within one year of final rule 
whether there are technologies or techniques that should 
be considered to generate identifiable private information, 
even if not accompanied by traditional identifiers (such as 
whole genome analysis)

 May widen difference in interpretation of “non-identified” 
information under Common Rule (i.e., investigator cannot 
readily ascertain identify of research participants) and “de-
identified” under HIPAA
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State Laws

 State genetic information laws

• Some laws apply to de-identified information

• Some laws make genetic information the “property” of 
the individual

 State consumer privacy laws having a greater impact

• California Consumer Privacy Act amended to use HIPAA 
de-identification standard (at least for data derived from 
PHI)

• Virginia Consumer Privacy Act

• More state laws on the way!
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GDPR

• Any data that directly or indirectly identifies a living person 
(not just patients)
• Name, identification number, location data, online identifiers, 

factors specific to the physical, psychological, genetic, mental, 
economic, cultural or social identity

• More sensitive data have special protection
• Genetic data, biometric data for the purpose of creating unique 

identification, data concerning health, data regarding race, 
religion, politics, sex

• Treatment of de-identified data
• No de-identification “safe harbor”– data is “anonymized” if under 

a “facts and circumstances” test, the data cannot be identified by 
any means “reasonably likely to be used … either by the controller 
or by another person”

• “Pseudonymised” (coded) still personal data
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