
securityandtechnology.orgsecurityandtechnology.org

Session 3 Examining High Priority Vulnerabilities and Strategies for Resilience: 
Built Environment, Water and Wastewater, Energy

Monday, December 9, 2024

Joshua Corman - @joshcorman
IST - The Institute for Security and Technology

Undisruptable27.org

NASEM HPH CIP Workshop



iamthecavalry.org

SRC CDC “Excess Deaths: https://www.cdc.gov/nchs/nvss/vsrr/covid19/excess_deaths.htm#data-tables

https://www.iamthecavalry.org/motivations


securityandtechnology.org

ABOUT IST: The Critical Action Think Tank

IST unites technology and policy leaders to create actionable solutions for 
emerging security threats. 
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Geopolitics of 
Technology

Innovation and 
Catastrophic Risk

Future of Digital 
Security

Dependence on digital technologies 
generates systemic security risks. IST works 
to identify incentives and mitigate digital 
security market failures by proposing ways 
to build trust, safety, and security into digital 
technologies from the ground up and 
sustain them for the future. 

Emerging technologies can disrupt the 
international balance of power. As 
governments compete, they shape innovation, 
supply chains, prosperity, and national and 
international security. IST shapes the 
incentives and alleviates the impediments to a 
more secure collective future. 

Despite optimism about new technologies, 
some exacerbate or create existential threats 
to society. IST searches for solutions to the 
more severe risks introduced by technology, 
and strives to make technology itself a 
solution. 

The Ransomware Task Force 
Applied Trust & Safety
AI Foundation Model Access Initiative

Strategic Balancing Initiative

CATALINK
Nuclear Risk Reduction 



iamthecavalry.org/about

I Am The Cavalry is a grassroots 
organization focused on the 
intersection of digital security, 
public safety, and human life.

Safer. Sooner. Together.

https://www.iamthecavalry.org/motivations
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Strategic Balancing Initiative

CATALINK
Nuclear Risk Reduction 



Through our over dependence  on 

undependable IT , we have created the 

conditions such that the actions any 

single outlier  can have a profound 

and asymmetric impact on human life, 

economic, and national security .
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https://www.cdc.gov/mmwr/volumes/70/wr/mm7046a5.htm?s_cid=mm7046a5_w



https://www.cisa.gov/publication/provide-medical-care-critical-condition-analysis-and-stakeholder-decision-support
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Target Rich; 
Cyber Poor

Information
Incentives
Resources



CISA COVID Task Force
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Volt Typhoon 2027 (+/-) // China (Russia, Iran, DPRK)
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151,000
public water 

systems

80%

16,000
public wastewater 

systems

75%
of the 
population

serving

of the 
population

serving

- Water systems are local.  Nationwide grid does not exist.

- Failures can lead to specific and contained local collapse

- We must treat the waste side for sanitary and pollution reasons.

US Water Systems Serving 
Population

Slide via Dean Ford 



Residential Use

Slide via Dean Ford 



Circle sizes represent rates of 
water withdrawals by county. 

2100

Slide via Dean Ford 



Courage

iamthecavalry.org

https://www.iamthecavalry.org/motivations


Slide via Dean Ford 



iamthecavalry.org

StoryBoard: UnDisruptable27.org

https://www.iamthecavalry.org/motivations
https://docs.google.com/file/d/1hzSDGiCaQ5ua0V35KEY-GcpYvUYiPe8f/preview


iamthecavalry.org

SRC CDC “Excess Deaths: https://www.cdc.gov/nchs/nvss/vsrr/covid19/excess_deaths.htm#data-tables

https://www.iamthecavalry.org/motivations


iamthecavalry.org

SRC CDC “Excess Deaths: https://www.cdc.gov/nchs/nvss/vsrr/covid19/excess_deaths.htm#data-tables

  II  

https://www.iamthecavalry.org/motivations


iamthecavalry.org

SRC CDC “Excess Deaths: https://www.cdc.gov/nchs/nvss/vsrr/covid19/excess_deaths.htm#data-tables

Pressure Release Valves
Circuit Breakers

https://www.iamthecavalry.org/motivations


Circle sizes represent rates of 
water withdrawals by county. 

2100Mutual Assista
nce?

Everything? Everywhere? 

All a
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Focus on Trauma 

Centers? 
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I Am The Cavalry is a grassroots organization focused on the intersection 
of digital security, public safety, and human life.

Safer. Sooner. Together.
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Rome...
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THANK YOU!

@joshcorman

@iamthecavalry
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