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TIME SENSITIVE MANAGEMENT
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QUANTIFIABLE IMPACT

Ransomware Cyberattack Associated With
Cardiac Arrest Incidence and Outcomes at

Untargeted, Adjacent Hospitals

OBIJECTIVES: Healthcare ransomware cyberattacks have been associated
with major regional hospital disruptions, but data reporting patient-oriented out-
comes in critical conditions such as cardiac arrest (CA) are limited. This study
examined the CA incidence and outcomes of untargeted hospitals adjacent to a
ransomware-infected healthcare delivery organization (HDO).

DESIGN, SETTING, AND PATIENTS: This cohort study compared the CA inci-

dence and outcomes of two untargeted academic hospitals adjacent to an HDO
under a ransomware cyberattack during the pre-attack (April 3-30, 2021), attack
(May 1-28, 2021), and post-attack (May 29, 2021-June 25, 2021) phases.

INTERVENTIONS: None.
MEASUREMENTS AND MAIN RESULTS: Emergency department and hos-
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CASCADING FAILURES

Cyber compromise
of hospital critical
infrastructure
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AMPLIFIED BY COMMUNITY IMPACT

— Competition for generator
fuel or water resupply

— Water-borne illness /
dehydration

— Safe Haven

— Qutpatient becomes inpatient
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