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Measurement and Lessons Learned



Transformation by Measurement

“[The System of Profound Knowledge] provides a map of theory by which to understand the 
organizations that we work in.” - W. Edwards Deming



If you can’t measure, you can’t manage.

Asset inventory
Non-trivial
Dynamic
⅔ are Hospital systems

Rating System
‘FICO-like’ 

Cybersecurity score



Measuring Cybersecurity for all USA Hospitals

Security Rating IHS VHA INTERSTATE INTRA-STATE

MEAN 719.78 753.78 682.72 699.34
95% CI +/- 7.25 +/- 2.96 +/- 12.00 +/- 5.62
MEDIAN 730 760 690 710
RANGE 650-760 (110) 690-780 (90) 500-800 (300) 460-800 (340)
SKEW -1.23 -2.27 -0.52 -0.89
TARGETS 12 25 50 29Cybersecurity score: 200-900

Size of Hospital system (1000’s)





Proposed:  NTSB - like entity 
for Healthcare Cybersecurity Lessons Learned

“There is no quick fix until we understand the underlying problem”

W. Edwards Deming



Backup Slides



Boston Marathon Regional Event



Deadliest Day in Boston Marathon History?



Boston Marathon Impact on Patients



Regional Medical 
Outcomes
due to Boston Marathon 
ER delays
exceeded effects of the 
marathon bombing itself



Point of Care

Hospital System

National Healthcare



Company Valuation and Insurance Rates
Effected by Cybersecurity Risk Exposure





Telehealth

Healthcare Cybersecurity Challenges

Remote health monitoring

Cybersecurity incidents not reported 
(water, power outages are reported)

Legal Liability and Public Relations
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