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'y The Problem

From social networks to online banking, the Internet
has made it easy to share and connect with the
people we care about, and to keep track of the

information that helps our lives run smoothly.

Why isn’t there a safe place to keep track of
our health information online?

And why can’t we safely share it

with the medical and research

N community - the people who can
advance health for all of us?



Needles in Haystacks




The haystack is made of
needles...




Culture Shift

Industrial Age 2 Information Age
Control means of production Open means of production
Based on scarcity Based on abundance
Hierarchical / Command Network / Collaboration
Linear / Sequential Organic

Win / Lose Win / Win

Materials Information

but biomedical research and healthcare lag...



People have vastly different views about sharing

Virtually every article on Big Data, every policy body, every medical research
project is looking for a solution to the question: “How can we share the clinical
and genetic data of millions of individuals and still respect their diverse wishes?”

Conditions Under Which the Public is Wiling to

Have their Data Used for Health Research*
Dr. Alan F. Westin, Institute of Medicine (2009)

1.5%

I
Okay for researchers ) ] ] ] ] Would not want researc})ers to
to use my data without Consent is not needed if my identity will never contact me or to use my data
my consent at all... be revealed and the study is IRB supervised... under any circumstance...

Willing to give general consent in advance for

use of my data without being contacted... Want each study seeking to use my data to contact me

in advance and to get my specific consent each time...

* percentages shown reflect the views of those persons expressing an opinion. An additional 20% of the persons surveyed indicated that they were “Not sure.”






Fair Information Practice PrmC|pIes (FIPPs)*: The — *

foundation for Tiger Team recommendations Heah:hITgov\

The Tiger Team's

«<Egir [nformation Practice Principles

oI Ways o get ability to make a | d d |Ch '
Individual Access - Naiviaual Loice:
0 s health T i Cor[oeﬂ(ﬁgmgalm — ahout how health information is used
health information Is subject to
Openness and Transparency Collection. Use and
Snt et et o s et ot Disclosure Limitations

Saleguards  Data Quality and Integrty — pcoountability

to ensure confidentiality
and control access hea T nfometion for adherence to these principles

*The Tiger Team used the formulation of the Fair Information Practice Principles (FIPPs) endorsed by the HIT Policy Committee and adopted by ONC in the
Nationwide Privacy and Security Framework for Electronic Exchange of Individually Identifiable Health Information. 9
http://www.healthit.gov/sites/default/files/nationwide-ps-framework-5.pdf
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A novel perspective about
access to data...

iticnifer cmlm—- orlvziey 2l slecess €

But we decided to try something
totally new... bold, paradigm-
Physician-centric shifting, and create a registry

Condition-centric .~ ST\ Nsponsor-centric that is (that truly is)

Investigator-centric .~/ | | [
Organization-centric -~ Data type -centric ®

Institution-centric / - Study-centric ®
Inquiry-cen trIC Organ or body part-centric Part i C i pa nt-cent ri fo *

Network-centric * And not just in name only

Registries and blObanS; c

* And commonly are




Typical Registry Architecture

Usual core components: functionality for data entry, a database of de-identified
data, and facility for inquiry and/or analysis of that data based on the privacy and
access policy of the registry owner to which all participants must consent in
advance. Contact information for individual participants — if available — is most
often loosely coupled, and outside the registry.

Core components of typical registries

Data Entry Facility

Survey questionnai

Data Query Facility

Search and data analysis
nctions, security and

Health Data
De-identified data

Contact Info.

Personally
identifying info




Platform for Engaging Everyone Responsibly (PEER)

PEER is participant-centric, adding a number of functions to the data entry facility
and new privacy controls from Private Access that empower participants to create
and manage access to all of their information. We move the contact details into
the regqistry, with the right to access this data being separately managed by each
participant.

Core components of the PEER system

Data Entry Facility

Survey questionnaire,
contact information,
guide-based assistance,
mobile interface, security
and registration

PrivacyLayer® Data Query Facility

To create and manage Search index, privacy-
permissions for sharing = based ontology, simple
atient data wherever and advanced search,
resides and at alerts, access requests,
security and registration

Privacy ' Permissible |
8'_)E Information |

Health Da

De-identified d Contact Info.
patient report

< Directives

Set by patient, Fromsearchand |

Personally
identifying info \ dynamic & easy / search alerts
Privacy and access policy reflecting the goal m DRIVACY
of PEER being participant-centric J) AssURED



PEER enables a range of granular access controls, with ease

Participants use access controls to specify
who can. and cannot. access or use their “Contact Information” And separately, who ¢ de-identified
’ ’ . . . export de-identifie
can have access to their contact information
data, and for what purpose data from the PEER

system
Privacy SE‘IﬂI’IgS Privacy Settings for : ! Robert r

“Export” And who can

You ARE CURRENTLY VIEWING FRIVACY SETTINGS FoR Robert

Discover My Receive My Export My
o Anonymous . Contact Anonymous
“uerys ” Information Information Information
Dlscove ry what's this what's this? what's this?
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of uses, and
specified :
usage rights B | Saas)  Edit Al Settings

And given the option to Permit, Decline,
or wait for more information before deciding



With a highly intuitive guide structure, notifications & dynamic consent

Knowledgeable community members - regarding ...for each member of their family, or use an existing
data sharing and access controls group of settings as the basis for others
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From my community, with knowledge and compassion

Each guide explains in their own words how they think
about the issue and why it’s important And each guide suggests settings for people based on those

participant’s expressed level of concern regarding privacy

Snt Privacy Settings for : [ Wew user b

YOU ARE CURRENTL v SETTIVGS FOR New Lizer

() Set Privacy Settings

Andreate
. 2
e

Andfea %
Activist Auth

omers” feature

"Show related content” feature NIA

Q) s
...which the participant can compare with advice W

from other guides, customize or accept and continue




With an engaging interface for questions and sponsorship opportunities

Questions appear in a dynamic user interface, and
provide immediate feedback on how others
responded to the same question...

And to review their prior answers, make
updates and/or remove the data at any
time.

\ukstions My Answers My Progress

Ifeel well informed about my health...

notatall . extremely

feedbadk on question (4] | Don't know | | Skip |

One or both my parents smoked in the house during my childhood or adolescence...

feedback on question () Don't know | | Skip |

e ———] | |



Embed the PEER platform directly into any website

&, Citizens For Quality Slckle —@ Useful on any website or blog
Cell Care **
" Now We Have A Voice!
o D i The group’s selected logo art and

Calendar call-to-action headlines and text
appear fonts, background colors

e e e e | and links that express its theme
Let's tell the FDA how important it is to find a cure for Sickle Cell Disease

The opportunity to select from
existing personalities or to
substitute the group’s leadership
and key trusted members of its
community

heard there. This is our opportunity to tell the government about the needs and concerns of millions of Americans affected by
sickle cell trait and disease. You can help just by answering a few questions; and if you want, you can also allow researchers to
alert you about new studies for which you may qgualify... See how it works!

In February 2014, the Food & Drug Administration (FDA) will hold hearings into sickle cell disease, and it's critical your voice is I

It's Easyas 1,2, 3,4

A
-_— s -

This is our chance. t PO m‘
the FDA-about the need Q Your privacy | )
for more drugs and
therapies of people with
Sickle Cell Disease

Flexibility to present the steps in
@ Tell the FDA your opinion the way the group feels will have
i the greatest appeal to its users

P @ Provide more health info
i Sow b , PEER network’s unique participant-
(@  Help Spread The Word! centric Prlvac'y Policy and Terms of

b Use automatically extend to use on

the site and are easily accessible

-

We Respect Your Right To Privacy

r1\. D(CJLP Llf}
We understand that many people in our community have concerns about privacy. We are

PEER provides a complete stats
package to see what outreach
strategies are working

I
]
PRIVACY I
) e I\. The PEER portal can be placed
ol

in an iFrame directly onto the

committed to protecting your right lo decide how active and open to be. And that's why

we're using Private Access to let you establish the rules for who can see your information,
when, and for what purpose.

Copyright © 2014 CQSCC-Citizens for Quality Sickle Call Care. Designed by atjpomla.com g rou p swe bSIte



Each sponsor creates & manages from a single dashboard

Select and edit each element in
the PEER portal to appear in the
theme of its current website

...and view a live preview of
the page as it is modified

Curate inquiries (content, sequence,
dependencies, etc) from a starting

Create referral codes to use on any printed
communications like letters and posters

...and view statistics for how all
of these assets perform and why

/

() PEER Partner Admin

point of over 22,000 questions
Also create custom badges to
display on other websites

RallyN iver

STEP 2: Ectit Content >> STEP 3: ' Get Code

STEP 1:
{_ Reset Default Colors ) ™ Stretch to browser Border: | 1 Shadow: 0 Comner radius: | 1t} |pixels
Headline Logo (or no) Select Featured Content | Select bfton functions
1 Include 255x55 JPG logo Show Host &
- - tep 1: Register (or sign in)
EE_ g > sl
|| Show Custom S85x353 Image Step 3: | Final Message «t}
- - Step 4: !. “None :J
B2t22a Theme 1 Color  [ERES2EM Link Color Button Color
m Theme 2 Color  [§ZBSEEM Link Rollover B8 Button Gradient
# Theme 3 Color Fi iR | ink Clicked Ca9C9C9 Background

/ J

\

Live Preview

Code is simply placed into page source
and it begins working instantly

...and data to which the group has
rights can be located and downloaded

in CSV format for analysis
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HIPAA Covered Entities and PEER

In disseminating information about PEER, no covered entity is required to use
or disclose PHI other than as permitted by HIPAA

Communicating to participants and their
families options and services that could help
meet their health needs is an important part
of case management — PEER is such an

PEER provides participants easy access
to information about clinical trials that
are investigating treatment

option

alternatives

Case management and contacting patients with information about
treatment alternatives are included in the HIPAA definition of
“health care operations” (45 CFR 8164.501)

-

(45 CFR §164.506)

A covered entity may use or disclose protected health information
for its own treatment, payment, or health care operations




Individual Privacy Beyond HIPAA

PEER is not a HIPAA covered entity; however, PEER affords
Individual participants a level of privacy protection that is beyond
HIPAA

PEER holds no personal information other than that which the
participant or her representative explicitly provides, or requests
that a third party provide — and the participant maintains
continuous control over the use of her information

Researchers using PEER to search for health information are
able to discover and access information only as permitted by
each participant

— Participants may choose “permit,” “deny,” or “ask me later”

— Participants may change their permissions at any time
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PEER Deployed

PCORnNet — National Clinical Research Network awardee

Patient Focused Drug Development (FDA PDUFA)

Sickle Cell generic site:http://www.diseaseinfosearch.org/peer/sicklecell/

Citizens for Quality Sickle Cell Care:http://www.cqscc.org/index.php/how-to-
help/national-sickle-cell-survey

North Alabama Sickle Cell Foundation:http://sicklecellna.org/peer.php

Sickle Cell Disease Association of America, Southern Connecticut:
http://www.scdaaofsouthernct.org/tellthefda.html>

Sickle Cell Warriors: http://sicklecellwarriors.com/

The William E. Proudford Sickle Cell Fundhttp://www.wepsicklecell.org/tell-
the-fda

Registries for All: https://www.reg4all.org

TrialsFinder: https://www.trialsfinder.org
Free the Data: https://www.free-the-data.org
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