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Challenges of Policy-Aware Data Processing

e Legibility of Rules
e Scalability, Federation and Modularity
e Accountability Behavior
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Policy Soundness and Technical Completeness

e Policy Soundness: How do we develop systems that can be shown to be

logically sound with respect to a set of policy goals?

o Computer Science question
o Guidance from law and policy experts required
o Easier with deterministic systems

e Technical Completeness: How can we tell when a policy ruleset or governance

mechanism is complete with respect to the capabilities of a technical system?

o Legal/policy question
o Requires insight from Computer Science
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Incommensurability of Computer Science and Law

What does it mean for a system to ‘work’?

e Computer science: tech system works when...
o provide a fully specified, correct solution to a well defined and well understood problem

o implemented and maintained according to sound engineering practice.
e Law: legal system works when constituent rules are...

o proper expressions of the society’s values
o have the necessary indicia of legitimacy

Feigenbaum, Joan, and Daniel J. Weitzner. "On the incommensurability of laws and technical mechanisms: Or, what
cryptography can’t do." In Cambridge International Workshop on Security Protocols, pp. 266-279. Springer, Cham, 2018.
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Rule of Law = rules + principles

Rules: logical propositions that are expected to yield answers about what is and is
not permitted using formal reasoning capabilities

Principles: articulate values and policies that must be reflected in a legal system
but do not necessarily dictate an unambiguous outcome in any given case

R. Dworkin, Taking Rights Seriously, Harvard University Press, Cambridge MA, 1978.
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Example: How rules and principles work together (1)

Rule: If a person dies intestate, then her estate is passed down to her spouse and
any surviving children.

Principle: No one shall be permitted to profit from his own fraud.
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Example: How rules and principles work together (2)

Rule: Caveat emptor protects car manufacturer from paying damages for
unwarranted uses.

Principle: In a society with such significant reliance on automobiles, the car
manufacturer is under a “special obligation with respect to the construction,
promotion and sale of his cars.”
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Rules and Principles in Digital Rights Management Systems

DRM systems designed to provide ease of access but no unlicensed copies

Rule: Exclusive rights to make copies of works of authorship

Principle: Fair use as free-expression-grounded exception, sometimes justifying
Intrusion on exclusive rights.
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Implementing Privacy: policy and tech challenges - unsolved problems
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Data governance challenge: realize value of data while

respecting privacy (ie. purpose limits)
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Stonebraker, M., Brodie, M., Kraska, T., Servan-Schreiber, S., Weitzner, D. J., SchengenDB:
A Data Protection Database., VLBD Workshop Poly'19
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Traditional approach: access control
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Stonebraker, M., Brodie, M., Kraska, T., Servan-Schreiber, S., Weitzner, D. J., SchengenDB:
A Data Protection Database., VLBD Workshop Poly'19
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Modern governance:
manage use and purpose
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A Data Protection Database., VLBD Workshop Poly'19

Stonebraker, M., Brodie, M., Kraska, T., Servan-Schreiber, S., Weitzner, D. J., SchengenDB:
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Purpose-Aware Database Architecture

Stonebraker, M., Brodie, M., Kraska, T., Servan-Schreiber, S., Weitzner, D. J., SchengenDB:
A Data Protection Database., VLBD Workshop Poly'19
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Design Patterns to Bridge the Incommensurability Gap

#1 - Law: Reduce Gray Area between rules and principles

e Enables assessment of policy soundness and technical completeness

#2 - Tech: Avoid designs that makes automated and non-transparent decisions when principles are at stake.
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