
Privacy, Security and Confidentiality
of Data Sharing and Storage:

Domain Specific Examples

Eric D Perakslis PhD
Chief Science Officer, Datavant

Visiting Scientist, Department of Biomedical Informatics, Harvard 
Medical School

Strategic Advisor on Innovation
Manson Unit

Médecins Sans Frontières 



Sci Transl Med. 2016 Jan 20;8(322):322ps2. doi: 

10.1126/scitranslmed.aaa4493.

A cybersecurity primer for translational research.

Perakslis ED1, Stanley M2.

Cybersecurity in health care.

Perakslis ED.

N Engl J Med. 2014 Jul 31;371(5):395-7. 

doi: 10.1056/NEJMp1404358..

https://www.ncbi.nlm.nih.gov/pubmed/26791947
https://www.ncbi.nlm.nih.gov/pubmed/?term=Perakslis ED[Author]&cauthor=true&cauthor_uid=26791947
https://www.ncbi.nlm.nih.gov/pubmed/?term=Stanley M[Author]&cauthor=true&cauthor_uid=26791947
https://www.ncbi.nlm.nih.gov/pubmed/25075831


tranSMART: An Open Source Knowledge Management and High Content Data Analytics Platform

Elisabeth Scheufele, MD, MS,1,2 Dina Aronzon, MS,1 Robert Coopersmith, Ph.D,1 Michael T. McDuffie, 

MS,1 Manish Kapoor, MS,1 Christopher A. Uhrich,1 Jean E. Avitabile,1 Jinlei Liu, MS,1 Dan 

Housman,1 and Matvey B. Palchuk, MD, MS1,2

http://transmartfoundation.org/bibliography/

2017: 18 papers
2016: 18 papers
2015: 27 papers

https://www.ncbi.nlm.nih.gov/pubmed/?term=Scheufele E[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Aronzon D[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Coopersmith R[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=McDuffie MT[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Kapoor M[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Uhrich CA[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Avitabile JE[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Liu J[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Housman D[Author]&cauthor=true&cauthor_uid=25717408
https://www.ncbi.nlm.nih.gov/pubmed/?term=Palchuk MB[Author]&cauthor=true&cauthor_uid=25717408
http://transmartfoundation.org/bibliography/




Human Data (Deep Phenotyping and Molecular Profiling) Strategy

Cognition & Psycho Social

Activity and Movement Disorders

Gaming Neuro. Evaluation

Wearable Technologies

Vital Signs MonitoringWearable Technologies

Germline GeneticsSequencing or Microarray

Wearable Devices in Clinical Trials: Hype and Hypothesis.
Izmailova ES1, Wagner JA1, Perakslis ED1.
https://www.ncbi.nlm.nih.gov/pubmed/29205294

Gastrointestinal FloraGut Microbiome

Tumor ProfilingSomatic Mutation Analysis (NGS)

Effective knowledge management in translational medicine.
Szalma S1, Koka V, Khasanova T, Perakslis ED.
https://www.ncbi.nlm.nih.gov/pubmed/20642836

https://www.ncbi.nlm.nih.gov/pubmed/?term=Izmailova ES[Author]&cauthor=true&cauthor_uid=29205294
https://www.ncbi.nlm.nih.gov/pubmed/?term=Wagner JA[Author]&cauthor=true&cauthor_uid=29205294
https://www.ncbi.nlm.nih.gov/pubmed/?term=Perakslis ED[Author]&cauthor=true&cauthor_uid=29205294
https://www.ncbi.nlm.nih.gov/pubmed/29205294
https://www.ncbi.nlm.nih.gov/pubmed/?term=Szalma S[Author]&cauthor=true&cauthor_uid=20642836
https://www.ncbi.nlm.nih.gov/pubmed/?term=Koka V[Author]&cauthor=true&cauthor_uid=20642836
https://www.ncbi.nlm.nih.gov/pubmed/?term=Khasanova T[Author]&cauthor=true&cauthor_uid=20642836
https://www.ncbi.nlm.nih.gov/pubmed/?term=Perakslis ED[Author]&cauthor=true&cauthor_uid=20642836
https://www.ncbi.nlm.nih.gov/pubmed/20642836


Clinical Data Management





We learned how fast technologies could be learned, 
absorbed, mastered and put to use



We learned that people of all ages will try new things 
and fight for themselves



You can make a difference.


