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Presenter
Presentation Notes
What is a base? 

Scary about this?   Can filter by employer and income bracket
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The Threat Landscape is Changing
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20.4B IoT devices by 2020 (Gartner)



• 67% increase in cyber breaches in 
last 5 years 

• 95% of breaches due to human error

• Cost of Avg. Data Breach $3.92M

• It takes organizations an average of 
191 days to identify data breaches 

• Cybercrime costs $6T in annual 
damages 
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Growing Complexity and Sophistication
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Social Engineering:  Amplified by COVID-19
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Presenter
Presentation Notes
Employees are the ﬁrst line and defense as well as easiest target for hackers, organizations must make sure that employees are aware and trained about these best

CIO’s can’t put the entire burden of this on users – technologies are available to help assist 

- Over 29,000 CoVID-19 themed domains were registered in April and May 2020.  Many of these sites could potentially be used to support phishing and malware campaigns. 
	- With people working from home there’s enough time to open an email, attachment– whether out of curiosity to learn and read about the coronavirus or out   of boredom
	- These fraudulent emails contain logos and other images related with the Center for Disease Control (CDC) and the World Health Organization (WHO). 
	- INBOX ZERO reference

Machine learning takes social engineering to the next level. The use of deepfakes augments current approaches by allowing for targeted impersonation of both audio and video.
Deepfake: The product of a deep learning, image-synthesis technique; typically materializing as video or audio mimicking the speech and appearance of a human being.
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Cybersecurity Workforce Challenges
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What is the biggest risk to our 
remote access (e.g. VPN)? 

How are we increasing our 
training for spear phishing?

Strategy to recover if our data 
was locked by ransomware?

What are we doing to help 
staff protect a home network?
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Questions for 
your CIO:  
Assure the 
Continuity of 
Research

• Trust but verify!
• How can you help?
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How are we increasing our 
training for phishing?

Presenter
Presentation Notes
There are lots of bases to cover… but 4 matter more right now…. 


Biggest risk to VPN infrastructure – that’s your lifeline.   You want multiple levels of protection around it – what we call “defense in depth”.   If they don’t say VPN….
 	 	

Duration if locked by ransomware – you are listening for the awkward pause.   Many of us have had the luxury of not worrying about catastrophic scenarios because we didn’t live in areas with risk of major earthquakes, hurricanes, etc.    What if you could not pay the price??? 

There is only one way to test – send them legit phishing mails!  There is no better way to reinforce the importance of learning than the fail a quiz.   
	 practices. Organizations should also conduct some social engineering exercises internally to test their defenses. 
	- REPORT METRICS ON EXERCISES 


#4 – this doesn’t need to be complicated!   Up to 50% of consumers never change the default password, usually “admin”, to their home WiFi router.   That’s a back door to install key loggers and all kinds of bad stuff that can compromise the corporate networks you interact with
	- If the home network is compromised, hackers will have a good shot at getting into the work network. 
	- With employees accessing the enterprise network remotely, certain vulnerabilities are not as easily managed. Vulnerabilities in this space arise due to the lack of physical or technical network security controls in employees’ home environment. Examples include physically vulnerable routers and cables and Wi-Fi networks without passwords.
	- The rise of the "3rd office" -  fast Internet connection may be a luxury in some quarters, 


	









Thank you
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