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. Stability Rule: Region must be stable in both layers simultaneously
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Stress-Test for the Bronze Age Network

Network Outcomes After Removing Nodes Combinations

a 1 node removal (n= 10) b 2 node removal (n= 45)
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Simultaneous failure of 2 regions can be catastrophic!




Vision for System Resilience

Real World
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Approach:
Increase Resilience Through Networks + Analytics

Transportation
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Traditional approaches to comparing
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Shaires | Cyber Resilience
2 To Improve of Systems and

Measure It

Alaxander Kott, U.S. Army DEVCOM Army Research Laboratory
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System Thinking What Makes Complex
" Systems
(Communities)
Susceptible to Threat?

System

o s
Supra:system | 'Resilience

Disruption

Sub-system) "/
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System Performance
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After Linkov and Trump, 2019
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Risk -- “a situation involving
exposure to danger [threat].”

Security -- “the state of being
free from danger or threat.”

Reliability -- “the quality of
performing consistently well.”

Resilience -- “the capacity to

Don'’t conflate risk
and resilience

‘Risk’ and ‘resilience’ are

fundamentally different concepts

that are often conflated. Yet

maintaining the distinction is a

policy necessity. Applying a risk-

based approach to a problem

that requires a resilience-based

solution, or vice versa, can lead

to investment in systems that

do not produce the changes that
Igor Linkov, Benjamin D. Trump
US Army Corps of Engineers,
Concord, Massachusetts, USA.
Jeffrey Keisler University of
Massachusetts Boston, USA.
igor linkov@usace. army. mil

recover quickly from difficulties.”
Definitions by Oxford Dictionary



Evolution of Regulatory
Risk Assessment

« 1970’s- Risk=Probability x Consequence

Risk
Assessment

el o 1980°s- Risk = Hazard x Exposure x Consequence

Government:

the Progres =Threat x Vulnerability x Consequence
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Decision Analysis and Risk Governance

: Informing

Decisions
ina ‘
Democratic

Society Risk Assessment
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Risk-Based and Prevention-Based Governance for Emerging
Materials
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Crisis Management, Risk
and Resilience

Critical
Function
Performance

Risk~ Threat*Vulnerability*Consequence

Robustness ==

Inflection
point 1.

Resilience

Likelihood of
disruption

Inflection cascading to
point 2. Extended other critical
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Calls for Resilience

The White House

Office of the Press Secretary “ReSiIience" means the
For Immediate Release October 31, 2013 ability to antiCipate,
Presidential Proclamation -- Critical Infrastructure prepare fo r, and a dapt to
Security and Resilience Month, 2 . o
ecurity and Resilience Month, 2013 Changlng conditions and
CRITICAL INFRASTRUCTURE SECURITY AMD RESILIENCE MONTH, 2013 Withstand, respond to,
and recover rapidly from
BY THE PRESIDENT OF THE UNITED STATES OF AMERICA d isru ptions .

A PROCLAMATION
The White House

Over the last few decades, our Nation has grown increasingly dependent on critical infrastructure, Office of the Press Secretar\;
our national and economic security. America's critical infrastructure is complex and diverse, combini
both cyberspace and the physical world -- from power plants, bridges, and interstates to Federal bui For Immediate Release ‘-Jlay 11,2017
massive electrical grids that power our Nation. During Critical Infrastructure Security and Resilience
resolve to remain vigilant against foreign and domestic threats, and work together to further secure
systems, and networks.

Presidential Executive Order
(vi) Effective immediately, it is the policy of .
the executive branch to build and maintain a Ol Stl‘EI’lgthEI’lng the
modern, secure, and more resilient Cybe]_‘secu]_‘ity of Federal

executive branch IT architecture. “, e
Networks and Critical
Infrastructure

EXECUTIVE ORDER



Resilience at the National Scale (USACE example)

Resilience Guidance and Doctrine (National)

Mational Resilience Plan {under development)
Establishes a common definition, vision, and principles for resilience and describe at a high level
how the Federal Government aligned with cvil society can better organize to advance resilience
equitably.

Mational Resilience Guidance (Presidential Policy Directive 2013 [PPD-21, under revision])
Establishes a shared responsibility between government and critical infrastructure owners to
improve security and resilience across various sectors.

DoD Climate Adaptation Plan 2021
Integrates climate change adaptation and climate resilience across agency programes,
management of real property, public lands and waters, and financial services.

USACE Resilience Doctrine (Resilience EP 1100-1-5)
Guides application of resilience to all WSACE civil works programs and initiatives.

USACE and
other
resilience

w

-

.

USACE Resilience Framework (watershed scale)
Establish a framework to assess the resilience of USACE missions across a

watershed. Additionally, identify opportunities for improvement and
strategically address resource allocation to optimize resilience.

Design a replicable process to assess community infrastructure resilience.
Develop a method to identify and prioritize the resilience of critical
functions across a watershed.
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The role of science in resilience planning for military-civilian

domains in the U.S. and NATO * ofe
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Interface

Civilian l Military
Sector Sector

Scenario 1: No disruption  Military and civilian
sectors are operation
with small interface

Scenario 2: Attack on Interface expands to
military more civilian resources
to support the military

Scenario 3: Jleopardy in Interface expands to more

Civilian sector military resources to support
more civilian institutions




How to Quantify Resilience?

Metrics Based

— Individval Metrics
— Indices

— Dashboards

—e Decision Analytics

< | Model Based

Process —
Statistical/ Baysian —
Networks —

Game- Theoretical —

Simulations/ Agent Based —

After
2019
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Cyber Resilience

of Systems and
Networks




Resilience Matrix

PREPARE ABSORB RECOVER
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Assessment using Stakeholder Values

Selection of Alternatives m Comparative Assessment
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Figure 5: Comparative Assessment of Resilience-Enhancing Alternatives

Use developed resilience metrics to comparatively assess the costs and
benefits of different courses of action

After Fox-Lent et al., 2015
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Short Communication

Metrics for energy resilience

Paul E. Roege ®, Zachary A. Collier°, James Mancillas ©, John A. McDonagh®, Igor Linkov ™*

Resilience

Matrix:
Energy

ENERGY
POLICY
Man and Prepare for Hefs Absorb Refs Recover from Refs Adapt to Refs
Physical Reduced reliance on AB, Design margin to BC, System flexibility for CI, Flexible network architecture to C.D,
energy/increased efficiency EF, accommodate range of ILLK reconfiguration andor EH, facilitate modernization and nesww  FK
H oonditons vemporary system installarion K ENErZY SOUNCes
Energy source diversity/ AE, Limired performance BC, Capability to monitor and B, Sensors, data collection and DE,
local sources FH, degradarion under changing FLK control portions of sysoem K visualization capabilities to LK
K conditions SUppPOIT system performance
trending
Energy storage capabilities/ BH, Operational system LE  Fuel flexibility CIv, Ability to use new/alternative CF,
presaged equipment K profection (e.g.. pressure EF energy sources H
relief, circuit breakers)
Redundancy of critical DE Installed/ready redundant ., Capability to re-route energy Cy, Update system configuration] c.o,
capabilities LK oomponents (e.g., generators, K from available sources ELK functionality based upon lessons  LEL
pumps) learned K
Preventative maintenance LK  Ability o isolate damaged| ELE Investigate and repair | PFhase out obsolete or damaged AL
on ENergy Systems degraded systems]| malfunctioning controls or assets and introduce new assets D,
components [automatic/ SENSOCS K
manual )
Sensors, controls and H\L Capability for independent DK Energy network flexibility to re- FLK Integrate new interface standards D,
communication links o K localfsub-network operation establish service by priority. and operating system upgrades K
SUpport awareness and
response
Protective measures from AD, Alternative methods] BH, Backup communication, LK  Update response equipment| oL
external attack (physical/ LE  equipment (e.g., paper copy. K lighting, power systems for supplies based upon lessons
cyber) fashlights, radios) repair/recovery operations learned
Information Capabilities and services B Environmental condition EH., Information available o 0]  Initiating event, incdent point of  AD,
prioritized based on forecast and event warnings | authorities and crews regarding entry, associated vulnerabilities H.L
criticality or performance broadcast customer/community needs/ and impacts identified K
requirements stamus
Internal and external BG, System stamus, trends, DE., Recovery progress macked, 0]  Ewvent data and operating [ .H,
system dependencies H margins available to H., synthesized and available to environment forecasts utilized vo LK
idendtified operators, managers amd K dedision-makers and anticipate future conditsons|
CUSEOMErs stakeholders Events
Design, control, operational B Critical system data DE, Design, repair pars, K Updared information about DvF,
and maintenance data monitored, anomalies LK  substinution information energy resources, alternatives and H,I
archived and protected alarmed available to recovery teams emergent technologies available
o managers and stakeholders
Vendor information B Operationaliroubleshooting! LK Location, availability and K Design, operating and FLEK

available

response procedures available

ownership of energy, hardware

and services available to
restoration teams

maintenance information updated

consistent with system
modifications



Table 1 The cyber resilience matrix

Plan and prepare for Absorb Recover firom Adapt to
Phydcal
(1) Implement controlssensors for critical (1) Signal the compromise of (1) Investigate and repar (1) Review asset and service

asmeis [S22, MIS, 20]

{2 Implement controlssensors for critical
services [MI18, 209

() Assessment of network structure and
interconne ction o sysem components and
o the environment

{4) Redundancy of critical physical
infrasructurne

(%) Redundancy of data physically or
logically separated from the network
[ha24]

aaaets or services [MIE, 20]

(2) Use redundant assets to
continue service [MI18, 20)
{3) Dedicate cyber fesources to
defend against atack [M16]

mafunctioning controls or configuration in response o recent

- -
Resilience
(2) Assess service/asset damage  (2) Phase oot obsolete assets and

introduce new asmais [M17]

]
{3) Assess distance i fonctional M at rl x [
TECOVEry u
{4) Safely dispose of imeparahle

Cyber

Informaton

(1) Categorize ssets and services based on
sensitivity or resilience requirements
[563]

{3 Documentation of centifications,
qualifications and pedigree of critical
hardware andior sofiware providers

{3 Prepare plans for siorage and
comainment of classified or sensitive
information

{4) Identify exiemal system dependemncies
(Le., Internet providers, electricity, water)
[S31]

{5 Identify internal system depe ndencies
[563]

(1) Observe sensors for critical
services and asses [M22)

{2) Effectively and ef ficlenty
transmit relevani data bo
responsible sakeholders!
decion makers

(1) Log events and sensors during (1) Document incident’s impact and
event [M17, 23] cause [MIT]

(2) Review and compare sysems  (2) Document time between problem
before and after the event and discovery/discovery and
MM recovery [S41]

{3) Anticipae future system states
post-recovery

Environ Syst Decis (2013) 33:471-476
DOI 10.1007/s10669-013-9485-y

Cognitive

{ 1) Anticipate and plan for system states and
events [MI1§]

(1) Use a decision making
protocol or aid o determine
when event can be considensd
“contained"”

PERSPECTIVES

(1) Review ¢

physical ar
in order o
decision |

Resilience metrics for cyber systems

Igor Linkov * Daniel A. Eisenberg -

Kenton Plourde - Thomas P. Seager -
Julia Allen - Alex Kott



USACE Resilience Matrix Methodology

Resilience Matrix Master Metrics

Metric Identification and Categorization | M
MetricName |~ || _Unit of Analysi{ - | System Domal - | Resilience Phas - | Metric Category | | _Critical Functior ~ | n FulName -] Level of Detail -]
Risk Assessment Score Capability Physical Absorb System Vulnerability FRM Score from most recent Risk Assesment Tier 2
Years since the most recent
Last Inspection Date Capability Information Absorb Risk Assessment FRM comprehensive inspection of the dam  Tier 2
Years since the most recent revision to
Last EAP Revision Capability Information Adapt Planning Improvements FRM the emergency action plan (EAP) Tier 2
Years since the most recent EAP
Last EAP Exercise Capability Social Adapt Training Exercises FRM exercise Tier 2
Estimated economic cost for the
‘Worst Case Consequences worst-case dam failure scenario
Estimate Capability Physical Absorb Consequences of Failure FRM {Maximum High Pool - Breach) Tier 2
Degree (1-5) of completeness of
Operations Plans Capability Information Absorb Mitigation Planning FRM operations plan Tier 1
Years since the mest recent review and
Planning Review Capability Information Adapt Planning Improvements FRM update of the operations plans Tier 2

Years since the most recent emergency

operation test exercise (or most recent
Emergency Exercises Capability Social Adapt Training Exercises FRM emergency response) Tier 2

% of exercises/events in the past 5-10

years where an after-action report was
After-Action Reports Capability Information Adapt Post-disaster Data Collection FRM genemh_ed al_'ld _re\f'ewed lw the district Tier 2

Solicitation Template

Scorecard

G, i )::zmjn Mtbnd h";:zml i e P
s i e B e e e e e Absorb  Recover Adapt SRB-FRM Case Study
i ot i bt ] s
| FEEEEEE b 38 - 3s USACE Report
s Information 4.4 3.8 4.4 Measuring USACE Resilience in the Savanmah Basin - mamuscript for peer review
I e e . Social 3.7 _ The Savamah Watershed serves as a critical component, crucial to the well-being of mmerous A Resilience Matrix Approach
e T commumities and ecological systems. Leading in the memienance of thus sigmificant resource 13 the United
st = States Amy Corps of Enginesrs (USACE). With an established history in water resource management, to USACE MISSION in the Savannah Watershed
: 3 e USACE s resonstle o necuin amge of sl misions i e Thse
:“::‘ e Z o e = flood ml.managemen’r, nydroponwer generation, aquatic ecosystem restoration, water supply, navigation
mem—— Infrastructre mamtenence, and recreational land-use. This paper aims to examin the various roles of the
USACE fo guarantes mission assurance in this critical region. It places perticular emphasis on the
. st collaborafive efforts between the USACE, local sovermance, and various stakeholders.

) = Istucions Planing Eierises  Mestucue Resilence  Capacty  Capbifes ety fastucureCor 4

Development USACE Development Development Development C.o.mplllng/
.. L o Writing Report
of Decision Document of Master of Solicitation of Resilience
. X on USACE
Support Tool Review Metrics Survey Scorecard Resilience




PIvot Results

		Sum of Score		Column Labels

		Row Labels		SAT		IAB		IAT		IR		PAB		PAT		PR		SAB		SR		Grand Total

		Capabilities				13				7		5		14				12				51

		Component Modularity  												3								3

		Disaster Forecasting  				4																4

		Disaster Recovery Situation Reports  								3												3

		Emergency Communications  										5										5

		Emergency Updates  																4				4

		Failure Monitoring  				5																5

		Infrastructure Condition (Communications)  												4								4

		Infrastructure Condition (Energy)  												3								3

		Infrastructure Condition (Water)  												4								4

		Notice to Public Sponsors  																3				3

		Post-Disruption Analysis  								4												4

		Situation Reports  				4																4

		Staff Training  																5				5

		Capacity										18				5		5				28

		Back-up Power  										5										5

		Continuity of Operations  										5										5

		Emergency Life Support  										3										3

		Emergency Management High Visibility (EMHV) Items  										2										2

		Emergency Onsite Personnel  																5				5

		Emergency Resourcefulness and Supply  										3										3

		Temporary Components  														5						5

		Exercises		15		5		11														31

		Community Legislation  		5																		5

		Disaster Audit  						1														1

		Emergency Exercises  		5																		5

		Last EAP Exercise  		5																		5

		Last EAP Revision  						5														5

		Last Inspection Date  				5																5

		Planning Review  						5														5

		Infrastructure Resilience				11		5								5		8		5		34

		After-Action Reports  						5														5

		Emergency Assistance Cooperation Agreements  																5				5

		Flood Control Works (FCW) Database  				5																5

		Inspection of Completed Works (ICW)  				5																5

		Municipality Demand Loads  																3				3

		Project Information Reports  				1																1

		Recovery Supplies/Infrastructure  														5						5

		Rehabilitation Assistance Cooperation Agreements  																		5		5

		Planning		5		28		15		8						5		1		15		77

		Community Prioritization 																		5		5

		Community Recovery 																		10		10

		Comparing Functionality 						5														5

		Emergency Action Plans 				5		5														10

		Emergency Operations Center 														5						5

		Hazard Forecasting 				5																5

		Hazard Mitigation Plan 				3																3

		Improvement Plans 						5														5

		Municipality Support 																1				1

		Operational Management Plans 				5																5

		Recovery Plan 								3												3

		Recovery Strategy Modeling 								5												5

		Response Plans 				5																5

		Risk Analyses 				5																5

		Training Exercises 		5																		5

		Grand Total		20		57		31		15		23		14		15		26		20		221





Detail1

		Details for Count of var - cell: IAB

		Variable		Score		Respondent		cell		var		Metric		Question

		IAB-001  		4		MC		IAB		001  		Situation Reports  		How reliable are emergency reports submitted on time with required information during past emergencies?  

		IAB-002  		5		Strawman		IAB		002  		Failure Monitoring  		To what degree do you have real-time system monitoring that can notify users when there is a failure in the system?  

		IAB-003		5		MC		IAB		003		Hazard Forecasting 		Do you have a process for alerting decision-makers in the community of incoming threats (e.g. flood, hurricane, terrorist threat)? 

		IAB-004  		5		MC		IAB		004  		Flood Control Works (FCW) Database  		What % of flood control works in the watershed are documented and updated in the Flood Control Works (FCW) database?(This includes FCW that are not in USACE portfolio as well)

		IAB-005  		5		MC		IAB		005  		Inspection of Completed Works (ICW)  		What % of flood control works in the watershed are documented and updated in the Inspection of Completed Works (FCW) program?  

		IAB-006  		5		MC		IAB		006  		Last Inspection Date  		How many years ago was the most recent comprehensive inspection of the dam?  

		IAB-007  		1		MC		IAB		007  		Project Information Reports  		What % of USACE projects in the watershed are documented and updated through project information reports?  

		IAB-008		5		MC		IAB		008		Risk Analyses 		Do you have a process for conducting risk analyses? Calculating the likelihood and impact of disruptions? 

		IAB-009		5		MC		IAB		009		Emergency Action Plans 		Do you have an established/published emergency action plan? 

		IAB-010		5		MC		IAB		010		Response Plans 		Do you have an established emergency response plan? 

		IAB-011		5		MC		IAB		011		Operations Plans 		Do you have an established Operation Plan 

		IAB-012		3		Strawman		IAB		012		Hazard Mitigation Plan 		Do you have an established hazard mitigation plan? 

		IAB-013  		4		Strawman		IAB		013  		Disaster Forecasting  		To what degree do you use models and/or past data to forecast cascading impacts from system failure?  





Scorecard

		Row Labels		Sum of Score		Count of var								Row Labels		Sum of Score		Count of var										Absorb		Recover 		Adapt

		SAT		20		4								SAT		20		4		5.0						Physical		3.8		5.0		3.5

		IAB		57		13								IAB		57		13		4.4						Information		4.4		3.8		4.4

		IAT		31		7								IAT		31		7		4.4						Social		3.7		5.0		5.0

		IR		15		4								IR		15		4		3.8

		PAB		23		6								PAB		23		6		3.8

		PAT		14		4								PAT		14		4		3.5								Absorb		Recover 		Adapt

		PR		15		3								PR		15		3		5.0						Physical		3.8		5.0		3.5

		SAB		26		7								SAB		26		7		3.7						Information		4.4		3.8		4.4

		SR		20		4								SR		20		4		5.0						Social		3.7		5.0		5.0

		Grand Total		221		52								Grand Total		221		52		4.3





Phyiscal Absorb Details

		Variable		Score		Respondent		cell		var		Metric		Question

		PAB-006  		5		MC		PAB		006  		Emergency Communications  		To what degree do you have back-up network and communication capabilities that can function during an emergency?  

		PAB-013  		3		MC		PAB		013  		Emergency Resourcefulness and Supply  		How long can you sustain yourselves with a stockpile of supplies to sustain operations during an emergency (sandbags, bottled water, walkie talkies, etc.)?  

		PAB-012  		2		Strawman		PAB		012  		Emergency Management High Visibility (EMHV) Items  		Emergency stockpile of high-visibility items is sufficient to cover the potential number of emergency personnel and equipment?  

		PAB-011  		5		Strawman		PAB		011  		Continuity of Operations  		How long can you maintain flood mitigation operations if supporting systems (power, communication, water) are disrupted?  

		PAB-010  		3		MC		PAB		010  		Emergency Life Support  		How long can emergency personnel be sustained on-site using emergency life support (water, food) in the event of a disruption?  

		PAB-009  		5		Strawman		PAB		009  		Back-up Power  		How long can emergency operations be carried out using back-up generators (or other means of getting power) if power to the dam is disrupted?  





Sheet1

		Variable		Score		Respondent		cell		var		Metric		Question		Column1

		PAB-006  		5		MC		PAB		006  		Emergency Communications  		To what degree do you have back-up network and communication capabilities that can function during an emergency?  

		PAB-013  		3		MC		PAB		013  		Emergency Resourcefulness and Supply  		How long can you sustain yourselves with a stockpile of supplies to sustain operations during an emergency (sandbags, bottled water, walkie talkies, etc.)?  		1

		PAB-012  		2		Strawman		PAB		012  		Emergency Management High Visibility (EMHV) Items  		Emergency stockpile of high-visibility items is sufficient to cover the potential number of emergency personnel and equipment?  		1

		PAB-011  		5		Strawman		PAB		011  		Continuity of Operations  		How long can you maintain flood mitigation operations if supporting systems (power, communication, water) are disrupted?  

		PAB-010  		3		MC		PAB		010  		Emergency Life Support  		How long can emergency personnel be sustained on-site using emergency life support (water, food) in the event of a disruption?  		1

		PAB-009  		5		Strawman		PAB		009  		Back-up Power  		How long can emergency operations be carried out using back-up generators (or other means of getting power) if power to the dam is disrupted?  

										7						1

										3						1

										1						1

										2						1





Sheet3

		Variable		Score		Respondent		cell		var		Metric		Question

		PAB-006  		5		MC		PAB		006  		Emergency Communications  		To what degree do you have back-up network and communication capabilities that can function during an emergency?  

		PAB-013  		3		MC		PAB		013  		Emergency Resourcefulness and Supply  		How long can you sustain yourselves with a stockpile of supplies to sustain operations during an emergency (sandbags, bottled water, walkie talkies, etc.)?  

		PAB-012  		2		Strawman		PAB		012  		Emergency Management High Visibility (EMHV) Items  		Emergency stockpile of high-visibility items is sufficient to cover the potential number of emergency personnel and equipment?  

		PAB-011  		5		Strawman		PAB		011  		Continuity of Operations  		How long can you maintain flood mitigation operations if supporting systems (power, communication, water) are disrupted?  

		PAB-010  		3		MC		PAB		010  		Emergency Life Support  		How long can emergency personnel be sustained on-site using emergency life support (water, food) in the event of a disruption?  

		PAB-009  		5		Strawman		PAB		009  		Back-up Power  		How long can emergency operations be carried out using back-up generators (or other means of getting power) if power to the dam is disrupted?  





Sheet4

		Variable		Score		Respondent		cell		var		Metric		Question

		IAB-009		5		MC		IAB		009		Emergency Action Plans 		Do you have an established/published emergency action plan? 

		IAB-011		5		MC		IAB		011		Operations Plans 		Do you have an established Operation Plan 

		IAB-012		3		Strawman		IAB		012		Hazard Mitigation Plan 		Do you have an established hazard mitigation plan? 

		IAB-001  		4		MC		IAB		001  		Situation Reports  		How reliable are emergency reports submitted on time with required information during past emergencies?  

		IAB-013  		4		Strawman		IAB		013  		Disaster Forecasting  		To what degree do you use models and/or past data to forecast cascading impacts from system failure?  

		IAB-002  		5		Strawman		IAB		002  		Failure Monitoring  		To what degree do you have real-time system monitoring that can notify users when there is a failure in the system?  

		IAB-007  		1		MC		IAB		007  		Project Information Reports  		What % of USACE projects in the watershed are documented and updated through project information reports?  

		IAB-005  		5		MC		IAB		005  		Inspection of Completed Works (ICW)  		What % of flood control works in the watershed are documented and updated in the Inspection of Completed Works (FCW) program?  

		IAB-004  		5		MC		IAB		004  		Flood Control Works (FCW) Database  		What % of flood control works in the watershed are documented and updated in the Flood Control Works (FCW) database?(This includes FCW that are not in USACE portfolio as well)

		IAB-006  		5		MC		IAB		006  		Last Inspection Date  		How many years ago was the most recent comprehensive inspection of the dam?  

		IAB-003		5		MC		IAB		003		Hazard Forecasting 		Do you have a process for alerting decision-makers in the community of incoming threats (e.g. flood, hurricane, terrorist threat)? 

		IAB-008		5		MC		IAB		008		Risk Analyses 		Do you have a process for conducting risk analyses? Calculating the likelihood and impact of disruptions? 

		IAB-010		5		MC		IAB		010		Response Plans 		Do you have an established emergency response plan? 





Raw Scores

		Variable		Score		Respondent		cell		var		Metric		Question		Section of the Survey

		IAB-009		0		0		IAB		009		Emergency Action Plans 		Do you have an established/published emergency action plan? 		Planning

		IAB-011		0		0		IAB		011		Operational Management Plans 		Do you have an established Operational Management Plan 		Planning

		IAB-012		0		0		IAB		012		Hazard Mitigation Plan 		Does the USACE project have a hazard mitigation plan?		Planning

		SAB-003		0		0		SAB		003		Municipality Support 		Do you have emergency support agreements with neighboring utilities and/or other providers that can supply you with the necessary resources until system is fully operational? 		Planning

		IR-004		0		0		IR		004		Recovery Plan 		Do you have an established disaster recovery plan that is specific to the USACE projects? 		Planning

		SR-004		0		0		SR		004		Community Prioritization 		Is there a community recovery prioritization agreement you are a part of, that is written, edited, and updated by USACE staff?		Planning

		SR-001		0		0		SR		001		Community Recovery   		Community agreement to allow community members to help with disaster recovery efforts 		Planning

		IAT-001		0		0		IAT		001		Comparing Functionality 		Do you have a process to collect and analyze data comparing post-disaster functionality to pre-disaster functionality?  		Planning

		IAT-004		0		0		IAT		004		Improvement Plans 		Do you have or are you currently conducting plans that improve the dams redundancy/ sustainability/robustness?  		Planning

		SAT-003		0		0		SAT		003		Training Exercises 		Do you have a process for updating or improving emergency personnel training to meet evolving needs? Do you perform emergency exercises to train and test for disaster readiness? 		Planning

		SR-001		0		0		SR		001		Community Recovery   		Community agreement to allow community members to help with disaster recovery efforts 		Planning

		IAT-003		0		0		IAT		003		Emergency Action Plans 		Do you have a process for testing/refining/adapting existing plans to meet future needs? 		Planning

		IR-003		0		0		IR		003		Recovery Strategy Modeling 		Do you have an established Operational Management Plan 		Planning

		IAB-010		0		0		IAB		010		Response Plans 		Do you have an established emergency response plan? 		Planning

		IAB-008		0		0		IAB		008		Risk Analyses 		Do you have a process for conducting risk analyses? Calculating the likelihood and impact of disruptions? 		Planning

		PR-003		0		0		PR		003		Emergency Operations Center 		Do you have a dedicated structure has been constructed for housing an emergency operations center (EOC)? 		Planning

		IAB-003		0		0		IAB		003		Hazard Forecasting 		Do you have a process for alerting decision-makers in the community of incoming threats (e.g. flood, hurricane, terrorist threat)? 		Planning

		SAT-002  		0		0		SAT		002  		Emergency Exercises  		Amount of time since the most recent emergency operation test exercise (or most recent actual emergency response)  		Exercises

		SAT-001  		0		0		SAT		001  		Last EAP Exercise  		How many years ago was the most recent EAP exercise?  		Exercises

		IAT-005  		0		0		IAT		005  		Last EAP Revision  		How many years ago was the most recent revision to the emergency action plan (EAP)  		Exercises

		IAT-006  		0		0		IAT		006  		Planning Review  		Amount of time since the most recent review and update of operations plans  		Exercises

		IAT-007  		0		0		IAT		007  		Disaster Audit  		How long has it been since your most recent disaster audit?  		Exercises

		IAB-006  		0		0		IAB		006  		Last Inspection Date  		How many years ago was the most recent comprehensive inspection of the dam?  		Exercises

		SAT-004  		0		0		SAT		004  		Community Legislation  		How long since the last Legislative Documents/Meetings held/attended- USACE/Community Involvement  		Exercises

		IAT-002  		0		0		IAT		002  		After-Action Reports  		Percentage of exercises/events in past 5-10 years where an after-action report was generated and reviewed by the district  		Infrastructure Resilience

		SAB-002  		0		0		SAB		002  		Emergency Assistance Cooperation Agreements  		What % of eligible agencies/communities (risk centers) in the project vicinity are aware of USACE emergency assistance protocols and can submit cooperation agreements?  		Infrastructure Resilience

		IAB-004  		0		0		IAB		004  		Flood Control Works (FCW) Database  		What % of flood control works in the watershed are documented and updated in the Flood Control Works (FCW) database?(This includes FCW that are not in USACE portfolio as well)		Infrastructure Resilience

		IAB-005  		0		0		IAB		005  		Inspection of Completed Works (ICW)  		What % of flood control works in the watershed are documented and updated in the Inspection of Completed Works (FCW) program?  		Infrastructure Resilience

		SR-003  		0		0		SR		003  		Rehabilitation Assistance Cooperation Agreements  		What % of eligible agencies/communities (risk centers) in the project vicinity are aware of USACE rehabilitation assistance protocols and can submit cooperation agreements? 		Infrastructure Resilience

		IAB-007  		0		0		IAB		007  		Project Information Reports  		What % of USACE projects in the watershed are documented and updated through project information reports?  		Infrastructure Resilience

		SAB-004  		0		0		SAB		004  		Municipality Demand Loads  		What % of FRM demand loads can be delivered by a neighboring Non-USACE project via support agreements?  		Infrastructure Resilience

		PR-006  		0		0		PR		006  		Recovery Supplies/Infrastructure  		What percentage of stockpile supplies  (OM, EM, state) do you have for rebuilding or recovering critical infrastructure that supports the mission after a disaster?  		Infrastructure Resilience

		PAB-009  		0		0		PAB		009  		Back-up Power  		How long can emergency operations be carried out using back-up generators (or other means of getting power) if power to the dam is disrupted?  		Capacity

		PAB-010  		0		0		PAB		010  		Emergency Life Support  		How long can emergency personnel be sustained on-site using emergency life support (water, food) in the event of a disruption?  		Capacity

		PAB-011  		0		0		PAB		011  		Continuity of Operations  		How long can you maintain flood mitigation operations if supporting systems (power, communication, water) are disrupted?  		Capacity

		PAB-012  		0		0		PAB		012  		Emergency Management High Visibility (EMHV) Items  		How many days of emergency stockpile  high-visibility items does USACE have to cover the potential number of emergency personnel and equipment?  		Capacity

		PAB-013  		0		0		PAB		013  		Emergency Resourcefulness and Supply  		How long can you sustain yourselves with a stockpile of supplies to sustain operations during an emergency (sandbags, bottled water, walkie talkies, etc.)?  		Capacity

		PR-001  		0		0		PR		001  		Temporary Components  		During recovery, how long can your temporary system components that can take over operations of the primary system until the main system is back online last? (fail-safe systems, manual lifts, etc.)  		Capacity

		SAB-001  		0		0		SAB		001  		Emergency Onsite Personnel  		 How long can emergency personnel be onsite in the event of a hazard or disaster that impacts this system? 		Capacity

		PAB-006  		0		0		PAB		006  		Emergency Communications  		To what degree do you have back-up network and communication capabilities that can function during an emergency?  		Capabilities

		PAT-004  		0		0		PAT		004  		Component Modularity  		To what degree can system components be easily replaced if partially damaged?  		Capabilities

		IAB-002  		0		0		IAB		002  		Failure Monitoring  		To what degree do you have real-time system monitoring that can notify users when there is a failure in the system?  		Capabilities

		IAB-013  		0		0		IAB		013  		Disaster Forecasting  		To what degree do you use models and/or past data to forecast cascading impacts from system failure?  		Capabilities

		IR-002  		0		0		IR		002  		Post-Disruption Analysis  		To what degree do you collect and analyze data on system functionality after a disruption?  		Capabilities

		SAB-007  		0		0		SAB		007  		Emergency Updates  		To what degree do you communicate hazards and system degradation updates with the community before, during, and after a disaster scenario?  		Capabilities

		SAB-008  		0		0		SAB		008  		Staff Training  		To what degree do personnel have experience with a disaster scenario in the past?  		Capabilities

		IAB-001  		0		0		IAB		001  		Situation Reports  		How reliable are emergency reports submitted on time with required information during past emergencies?  		Capabilities

		IR-001  		0		0		IR		001  		Disaster Recovery Situation Reports  		How reliable are disaster recovery situation reports submitted on time with required information during past emergencies?  		Capabilities

		SAB-005  		0		0		SAB		005  		Notice to Public Sponsors  		How reliable are all public sponsors in the dam's jurisdiction notified about rehabilitation assistance after an emergency?  		Capabilities

		PAT-001  		0		0		PAT		001  		Infrastructure Condition (Water)  		What is the overall condition of the water/wastewater infrastructure system at the dam?  		Capabilities

		PAT-002  		0		0		PAT		002  		Infrastructure Condition (Energy)  		What is the overall condition of the energy infrastructure at the dam?  		Capabilities

		PAT-003  		0		0		PAT		003  		Infrastructure Condition (Communications)  		What is the overall condition of the communications infrastructure at the dam?  		Capabilities

		PAB-003 		ERROR:#N/A		ERROR:#N/A		PAB		003 		ERROR:#N/A		ERROR:#N/A

		PAB-014 		ERROR:#N/A		ERROR:#N/A		PAB		014 		ERROR:#N/A		ERROR:#N/A

		PAB-015 		ERROR:#N/A		ERROR:#N/A		PAB		015 		ERROR:#N/A		ERROR:#N/A

		SR-002 		ERROR:#N/A		ERROR:#N/A		SR		002 		ERROR:#N/A		ERROR:#N/A

		SAT-005 		ERROR:#N/A		ERROR:#N/A		SAT		005 		ERROR:#N/A		ERROR:#N/A

		PAB-007 		ERROR:#N/A		ERROR:#N/A		PAB		007 		ERROR:#N/A		ERROR:#N/A

		SAB-001 		ERROR:#N/A		ERROR:#N/A		SAB		001 		ERROR:#N/A		ERROR:#N/A





Planning



		Planning

		What is the level of completion for the following documents? If you do not have one of the listed documents, the answer will be (Not yet Started/Doesnt exist). If you have the finished document, the answer will be (Finished/Published/Documented/Approved).                                                                                                                                                                                                                                                                                                                                                                                                                                                       This section speaks to the resilience planning efforts that USACE is involved with pertaining to USACE owned and operated projects. Please answer each quetion from a USACE perspective.

		Question Number		Metric ID		Metric Name		Question 		Example		Requirement for USACE? (YES or NO Response)		POC for Response (Who Answered the Question?)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Comment to Support The Response (ERDC)		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out). Where to find the information for reference.		Not Yet Started/ Doesn’t Exist  (This score indicates the plan or process has not yet been started)  		Started/Beginning of the Effort (This score suggests that the process has been started, but nothing written or documented) 		Some Written/Middle of the Effort  (This score suggests some of the plan or process has been written or documented)		Most written/End of the Effort  (This score indicates the plan or process is almost finished or completely written, but awaiting approval)  		Finished/Published/Documented/Approved  (This score suggests the plan or process has been written, approved, and documented somewhere)		Score		Respondent

		1		IAB-009		Emergency Action Plans 		Do you have an established/published emergency action plan? 		An emergency action plan (EAP) is a written document required by particular OSHA standards. [29 CFR 1910.38(a)] The purpose of an EAP is to facilitate and organize employer and employee actions during workplace emergencies.				EM

		2		IAB-011		Operational Management Plans 		Do you have an established Operational Management Plan 		the OMP is the implementation or action document that laysout the actual work, task schedules, costs and funding strategies for realizationof the goals and direction set forth in the Master Plan				EM

		3		IAB-012		Hazard Mitigation Plan 		Does the USACE project have a hazard mitigation plan?		They typically include four key elements: 1) a risk assessment, 2) capability assessment, 3) mitigation strategy, and 4) plan maintenance procedures.				Suggested: Planning Division

		4		SAB-003		Municipality Support 		Do you have emergency support agreements with neighboring utilities and/or other providers that can supply you with the necessary resources until system is fully operational? 		This refers to agreements that are documented and signed by both parties, indicating that a municipality will supply USACE/USACE projects with the necessary power or water to sustain them until they get systems back online in the event of an outage or emergency. This could refer to reserves of the municipality or include priority agreements.				Suggested: Planning Division

		5		IR-004		Recovery Plan 		Do you have an established disaster recovery plan that is specific to the USACE projects? 		A plan that details how the organization will recover any damaged infrastructure, resource allocations, and temporary actions of infrastructure or employees.				Suggested: Planning Division

		6		SR-004		Community Prioritization 		Is there a community recovery prioritization agreement you are a part of, that is written, edited, and updated by USACE staff?						Suggested: Planning Division

		8		IAT-001		Comparing Functionality 		Do you have a process to collect and analyze data comparing post-disaster functionality to pre-disaster functionality?  		How did your system perform prior to the disaster and how did it perform after the disaster. Some process or methodology for this?				All

		9		IAT-004		Improvement Plans 		Do you have or are you currently conducting plans that improve the dams redundancy/ sustainability/robustness?  		 i.e. permanent measures like installed generators or manual system overrides 				EM

		10		SAT-003		Training Exercises 		Do you have a process for updating or improving emergency personnel training to meet evolving needs? Do you perform emergency exercises to train and test for disaster readiness? 						EM

		11		SR-001		Community Recovery   		Community agreement to allow community members to help with disaster recovery efforts 						Suggested: Planning Division

		12		IAT-003		Post-Disaster Adaptation Planning 		Do you have a process for testing/refining/adapting existing plans to meet future needs? 						EM

		13		IR-003		Recovery Strategy Modeling 		Does USACE (Savannah District) have a process to model different recovery strategies in terms of time and system functionality to get dam components back online? 						All

		14		IAB-010		Response Plans 		Do you have an established emergency response plan? 						EM

		15		IAB-008		Risk Analyses 		Do you have a process for conducting risk analyses? Calculating the likelihood and impact of disruptions? 						EM

		16		PR-003		Emergency Operations Center 		Do you have a dedicated structure has been constructed for housing an emergency operations center (EOC)? 						EM

		17		IAB-003		Hazard Forecasting 		Do you have a process for alerting decision-makers in the community of incoming threats (e.g. flood, hurricane, terrorist threat)? 						EM















Exercises



		Exercises

		This section is referring to the amount of time since the last exercise related to the plans above. Please answer the following questions from a USACE perspective. To clarify, these are exercises that USACE executes to increase resilience capabilities.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		0-2 years  (The last instance of this was no more than 2 years ago) 		3-5 years  (The last instance of this was between 3 and 5 years ago)  		6-8 years  (The last instance of this was between 6 and 8 years ago)		9-11 years  (The last instance of this was between 9 and 11 years ago)		More than 12 years  (The last instance of this was more than 12 years ago)   		Score		Respondent

		18  		SAT-002  		Emergency Exercises  		Amount of time since the most recent emergency operation test exercise (or most recent actual emergency response)  				EM

		19  		SAT-001  		Last EAP Exercise  		How many years ago was the most recent EAP exercise?  				EM

		20  		IAT-005  		Last EAP Revision  		How many years ago was the most recent revision to the emergency action plan (EAP)  				EM

		21  		IAT-006  		Planning Review  		Amount of time since the most recent review and update of operations plans  				Suggested: Operations Division

		22  		IAT-007  		Disaster Audit  		How long has it been since your most recent disaster audit?  				All

		23  		IAB-006  		Last Inspection Date  		How many years ago was the most recent comprehensive inspection of the dam?  				EM

		24  		SAT-004  		Community Legislation  		How long since the last Legislative Documents/Meetings held/attended- USACE/Community Involvement  				EM













Infrastructure Resilience



		Infrastructure Resilience

		What percent complete are the following documents? If you do not have one of the listed documents, the answer will be 0%. If you have the finished document, the answer will be 100%.  

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		0%   (None, no, or not at all to the following question)  		10-30%  (Not much/very little)  		40-60% (Some/half)   		70-90% (A good amount/most)   		100% (All/everything for the following question)   

		25 		IAT-002  		After-Action Reports  		Percentage of exercises/events in past 5-10 years where an after-action report was generated and reviewed by the district  				EM

		26  		SAB-002  		Emergency Assistance Cooperation Agreements  		What % of eligible agencies/communities (risk centers) in the project vicinity are aware of USACE emergency assistance protocols and can submit cooperation agreements?  				EM

		27  		IAB-004  		Flood Control Works (FCW) Database  		What % of flood control works in the watershed are documented and updated in the Flood Control Works (FCW) database?(This includes FCW that are not in USACE portfolio as well)				EM

		28  		IAB-005  		Inspection of Completed Works (ICW)  		What % of flood control works in the watershed are documented and updated in the Inspection of Completed Works (FCW) program?  				EM

		29  		SR-003  		Rehabilitation Assistance Cooperation Agreements  		What % of eligible agencies/communities (risk centers) in the project vicinity are aware of USACE rehabilitation assistance protocols and can submit cooperation agreements? 				EM

		30  		IAB-007  		Project Information Reports  		What % of USACE projects in the watershed are documented and updated through project information reports?  				EM

		31  		SAB-004  		Municipality Demand Loads  		What % of FRM demand loads can be delivered by a neighboring Non-USACE project via support agreements?  				All

		32 		PR-006  		Recovery Supplies/Infrastructure  		What percentage of stockpile supplies  (OM, EM, state) do you have for rebuilding or recovering critical infrastructure that supports the mission after a disaster?  				EM















Capacity



		Capacity

		The following questions measure the USACE capacity to sustain operations during some disruption, without outside aid.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		0 days		1-2 days		3-7 days		8-13 days		14 days or more		Score		Respondent

		33 		PAB-009  		Back-up Power  		How long can emergency operations be carried out using back-up generators (or other means of getting power) if power to the dam is disrupted?  				Suggested: Operations Divison

		34  		PAB-010  		Emergency Life Support  		How long can emergency personnel be sustained on-site using emergency life support (water, food) in the event of a disruption?  				EM

		35  		PAB-011  		Continuity of Operations  		How long can you maintain flood mitigation operations if supporting systems (power, communication, water) are disrupted?  				Suggested: Operations Divison

		36  		PAB-012  		Emergency Management High Visibility (EMHV) Items  		How many days of emergency stockpile  high-visibility items does USACE have to cover the potential number of emergency personnel and equipment?  				EM

		37  		PAB-013  		Emergency Resourcefulness and Supply  		How long can you sustain yourselves with a stockpile of supplies to sustain operations during an emergency (sandbags, bottled water, walkie talkies, etc.)?  				EM

		38  		PR-001  		Temporary Components  		During recovery, how long can your temporary system components that can take over operations of the primary system until the main system is back online last? (fail-safe systems, manual lifts, etc.)  				Suggested: Operations Divison

		39  		SAB-001  		Emergency Onsite Personnel  		 How long can emergency personnel be onsite in the event of a hazard or disaster that impacts this system? 				EM
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		Capabilities

		The following questions refer to the USACE ability to manage information and physical systems in the event of a disruption.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		Not at all  		To a small degree  		To a moderate degree  		To a great degree 		To a very great degree

		40 		PAB-006  		Emergency Communications  		To what degree do you have back-up network and communication capabilities that can function during an emergency?  				EM

		41  		PAT-004  		Component Modularity  		To what degree can system components be easily replaced if partially damaged?  				Suggested: Operations Division

		42  		IAB-002  		Failure Monitoring  		To what degree do you have real-time system monitoring that can notify users when there is a failure in the system?  				All

		43  		IAB-013  		Disaster Forecasting  		To what degree do you use models and/or past data to forecast cascading impacts from system failure?  				Suggested: Water Management

		44  		IR-002  		Post-Disruption Analysis  		To what degree do you collect and analyze data on system functionality after a disruption?  				Suggested: Water Management

		45  		SAB-007  		Emergency Updates  		To what degree do you communicate hazards and system degradation updates with the community before, during, and after a disaster scenario?  				EM

		46  		SAB-008  		Staff Training  		To what degree do personnel have experience with a disaster scenario in the past?  				EM















Reliability



		Reliability 

		The following questions address the reliability of processess that the USACE district use to enhance resilience.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		Not reliable  		Somewhat reliable  		Moderately reliable  		Fairly reliable  		Very reliable  

		47 		IAB-001  		Situation Reports  		How reliable are emergency reports submitted on time with required information during past emergencies?  				EM

		48  		IR-001  		Disaster Recovery Situation Reports  		How reliable are disaster recovery situation reports submitted on time with required information during past emergencies?  				All

		49  		SAB-005  		Notice to Public Sponsors  		How reliable are all public sponsors in the dam's jurisdiction notified about rehabilitation assistance after an emergency?  				All















Infrastructure Condition



		Infrastructure Condition

		The following questions speak to the condition of physical systems that the USACE Savannah District are responsible for. For example: The water infrastructure that, if failed, USACE would be responsible for repairing.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		Very Poor (Infrastructure is in critical condition with immediate action required.) 		Poor (Infrastructure has significant issues and requires attention soon.)    		Fair (Infrastructure is in an acceptable state but requires some maintenance or upgrades.)    		Good (Infrastructure is reliable with only minor issues, if any.)   		Excellent (Infrastructure is in outstanding condition with no apparent issues.)  

		50 		PAT-001  		Infrastructure Condition (Water)  		What is the overall condition of the water/wastewater infrastructure system at the dam?  				Suggested: Water Management

		51  		PAT-002  		Infrastructure Condition (Energy)  		What is the overall condition of the energy infrastructure at the dam?  				All

		52  		PAT-003  		Infrastructure Condition (Communications)  		What is the overall condition of the communications infrastructure at the dam?  				All















Additional Questions



		Additional Questions

		Please answer the following questions from a USACE perspective.

		Question Number		Metric ID		Metric Name		Question 		Example		POC for Response (District Fills Out)		Comment to Support The Response (District Fills Out). If the question row isn't relavant to the district, please tell us why in this column as well.		Supporting Documents, Links, Database, Tools, etc.. (District Fills Out)		Insert Threshold 		Insert Threshold 		Insert Threshold 		Insert Threshold 		Insert Threshold 

		53		PAB-003 		Risk Assessment Score 		What was the score from your most recent Risk Assessment? 				All

		54		PAB-014 		Worst Case Consequences Estimate 		What is the estimated economic cost for the worst-case dam failure scenario (Maximum High Pool Breach)? 				All

		55		PAB-015 		Economic Loss 		What is the projected economic loss due to failure of the system? 				All

		56		SR-002 		Contractors 		How many organizations/contractor companies are on retainer to get USACE projects back online or repaired after a disruption? 				All

		57		SAT-005 		Emergency Legislation/Planning 		How many legislative documents/meetings have been submitted/held over the last ten years for the purpose of improving the USACE-Community involvement for emergency planning/support? 				All

		58 		PAB-007 		Network Redundancy 		How many primary dam components have back-up measures that kick-in should the primary function fail? (For example: if a dam gate were to stop working due to a power issue, can it be operated by back-up measures, whether that be alternate switches on different power supplies or manually, if the primary switch stopped working?) 				Operations Division

		59		SAB-001 		Emergency Onsite Personnel 		Do you have the necessary onsite personnel to manage the system in the event of an emergency?  				EM
















Network-based Resilience Theory?

/
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Poor Efficiency:

System cannot not accommodate a large
volume of commuters driving at the same
time.

Traffic congestions are predictable and are
typically of moderate level.

N

Lack of Resilience:

System cannot recover from adverse events
(car accidents, natural disasters)

Traffic disruptions are not predictable and of
variable scale.
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New York City Under Crisis:
_Which regions /lose emergency services?

Beginning of the Flood Intermediary Flood

Emerging

% ' Underserved

Previously Regions
: Maximally Accessible Orange: Minimally Accessible Underserved i

Yellow: Medium Accessible - No Access Regions
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LABORATORY

US Army Corps of Engineers ¢ Engineer Research and Development Center
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Economics of Collapse: Baltimore Bridge or Port?

Network Effect of Bridge Closure on GDP ($B) 2024 - 2040
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human life

The three aspects we address in our research are:

Preparedness

Response

Recoveryy

Madeira battles wildfire for fifth day

By Reuters

August 19, 2024 12:15 PM EDT - Updated 3 hours ago

News | Climate Crisis

Thousands forced to evacuate as wildfires
rage in western Turkey

Nearly 4,000 residents in the region have been moved to safety and six
arrested for alleged sabotage, authorities said.

‘Exceptionally difficult’: grueling
wildfires test the resolve of US crews

Thousands of firefighters are deployed as an all time record
for acres burned - and it's only August. Now some worry
about the long months ahead




Network Separation with Quantum Computing

Background:

Fuel breaks are areas critical to wildfire preparedness
and response

Approach:

Model forests as network of trees with edges created
based on fire-spreading criteria

Use D Wave quantum computing services to find best
points in the tree network to separate groups (i.e.,
stop fire spread)

Project Aim:

Find fast and efficient ways to identify optimal areas
to interrupt wildfire spread. Can rerun in real time as
situation evolves.
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Figure 1: Forest network before and after network separation QC algorithm
is run. Separator group is in orange on the right.
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Integrated Risk/Resilience Stress Testing

How Do We Increase Resilience In Complex, Interconnected Infrastructure?

Who does analysis?

Policy Analysts,
Generalists

Risk Assessors, engineers,
decision analysts

Specialists, modelers

“Identify the functions and failures”

“Perform the stress test”

Resilience

“Fortify the system”

Outputs

Identify critical functions of
systems and cascading failures

| “Quick win"

R —- | .
improvements

!

|dentify connections across
multiple system domains that are
difficult to recover

System wide

i

|
|
|
| resilience strategy
I
I
|

Network science/Al techniques
to assess failures in
interconnected networks

| | Targeted Changes
| + Interventions

e — — — — — — ——

Inputs Risk
Policy analysts \
Develop scenarios for shocks
Tier 1 | Qualtative information, and stresses affecting specific
component data vulnerabilities
Risk + decision analysts :
Assess risk of component
Tier 2 System ls!ruﬂture, failure under stress scenario
connectivity separately per domain
Network specialists |
: Detailed system Advance probabilistic risf:
Tler 3 information. advanced assessment across multiple
data ’ domains/compounding threats
/

Three-Tiered Approach:

Tier 1: Define and identify more important critical functions & risks

Tier 2: Refine with interconnections, and define KPI

Tier 3: Asset-level data-driven analysis

International Journal of Disaster Risk Reduction
Volume 82, November 2022, 103323

Y %

Resilience stress testing for critical

infrastructure

Igor Linkov ? b O =, Benjamin D. Trump * €, Joshua Trump 9 Gianluca Pescaroli &, William Hynes ©

, Aleksandrina Mavrodieva & ", Abhilash Panda "’




Artificial Intelligence and
Resilience Analytics

Descriptive Analytics
What happened?

Artificial Intelligence and Machine
Learning can incorporate data to
create a Systems of Systems approach Diagnostic
to better understanding of resilience Analytics
complex systems. Why did it happen?

Predictive
Analytics
What will happen
next?
Insights into
Resilient
Systems

Digital Twin



TAEBLE 1. The typology of human-Al assessments of decision strategy.

CYBERTRUST

CEHF‘UTEFE O0IE-916
FUBLISHE THE IEEE COMPUTER SOCIETY SEPTEMBER 2020

Human | Yes | Agreement | Disagreement

Disagreement | Agreement

o TwWRds Resilient Al /\
Cybertrust: From A e

Explainable to
Actionable and vderpectable A
Interpretable i
Artificial Intelligence

Igor Linkov, Stephanie Galaitsi, and Benjamin D. Trump, U.5. Army Corps
of Engineers

Explainable Al

Jeffrey M. Keisler, University of Massachusetts

Alexander Kott, U.5. Army Futures Command




Resilient Al
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Sub- and component
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What do | need to know about the supply chain? —
Focus on data that is really needed (hypothesis)
How can I fill gaps?
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* Find data - Web scraping, ML & Al, flow imputation

« Extract tiers — Hierarchy algorithms
« Clean data - Align entities

How does my supply chain look & behave? -

interface & powerful analytics
Where is risk and resilience? - Analyze & quantify for

system and components

Intuitive user

Where does my copper come from? - Explore and
group entities, links, characteristics; create scenarios

* What is going to happen? - Link macro & micro to model network behavior
« What will happen if there’s an earthquake in Chile? - Forward

stress-testing
What might cause me to not have enough copper for munitions? -

Reverse stress-testing

«  What if Chile stops producing copper? - Test counterfactuals

What if | stockpile copper? - Analyze mitigation strategies

* How certain am I? - Quantify uncertainty

9.4

9.3

&9

N Price of Refined Copper

v
—— Baseline (no shock)
Demand_Shock




Generative Al and Resilience:

DARPA surrogate data to build supply
demand network

Synthetic, plausible supply chain:

« Current DARPA surrogate SDN is limited
In scope

« Leveraged LLMs to build out SDNs

« Demonstrates how LLMs can be used for
Imputation when data is unavailable




Cyber Resilience
by Design or by
Intervention?

Alexander Kott, U.5. Army DEVCOM Army Research Laborat

Maureen 5. Golan, U.5. Engineer Research and Developmen
Credere Associates

Benjamin D. Trump, U.5. Engineer Research and Developme
University of Michigan

Igor Linkov, UU.5. Engineer Research and Development Cente
Carnegie Mellon University
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Objective

Capability

Consequence

Actor
Corrective
action

Stages/

analytics

Hisk management

Harden individual components

Predictable disruptions, acting
primarily from outside the system
components

Vulnerable nodes and for links fail

as aresult of athreat

Either internal or external to the
system

Either loosely or tightly integrated
with the system

Prepare and absorb [the risk isa
product of a threat, vulnerability,
and consequences, and is time

independent|

COMPUTER PUBLISHED BY THE IEEE COMPUTER SOCIETY

Design components to be self-
reorganizable

Either known/predictable or
unknown disruptions, acting ata
component or system level

Degradation of critical functionsin
time and capacity to achieve system's
function

Internal to the system

Tightly integrated with the system

Recover and adapt (explicitly modeled
as time to recover system function
and the ability to change system
configuration in response to threats)

Rectify disruption to components
and stimulate recovery by external
actors

Failure in the context of societal
needs; there may be a constellation
of networks across systems

Degradation of the critical societal
function due to cascading failure in
interconnected networks
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Vision for System Resilience
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Approach:

Increase Resilience Through Networks + Analytics

Motivations of Approach:

Infrastructure is a large, interconnected
systems

Limiting factors are non-obvious

Traditional approaches to comparing
projects may not account for these factors

Technical Approach:
Network-based, system-level approach
Combine with meaningful analytics
Relevant to government users
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