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NSPM-33
CHIPS And Science Act



The Chips and Science 
Act of 2022
The Chips and Science Act includes several 
research security provisions, including:
 Prohibition of malign foreign government talent recruitment 

programs

 Requirement to establish a Research Security and Integrity 
Information Sharing and Analysis Organization (SECURE 
Center)

 Research security training requirement for all covered 
personnel

 Inclusion of research security training as part of Responsible 
and Ethical Conduct of Research training

 Reporting on foreign financial transactions and gifts

 Prohibition of Confucius Institutes

44

President Biden sits at a table with the recently 
signed 'CHIPS and Science Act,' surrounded by 
legislators and Vice President Kamala Harris.



Values are the Heart of Research Security
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Safeguarding the Entire Community in 
the U.S. Research Ecosystem
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SECURE



Today's Geopolitical Environment is
Challenging for Research
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Researchers & 
Institutions
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US Government



Audience:
IHEs, non-profit research institutions, and small and 
medium-sized businesses

Mission: 
Empower the research community to make security-informed decisions 
about research security concerns

Approach:
Providing information, developing tools, and providing services
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Duties of SECURE under CHIPS
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Serve as a clearinghouse for information to 
help enable the members and other entities in 
the research community to understand the 
context of their research and identify improper 
or illegal efforts by foreign entities to obtain 
research results, know how, materials, and 
intellectual property;

Develop a standard set of frameworks and best 
practices, relevant to the research community, to 
assess research security risks in different contexts;

Share information concerning security threats 
and lessons learned from protection and response 
efforts through forums and other forms of 
communication;

Provide timely reports on research security 
risks to provide situational awareness tailored to 
the research and STEM education community;

Provide training and support, including through 
webinars, for relevant faculty and staff employed by 
institutions of higher education on topics relevant to 
research security risks and response;

Enable standardized information gathering and 
data compilation, storage, and analysis for 
compiled incident reports;

Support analysis of patterns of risk and 
identification of bad actors and enhance the 
ability of members to prevent and respond to 
research security risks;



What SECURE will do… and won’t do

10

Advice, Decisions,
Investigations, Policy

Frameworks and
Best Practices

Uniform Quality of 
Service

Analytical ToolsPatterns of Risk

Reduce Cost and
Administrative

Burden

Curated Syntheses



Governance Structure of SECURE
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Board of 
Directors

USG Steering 
Committee
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Solicitation Reviews and Panels
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Research on Research Security Program
(RRSP)



Research on Research 
Security Program (RRSP)
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NSF seeks to fund research that will…
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Identify and characterize attributes that distinguish 
research security from research integrity 

Improve understanding of the nature, scale, and scope 
of research security risks 

Provide insight into methods for identifying, mitigating, 
and preventing research security violations 

Develop methodologies to assess the potential impact 
of research security threats on the U.S. economy, 
national security, and research enterprise 
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Workshop
Institutes of 

Higher 
Education

Non-Profit & 
Public 

Organizations
Government 
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For-Profit & 
Private 

Organizations

Creating a Community of Practice
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Potential Themes & Topics
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Research
Security Threat 
Identification, 

Mitigation, and 
Prevention

Nature & 
Pervasiveness of 
Research Security 

Threats

International 
Dimensions of 

Research Security

& others as 
identified by 

workshop 
organizers



Workshop Timeline
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Dear Colleague 
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June 2023

‘23 ‘24
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Award made 
in December 

2023
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June 2024
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25, 2023
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2024



Research Security Training Modules
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Research Security 
Training for the U.S. 
Research Community  
       
 Four teams developing research security training 

frameworks and training modules 

 Co-funded with National Institutes of Health (NIH), 
Department of Energy (DOE), and Department of 
Defense (DOD)

 Available for all appropriate researchers, 
stakeholders, students, academics, research security 
experts and leaders, government agencies and 
national laboratories 
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Module Topics 

2020

What is 
Research 
Security

Disclosure

International
Collaboration

Manage and 
Mitigate Risk



Standardized Disclosure Forms
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Standard Common Disclosure Forms
 The objective of the Disclosure Requirements and Standardization section of NSPM-33 

Implementation Guidance is to, "Provide clarity regarding disclosure requirements (e.g., 
who discloses what, relevant limitations and exclusions), disclosure process (e.g., updates, 
corrections, certification, and provision of supporting documentation), and expected degree 
of cross-agency uniformity"

 National Science and Technology Council (NSTC) Research Security Subcommittee has worked 
to develop consistent disclosure requirements for use by senior personnel, as well as to 
develop proposed common disclosure forms for the Biographical Sketch and Current and 
Pending (Other) Support sections of an application for Federal research and development 
(R&D) grants or cooperative agreements

 The National Science Foundation (NSF) has agreed to serve as steward for these common 
forms as well as for posting and maintenance of the table entitled, NSPM-33 Implementation 
Guidance Pre- and Post-award Disclosures Relating to the Biographical Sketch and Current and 
Pending (Other) Support
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Biographical Sketch Current & Pending Support

Drafts of these forms are currently available on NSF website



Research Security Analytics Tools
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The NSF Research Security 
Analytics Guidelines
is a public document describing 
NSF's internal guidance for research 
security data-related practices
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Uses for the data-related 
practices include: 

 Compliance-monitoring 
responsibilities of
program staff

 Vetting for employment 
Available online  

https://nsf-gov-resources.nsf.gov/2023-05/NSF%20Research%20Security%20Guidelines-2023.pdf?VersionId=02pZFZGjRstmNrQugp6fzDo0ZlztWSXC


Research Security Analytics Summary 
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Routine Assessment
• Guardrails established to ensure unbiased monitoring techniques

• Research security related analytics restricted to OCRSSP staff only

Validation
• Human oversight is a critical part of the validation process

• Process in place to ensure open-source information is accurate and 
represents the activities of the attributed individuals 

Reporting
• Reporting requirements to OIG & other federal agencies

outlined in guidelines

• What information may be shared detailed in the guidelines 
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