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Forum Beginnings: Regional

Research Security Conference

University of Cincinnati
October 28, 2022

e Collaborative effort with 7 local
universities
* Research Security Speakers:
* Dr. Rebecca Keiser, NSF
e Carl Taylor, University of Kansas
* Dr. Kevin Gamache, Texas A&M
* Nearly 60 attendees from 19 academic

institutions, to include USC, UTSW and
Georgetown University






Mission Statement

Cincinnati Children's Hospital Medical Center
Miami University

Ohio University

University of Cincinnati

University of Wisconsin — Madison

University of lllinois Chicago

Cleveland Clinic

Northern lllinois University

University of Kentucky

The Central Midwest Research Security Forum aims to
establish an inclusive and supportive environment for
research security professionals to establish best practices
to protect our academic values while meeting federal
regulatory requirements.

Northwestern University University of Louisville

The Ohio State University University of Michigan
University of Dayton University of Toledo
University of lllinois at Urbana-Champaign Wright State University
University of Missouri University of Pittsburgh
Nationwide Children's Hospital Michigan State University
Cincinnati State Mississippi State University
Central State University Purdue University

University of Minnesota



December 2022
January 2023

February 2023

March 2023

April 2023

May 2023

June 2023

July 2023

August 2023

September 2023

Topic(s) and Presenter(s)

Kick-Off Meeting — Introductions and By-laws

RS Training modules (in-house vs. outsourced); Development of risk matrix for in-house disclosures and reviews
Amy Weber (Northwestern)

DOD-Army Risk Mitigation
Shandra White (Northwestern)

Draft RS Program Requirements (NSPM-33, CHIPS+); RS Training Awards from NSF
Allen DiPalma (UPitt)

Draft RS Program Requirements (NSPM-33, CHIPS+); RS Training Awards from NSF
Allen DiPalma (UPitt)

International Travel & Concur (reporting)
Lauren Schroeder (Texas A&M) - Guest

NSF PAPPG 2024 RFI

Holly Bante (UC)

NSF Engine — Engine Development Award
Holly Bante (UC)

Kacey Appel (CCHMC)

DOE BAA Language

Karly Taylor (OSU)

Input from Sara Poll (UK), David Mulder (UM)
Intergovernmental China funding solicitation
Emily Bradford (UK)

NASEM Roundtable Updates

Amy Weber and Mary Kate Clifford (Northwestern)
DOD Memo on Countering Foreign Influence
Allen DiPalma (UPitt)

Risk Mitigation Process and Experience
Mary Millsaps (NC State U) - Guest




Discussion Guide

e Survey sample: 26 institutions

* Members of the CMRSF

* \Voluntary targeted sample

* Individual responses confidential
* Results reported in the aggregate

11



Q. 1 Which best describes your university?

Institution Type (n=26)

18 17
16
14
12
10
8
b
4 4
il
15% 15%
ID 4%
Other please specfy Private non-profit US Public (state) Research hospital or

universities universities medical center
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Q. 2 Using the most recently published HERD data,

what was your organization's research expenditures (n=26)?

MNo response

Under $250 million

$250 million to $499 million
S600 million to 749 million
S750 million to $999 million

1 billion or more

13



Q.?: ls your organization requir.ed Q. 4 Has your institution identified a unit
to implement a research security or individual to lead the Research Security
program mandated by NSPM-337?

program under NSPM-33?




Q. 5 What unit or program is leading the Research Security Program?

Research security | IEERE—— N 14

Other |, o

Export Control | 12

Don't know/None [ -

Cyber/IT I, ©

col I

0 2 4 6 8 10 12 14 16



Q. 5 What unit
or program is
leading the
Research

Security
Program?

Unit(s) Leading NSPM-33 Efforts

Research Security

Other Specify [Research Integrity (3), VPR (1) Corporate Compliance (1)
Governance Board (1)

Export Control

Conflict of Interest, Cyber/IT, Export Control, Research Security
Export Control, Research Security, Other please specify
Export Control, Research Security

Conflict of Interest, Cyber /IT, Export Control , Research Security, Other
please specify

Conflict of Interest, Export Control, Don’t know

Cyber/IT, Export Control

Cyber/IT, Export Control, Research Security, Other please specify
Cyber/IT, Research Security

Research Security, None

Research Security, Other please specify

P P NN N W W

e N N



Q. 6 How many employees do you have officially working on your Research Security team

(i.e., people whose job description is research security or assigned to the Research Security program,
not people across the university who may tangentially or informally assist in this effort)?

(n=26)

o o=l 09

(=Y

S = NW
o -
o -
o -

0 0.5 1 2 2.5 3 4 5 or more

# employees ~



TOP CONCERNS



Q7. What are your
institution’s top
concerns related

to implementing
NSPM-33 research
security program
requirements?

#1 Concern: Resources

* Having adequate time and staffing to implement the
new requirements, including developing and
socializing policies.

e Requires extensive changes in university practices and
new systems to track information.

* Broad unfunded mandate with a short timeline to
implementation; infrastructure, training, oversight

* Bandwidth; staffing; documentation; ensuring
compliance; monitoring; ensuring robust program

"How to take on more administrative requirements in a
small institution and keep up with the changing
research landscape.”

"We are hovering at the threshold and don’t have
the manpower."



Q7. What are your
institution’s top
concerns related

to implementing
NSPM-33
research
security program
requirements?

* Training: Meeting the requirements; training burden and
fatigue

* Cybersecurity: Assessing whether additional cyber
requirements are needed; change in culture for
researchers conducting fundamental research

* Foreign Travel Security: Scope of covered personnel

“Travel reporting and briefings: the scope should be
narrowed to reflect risk and benefits. Providing pre & post
briefings and equipment for all professional foreign travel will
be prohibitively expensive both in overhead cost and FTE."

* Flexibility: Having the flexibility to implement risk-based
program and solutions



* Cross-Institutional Coordination: Organizing cross campus
elements; Coordination with other units (ITS, Global/travel)
that have competing priorities; Clear ownership

Q7. What are your

[ ] [ [ ] ’
Institution’s * Program Standards: Consistency and finalization of federal
top concerns requirements

related to

imp|ementing e Disclosure: Lack of consistent disclosure
forms/harmonization; Developing a disclosure platform

NSPM-33
research .
secu rity program and awareness with faculty researchers
requirements?

Faculty Awareness: Educating requirements; Communication

Balancing implementation of a program that increases
protections while limiting administrative burden and negative
impact on research productivity




International Travel Security

Py



Q. 10 Do you think the research security program standards should

allow institutions to take a risk-based approach to international travel?

Total (n=26)
Don't know
B Mo

M Yes




Q. 11 Which statement best describes your international travel registry?

(n=26)

We only require registration under certain circumstances (Describe) _ 8

We do not have a travel registry but are developing one _ 4

We do not have a travel registry and have not started to develop one _ 2

We already require trave registrationfora employees | :

0 2 = 6 3 10 12 14



Q. 12 Which statement best describes your

policy for international travel registration?

We have not started developing
policy/guidance _ 4
We have guidance _ 4
We have an official/approved policy _ 11
We are developing guidance _ 3

We are developing an official policy _ 4



Institution's Top Concerns

What would a risk- based approach
international travel authorization an
security oriefings 100Kk like?



NSPM-33 Draft Definition

Covered international travel — Covered international travel is
international, official business travel that contributes to a
substantive, meaningful way to the development or execution of
a research and development project proposed to be carried out
with a research and development award from a Federal research
agency.

Covered international travel may include travel by faculty, staff,
or students seeking or receiving Federal research and
development funding and researchers at Federal agency
laboratories and facilities, including Government-owned,
contractor operated laboratories and facilities, and other
recipient institutions.




Disclosure: Federal-wide
Coordination

28



Q. 19 Federal agencies have been working to harmonize the U.S. government’s disclosure requirements.

How concerned are you about the potential for lack of harmonization
(e.g., agency failure to adopt common forms, significant deviations, other)?

Sum of Count n=2g

10 9
9
8 7 7
5
6
5
il
3 2
2 1
X . e
0
Very concerned  Extremely Moderately Slightly Not at all
concerned concerned concerned concerned

Level of concern about government harmonization ~



Q. 20 How might agencies better harmonize disclosure forms and processes?

Check all that apply.

Other - 2
Post deviations on a central website (NSF) _ 10
n=26
Federal-wide FAQs developed by the NSTC Research Security _ -
Subcommittee
Federal-wide adoption of the NSPM-33 Implementation Guidance pre- _ »
and post-award disclosure table, adjusted to reflect recent changes

Adopt standard forms (with no o fmited deviation | N -

15 20 25

o
O]
=
o



NSPM-33 Implementation Guidance
Pre- and Post-award Disclosures Relating to the Biographical Sketch and Current and Pending Support?
Note: Where there are activities specific to the mission of the agency, this document may be modified by the Federal Research Funding Agency
to address these disclosure requirements
September 1, 2022

Table Key
= = for new support only

# = If undisclosed at the time of application submission

Professional Preparation (e.g., v
education and training)

Academic, professional? or

institutional appointments and

positions, whether or not v
remuneration is received, and,

whether full-time, part-time, or

voluntary




Recap Top Concerns

Foreign Travel

Resources Training Cyber Security Security

Cross-
Flexiblity Institutional
Coordination

Program

Standards Disclosures

Faculty
Awareness




Panel Question

How are institutions approaching sc
of these residual challenges?



READINESS



Q. 8 How would you describe your Research Security program readiness?

4% 49 (n=26)
Readiness v

B Green - 85% or above
implemented

23%

B No Response

B Red - under 50%
implemented

23%

We are waiting

Yellow - 50% - 84%
implemented




Q. 9 Which best describes how prepared you are in the following areas:

Response Procedures to

Allegations
MalignTalent Program
. : 7 8 S H2
Certification Process o B
: : u 1 of Not at a aret
Internationl Travel Registry || 5 11 I Sum of Not at all Prepared
Sum of Somewhat Prepared
Institutional Approach to 2 2 10 4> Sum of About Halfway Prepared
Research Security ] 5
Sum of Prepare:
Incident Reporting For
. . 10 6 5 02 m Sum of Totally Prepared
Violations £ yrep
Sum of Don't Know/No Response
Disclosure Process [|JENS 12 - M
Cyber Security Readiness || a 10 @>2

0% 20% 40% 60% 80% 100%



Q. 14 To meet the CHIPs & Science Act malign talent program requirements are you:

Check all that apply.

n=26

Other - 2

pon'tknow | s

Developing a stand-alone malign talent program policy _ 7
Developing a process for covered individuals to certify they
are not a malign talent program member within the _ 7

Sponsored Research system

|r1c0rp0rating the ma“gﬁ talent program requn’ements into _ 14
existing policy (i.e., COIl, COC, faculty handbook, etc

=]
)
I
[ap]
o 4]

10 12 14 16



Risk Assessment



12

10

()]

IS

N

Q. 17 Has your institution developed a process to assess risk of covered individuals? (e.g.,

1

Don't know

factors may include talent program participation, funding sources,
affiliation with parties of concern/restricted entities, type of research, etc.)

Not currently, but we're seriously
considering or planning for it



Q. 18 Is your institution assessing international non-monetary agreements

(e.g., data or material transfer and use, collaborative)

Count of Non-monetary agreements n=26
18
16
12
10
8
6 4 4
4 2
: - N N
0
No Not currently, but Yes, for all Yes, only for certain
seriously considering international countries
or planning for it agreements

Non-monetary agreements



Q. 21 Please indicate your level of agreement with the following statement,

"Federal agencies have provided adequate information when deeming a
Pl or covered individual high risk for foreign influence factors and requesting a mitigation plan."

14

12

10

Strongly Disagree Disagree NeitherAgree or Disagree Agree



Risk
Assessment

What are institutional concerns aro
agency risk assessments with respec
international collaborations?



Complex Situations and Hypotheticals

 Situation 1: Faculty members have been asked by former post-docs/trainees to lend their name to outside
research with a foreign sponsor, some with the same title and aims as their current federally funded research
project but with variations such as a different model system. Some included an MOU to the university; others
were simply an outside activity. There was no direct benefit to the U.S. researcher, rather, an opportunity to
support their former mentee. How do institutions review these opportunities? Considerations include possible
benefits to the U.S. research enterprise versus potential risks (e.g., national economic).

* Hypothetical 2: Hypothetically, how do we evaluate visiting scholars from denied entities (sponsored and
funded by the denied entity) that the U.S. government admitted on a valid Visa?

* Hypothetical 3: Hypothetically, a faculty member is offered an affiliation at a foreign university thatisin a
country of concern but is not on a restricted list. The affiliation is not part of an official talent program but clearly
an effort to recruit talent, it is not malign or a COl or COC. It does involve research for a foreign entity and
government, resulting publications, presentations, and potentially IP. It does not relate directly to U.S. funded
projects.
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Backup Slides




Q. 16 Which statement best describes how you have implemented the RCR CHIPs Act training requirements?

n=26

B Don't know

We are waiting for the training to be
developed (NSF grant or from vendor)

We are working on a plan to come into
compliance

We have implemented the training by
providing training from our institution

We have implemented the training
using courses from a vendor which
cover some but not all the
requirements, yet



Q. 22 Does your state have foreign
influence laws or regulations? IF
YES: Please specify

Feb. 2022 Executive Order from the Governor regarding Russia’s
Unjust War on the Country of Ukraine
(https://governor.ohio.gov/media/executive-orders/executive-
order-2022-02d)

Jan 2023 Executive Order from the Governor prohibition on
Chinese social media applications on state owned or state leased
devices
(https://content.govdelivery.com/attachments/OHIOGOVERNOR/?2
023/01/09/file attachments/2373098/Signed%20Executive%200r
der%202023-03D.pdf)

Yes, Russian funding and gifts to universities must be reported.
(https://www.in.gov/gov/files/Executive-Order-22-08.pdf)

It has laws on influence but do not specify foreign influence.



https://governor.ohio.gov/media/executive-orders/executive-order-2022-02d
https://governor.ohio.gov/media/executive-orders/executive-order-2022-02d
https://content.govdelivery.com/attachments/OHIOGOVERNOR/2023/01/09/file_attachments/2373098/Signed%20Executive%20Order%202023-03D.pdf
https://content.govdelivery.com/attachments/OHIOGOVERNOR/2023/01/09/file_attachments/2373098/Signed%20Executive%20Order%202023-03D.pdf
https://content.govdelivery.com/attachments/OHIOGOVERNOR/2023/01/09/file_attachments/2373098/Signed%20Executive%20Order%202023-03D.pdf
https://www.in.gov/gov/files/Executive-Order-22-08.pdf

Q. 22 Does your state have foreign influence laws or regulations?

n=26

W Don't know
H No
Not yet but there is

legislation pending

M Yes

14, 54%




Q. 13 Do you require the use of a Digital Persistent Identifier (e.g., ORCID iD)?

(n=26)

Don't know

No
No, but encouraged it

W Yes, required by guidance



Q. 15 Have you developed a TikTok policy or guidance?

n=26
B Don't know

It's under development
| No

Other

M Yes




National Science,
Technology, and
Security Roundtable
Meeting

Central Midwest
Research Security
Forum Panel

Thank you for participating!
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