
Dangerous Capabilities in 

Frontier AI Models

Dave Orr

dmorr@google.com



Thousands of AI Authors on 

the Future of AI, Grace et 

al, 2023

https://aiimpacts.org/wp-content/uploads/2023/04/Thousands_of_AI_authors_on_the_future_of_AI.pdf
https://aiimpacts.org/wp-content/uploads/2023/04/Thousands_of_AI_authors_on_the_future_of_AI.pdf
https://aiimpacts.org/wp-content/uploads/2023/04/Thousands_of_AI_authors_on_the_future_of_AI.pdf


Artificial Intelligence: science of making machines 
smart, or solving problems as well as people can.

Machine Learning: subfield of AI, where computers 
learn to mathematically recognize patterns from 
example data, rather than being programmed with 
specific rules.

Deep Learning: subfield of ML based on neural 
networks, which use “artificial neurons” that receive 
and pass numeric inputs and outputs to other 
neurons.

Generative models: prediction engines that can 
create different outputs for the same input prompt.
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Types of risk

Misuse
Malicious user intending a 

bad outcome

Deliberate planning
AI choosing actions with 
the intent to cause harm 

Mistakes
Doing something with an 
unforeseen side effect
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Dangerous Capability Evaluations

● Teach models to perform dangerous 
tasks

● Measure their abilities

● Trigger mitigations when they get close



Dangerous Capability Mitigations

Restrict Access
Ensure that few, trusted 

people can access
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too dangerous to disclose



Dangerous Capability Mitigations

Restrict Access
Ensure that few, trusted 

people can access

Monitoring
Watch for bad behavior 

everywhere AI is deployed 

Model Training
Teach AI that some info is 
too dangerous to disclose



Open source is good



Advanced AI Risk Areas

Chemical, radiological, biological, and nuclear weapons development1

Autonomous models2

Superhuman persuasion3

Cybersecurity4
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