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The Data Fuel Crisis
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Al, analytics & automation

Data drive demand for data

Regulation, risk & ethics

restrict availability of data
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Why hot “simply” anonymize your data?

truly anonymous data is not subject to regulation
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Joecause anonymization” doesnt work!
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Academia KNows It

of mobile phone owners are re-identified simply by 2 antenna
signals, even when coarsened to hour of day (Nature, 2013)

of credit card owners are re-identified by 3 transactions, even when
only merchant and the date of transaction is revealed (Science, 2015)

of US citizens are re-identified by date-of-birth, gender and ZIP code
(Health, 2000)
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Media knows It "
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-veryone knows It

JULY 23, 2019

“... 99.98% of Americans
would be correctly re-identified
in any dataset using 15
demographic attributes.”
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Options 7

* ignore privacy ?

original
data
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Options 7

e Nnotusedata?
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Options 7

« encryption
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Options 7
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Options 7

o EMEESe-cleie=
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Options 7

© HrSt=mse-cieter

« encryption

« sandboxes

« guery-based systems

 aggregation origingl

data
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— aggregated

data

High-level summary of
original data, retaining
information on few,
selected attributes.
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Options 7

¢« “rot-cse-ceter
« encryption

 sandboxes

« guery-based systems

« aggregation . — .
OrIgIﬂG ' estumarte # SYD ctliC

) data distributions data
« synthetic data
Model learns how New, statistical
people look like, what representative personas
they do.. how they are being sampled from
behave, etc. based on  distributions that retain
original data. the learned patterns.
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AFGenerated synthetic Data |

NVIDIA.
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AFGenerated Synthetic Location Datd

trips_id STATE ORIG  TIMESTAMP latitude longitude

05M1e08a66YAfbOdIc n/a 25 04/16/2014 12:01:17 41.14605 -8.61758
05M1e08a66YAfbOdIc n/a 25 04/16/2014 12:01:19 41.14604 -8.61759
05M1e08a66YAfbOdIc n/a 25 04/16/2014 12:01:22 41.14588 -8.61759
05M1e08a66YAfbOdIc A3 25 04/16/2014 12:01:27 41.14488 -8.61726
05M1e08a66YAfbOdIc A3 25 04/16/2014 12:01:44 41.14501 -8.61646
05M1e08a66YAfbOdIc B2 25 04/16/2014 12:01:59 41.14500 -8.61649
05M1e08a66YAfbOdIc B2 25 04/16/2014 12:02:08 41.14499 -8.61649
05M1e08a66YAfbOdIc B2 25 04/16/2014 12:02:43 41.14512 -8.61627
05M1e08a66YAfbOdIc B2 25 04/16/2014 12:02:50 41.14514 -8.61612
05M1e08a66YAfbOdIc A3 25 04/16/2014 12:03:09 41.14527 -8.61606
NSM1aNRaRAVAFhNAIA AR 75 NA/1A/701412:02:AN 41 14852 -R R1ANK
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AFGenerated Synthetic Location Datd

Original Data Synthetic Data
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AFGenerated Synthetic Location Datd

Original Data Synthetic Data

Trip Length

donsdty‘

Zoom Level 12
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AFGenerated Synthetic Location Datd
50 Original Airport Trips 50 Synthetic Airport Trips | | |

D Synthetic Data

Zoom Level Nl l '
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AFGenerated synthetic Dato

[ﬁ People &
@ > > . \ Algorithms
Real Generative Synthetic
Customer Data Al Customer Data
f privacy sensitive v realistic ) €a
v representative L J

v unrestricted

(GDPR, CCPA.) Data Consumers

Generative Al distills the insights from real data into synthetic data,

so that People as well as Algorithms can safely learn from.
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Smarter Data for Smarter Organizations

MOSTLY Al @ The National Academies of Sciences, Engineering, and Medicine 22




