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N O me nt i on Of AI i N t h e Amazon's Alexa may have witnessed alleged

Florida murder, authorities say

Adam Reechard Crespo is charged with murder in connection to the July death of his girlfriend,
e e re n ‘ e a I l | I a Silvia Galva, in Hallandale Beach.
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e ..and now it is hard to get through a
day without mentions of Al
everywhere..

° I n Cl u d | ng at cou rtS y é(l):l:ing Could Mean Robot Discrimination Will Head to
Nov. 12, 2019, 4:01 AM 5= [ Iin 4
 What changed?
. . Fraudsters Used Al to Mimic CEQO’s Voice in Unusual Cybercrime Case
i IVI aJ O r p rog reSS I n pe rce pt U a I Scams using artificial intelligence are a new challenge for companies

intelligence (machines that can hear,
see, speak etc.)

* Two broad consequences for the

courts .
o o Algorithm
e Automated decision liability issues In what may b the first known case oftskind, a faulty

. . ol ofe . facial recognition match led to a Michigan man’s arrest for
* Evidence admissibility issues ’ "

a crime he did not commit.
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Wrongfully Accused by an

Tesla Lawsuit Over Autopilot-
Engaged Pedestrian Death

M a.c h i ne Bias Could Disrupt Automated

There's software used across the country to predict future criminals. And it's biased against blacks. D['lVll’lg Progress

Lance Eliot Contributor @ @
’h Transportation

by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica
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What Changed with Al? [SLIND

e Significant progress into systems with
perceptual intelligence capabilities
* Improved ability to

e See, hear, read
e Show, say, write

* Enablement and Deployment of such
systems with the ubiquitous
Web/Internet/Cellphone technologies
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SORTBY: NEWEST OLDEST RELEVANCE

What just happened? The rise of
interest in artificial intelligence

OOOOOOOOOO

Perception won't be reality, once Al
can manipulate what we see

CYBERSECURITY

Al computing will enter the 'land of
humans' in the 2020s: The promise
and the peril

TECHNOLOGY

Enlisting Al in our war on coronavirus:
Potential and pitfalls

I https://bit.ly/39SkWnS

S8 Why are Artificial Intelligence




ome Impressive feats

(in perceptual intelligence)... | e | .

e Better than human accuracy on image
recognition

* Translated to Radiology, Conservation etc.

* Ability to clone voice; generate
images..
* Captioning images; generating synthetic
reality..
* Improved language abilities
* BERT; GPT-2; GPT-3...

e Caveat: Very brittle still..

* A big driver has been “learning from
massive data corpora”

C O @ hiips//thispersondoesnotexistcom

o]

@ https;/thispersondoesnotexist.com

Novel Objects (COCO) Rare Words

Tennis player preparing A maninaredand A white and red
to hit the ball with a white shirt and a red cockatoo standing in a
racket. and white octopus. field.

229

A bus driving down a Ared trolley train sits | A woodpecker sitting
busy street with people on the tracks near a on a tree branch in the
standing around. building woods.

e,

gf 2 (. 7

Recycling is good for the world.

ocean with a barracuda.

field witha cadle.
NO! YOU COULD NOT BE MORE WRONG!!

Recycling is NC

;:(:‘:‘:i:‘:"i‘:“zo support The Guardian Searchjobs @ Signin O, Search T US edition v

earth and it is  Ayailable for everyone, funded by readers
good for our he uar lan
Contribute - N Subscribe —

disease and can

et s o | News ‘Opinion  Sport Culture Lifestyle More v

with that produ
tremendous pric

S5 The Guardian view Columnists Letters Opinion videos Cartoons
and efficient r

time, energy,

to basics and (JSKUIIENY Artobot wrote this entire article. Are you R
best ways to st Artificial intelligence (AI) B

ot ' scared yet, human?

materials. Ever] GPT-3

etc.), to the rf -

(chemicals, glul

materials (merc

(heating, cooli = =

watartals thet Tue 8 Sep 2020 04.45 EOT We asked GPT-3, OpenAT's powerful new language generator, to
e ddad rn el ~ @ Wwriteanessay for us fromscratch. The assignment? To

waste that we ¢ f ¥ © g7355 1188 convince usrobots comein peace

paper product i For more about GPT-3 and how this essay was written and

that all of us need to consume. And 1f we want to keep the recycling

process running efficiently, then we really need to think about each

and every step that goes into making a paper product.






Liability Issues for Automated Decisions

. I\/ang decisions by companies—from loan approvals
to job interviews—are increasingly made by
automated systems

* When these decisions are erroneous and cause
|nJurY, courts will have to wrestle with who is to be
held liable

* Human-in-the-loop, human-on-the-loop,

* A tricky issue in the case of modern machine-
learned decision-making systems is that they are not
programs written by a human, but are often learned
from data

* Raises issues of the diligence with the training data set
has been curated.

Al Hiring Could Mean Robot Discrimination Will Head to
Courts
> 3005 =) [ £Iin I8
Wrongfully Accused by an
Algorithm

In what may be the first known case of its kind, a faulty

facial recognition match led to a Michigan man’s arrest for
a crime he did not commit.

Tesla Lawsuit Over Autopilot-
Engaged Pedestrian Death
Could Disrupt Automated
Driving Progress
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Written vs. Learned Programs (Software)

Traditional Programs Learned Programs (Al)

 Human programmers write the computer  Human programmers writes general code
code schema to learn from data

* The computer code executes and makes a * This general code is then trained on massive
decision data corpora resulting in a “learned” program

* Erroneous decisions can be traced directly * The learned program then executes and
back to the human programmer(s) makes a decision

* Erroneous decisions are a complex
combination of the general code schema and
the training data

. gluite often, the errors come from the training
ata

* (E.g. Aninfluential study showed that commercial
gender recognition systems had high error rates for
non-white-male subjects—mostly because they were
trained on easily available data that happened to be
unbalanced)



Liability Issues for Automated Decisions

. I\/ang decisions by companies—from loan approvals
to job interviews—are increasingly made by
automated systems

* When these decisions are erroneous and cause
|nJurY, courts will have to wrestle with who is to be
held liable?

* Human-in-the-loop, human-on-the-loop, human-out-
of-the-loop

* A tricky issue in the case of modern machine-
learned decision-making systems is that they are not
programs written by a human, but are often learned
from data

* Raises issues of the diligence with the training data set
has been curated.

 Statutes like EU’s GDPR try to help partially by
requiring explanations
e ..but this also brings the issue of the accuracy of the
explanation

Al Hiring Could Mean Robot Discrimination Will Head to
Courts
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Wrongfully Accused by an
Algorithm

In what may be the first known case of its kind, a faulty
facial recognition match led to a Michigan man’s arrest for
a crime he did not commit.

Tesla Lawsuit Over Autopilot-
Engaged Pedestrian Death
Could Disrupt Automated
Driving Progress
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Liability Issues for Automated Decisions (2)

Machine Bias

e used across the country to predict future criminals. And it's biased against blacks.

* A related issue is biased decisions’’

 ..and biased decision support (e.g. in the
case of the COMPAS recidivism prediction
system that had been used in Florida courts)

* Again, the issue is complicated by the

way bias often gets introduced, e et S R e
inadvertently, through training data L
« Can companies be made liable for poor W"""gﬁxgygil?;‘l;edbyan
Dataset curation diligence? I what may b the Fst know cae of s kind,  fulty

facial recognition match led to a Michigan man'’s arrest for
a crime he did not commit.

Tesla Lawsuit Over Autopilot-
Engaged Pedestrian Death
Could Disrupt Automated
Driving Progress
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Evidence/Witness Admissibility Issues

* The advent of Deep Fakes—specifically
the ability of Al technologies to make very
convincing forgeries of image/video/voice

* This could have significant ramifications to

evidence admissibility and eye witness
testimony

* As of now, there are some technological

solutions to tell apart synthetic media from
real ones

 However, this is a moving target, and it will be
increasingly harder to tell them apart..
* Society might move to cryptographic

authentication techniques eventually, but there
will be significant legal challenges in the interim..
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Fraudsters Used Al to Mimic CEO’s Voice in Unusual Cybercrime Case

Scams using artificial intelligence are a new challenge for companies

Looking Out for Manipulated 'Deepfake’
Evidence in Family Law Cases

With digital evidence critical in so
anyone to access, it's a
to confront.

many family law proceedings, and with deepfake technology becoming easier for
given that this form of advanced digital trickery is something family law attoerneys must be prepared

By Bari Weinberger February 22, 2021 at 10:00 AM



Evidence/Witness Admissibility Issues (2)

e Given the digital footprints we all leave
everywhere, and the availability of Al
technologies to analyze those footprints,
there are also going to be significant

priva Cy issues that could affect evidence Amazon's Alexa may have witnessed alleged
admissibility Florida murder, authorities say

Adam Reechard Crespo is charged with murder in connection to the July death of his girlfriend,

* For example, there will be ways of stitching silvia Galv n Hallndsle Beach
together such footprints—some captured
with consent, and others without consent—
to make a case against a defendant




Al & The Courts: Summary

e Since the 2011 Reference Manual,
there have been significant advances

in Al—especially in perceptual Imagine there is no #Al
. . It isn't hard to do
Intelllgence tasks No #Trolleys to kill or die for
* The widespread deployment of these Andno#DeepFakestoo |
. . . Imagine all the GPUs refreshing CRTs in peace..
technologies brings up thorny issues
to the courts, including: Imagine there's no #DataSetBias

. . . e epes. . | wonder if you can
Automated decision liability issues No need for explanations or #GDPR

* Complicated by training data set biases A decision-space of man <3

* Evidence admissibility issues
e Complicated by privacy issues
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