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/Physical Security Technology Master Plan

e

» Identify Security Threats (Facility Security Plan)
+ Identify Funding (Grants)

 Prioritize

» Identify the Technologies

* Preliminary System Design

» Manage the technology and security tools instead of
letting them manage you.




 Federal Emergency Management Administration (FEMA)

 Transportation Security Administration (TSA)

« Urban Areas Security Initiative (UASI)

« Port Security Grant Program (PSGP)

« State Department of Transportations (X-DOT)

- Emergency Management Performance Grant (EMPG)

- Citizen Corps Program (CCP)

- Transit Security Grant Program (TSGP)

« Tribal Homeland Security Grant Program (THSGP)

+  Metropolitan Medical Response System (MMRS)

« Intercity Bus Security Grant Program (IBSGP)

- Emergency Operations Center Grant Program (EOC)




Cargo Gate Vehicle
Processing Security
Systems are used to control
access to the restricted
cargo areas of Seaports.

Use of cameras, proximity
readers, magnetic stripe
readers, etc., all vehicles
and persons screened are
captured and stored.

This processing system
assures that visitors have
pre-authorized clearance
from the Cargo Terminal
Operators.




Terminal Entrances







Pixels Per Foot Analog

* Resolution Digital  Digital (IP)
* Degrees of Coverage » Hybrid

* (Camera Selection * Network

e Lens Selection e Recording
e Video Analytics e Storage
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* Integrated Access Control,
Alarm Monitoring and Visitor T — e
< 2l
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An advanced access control system
gives you the power to monitor
every entry.
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Notifications of entry may also be
sent to your mobile phone for
further safety assurance.
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Alarming Systems Access Control
Law Enforcement Automatic License Plate Reader (ALPR)

Arms law enforcement with
real-time knowledge and
post-action criminal
intelligence

License plate recognition
systems take a clear image,
and translate its characters

Make a substantial impact in
crime prevention since 70%
of all crime is connected

to a vehicle




* Revenue Generation

* Expired Business
Permit

* Expired Liability
Insurance Coverage

* Expired Surety
Instrument



Alarming Systems
Waterside Radar / AlS Surveillance

Radar detects moving or stationary e
targets. [

AIS use radar sensors to detect
intruders in user defined alarm zones.

Video is recorded and distributed over
a Local Area Network to provide
recorded history and real-time
situational awareness.

When an alarm is triggered, personnel
can identify the threat and make
security decisions before the threat
reaches the perimeter.
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- Alarming Systems
Others
AN Fire Detection & Alarm
Building Alarm Systems
Intrusion Vibration
Motion Glass Breakage

Building Management

HVAC Lighting
Heating Power
Ventilation Elevators

Fence Line Protection

Underground / Threaded Fiber
Vibration Sensors

135



HOUDINI TELLS U3

s a0 0e R
NN NN
'EE N E R
LB I I B
" a5 80 @
L B BN B B
- B8 @
“ o aLs 8 8 @
L & 8 B

L]
L]
L]
L]
L]
L]
L]
L]
L]
]
.
L]
»
.
L]
L]
L]
-
-
L]
-
-
-
-

....a-.--------coooqao..n-t.

PR —— T N W W W N BN OSSN DN B O B LR N

i E 8 0 " 00 e S

.

LR W B O BN AR O R AR O R

FREY RN

"R R S S A R

..l.lt...tl...ll
ol.ll.ll........l...

T W I I



http://www.google.com/url?sa=i&rct=j&q=now+what+do+I+do&source=images&cd=&cad=rja&docid=F3WB2Gd5gbdxYM&tbnid=nmNe5sF6yTDJzM:&ved=0CAUQjRw&url=http://www.pyromaniac.com/op_eds/what-to-do-now&ei=Pwc4UbH5M8T72QX2o4CYCw&bvm=bv.43287494,d.b2I&psig=AFQjCNEZa__VqGMKHpS-BZlibFUwkiNQNA&ust=1362712728510593
http://www.google.com/url?sa=i&rct=j&q=now+what+do+I+do&source=images&cd=&cad=rja&docid=lEQwdzkO-vxmwM&tbnid=CoigqARsB_aouM:&ved=0CAUQjRw&url=http://www.mormonmommyblogs.com/2012/02/im-sixteen-and-totally-depressed-what.html&ei=Fwk4Ufz_HIay2gWNzoDQDQ&bvm=bv.43287494,d.b2I&psig=AFQjCNExbRB8SPbS6KPvksqUjsqtfCDxbA&ust=1362713180390149

A A T AAA T A
Siloed systems I

Unsynchronized

Manual procedures | | Inefficient
o D Response

Limited Situational

awareness QLL_JQ QTQ

Complex reporting QIIIQ

Overload of
Information

o Operations Center
Difficult to measure P

[
E m
.|! Access & g Fire & Maintenance g Weather

Identity Mgmt. Safety Systems Alerts
Video PIDS GIS Audio LPR

Sensors & Systems



Physical Security Information Management
(PSIM)

WHAT:

Physical security information management (PSIM)
is a category of software that provides a platform
and applications created by middleware developers,
designed to integrate multiple unconnected security
applications and devices and control them through
one comprehensive user interface.

WHAT IS HAPPENING ~ HOWTORESPOND ~ WHERE IT'S HAPPENING

HOW:

It collects and correlates events from existing
Disparate security devices and information systems
(video, access control, sensors, analytics, networks, building systems, etc.)
to empower personnel to identify and proactively resolve situations.

WHY:

PSIM integration enables numerous organizational benefits, including increased
control, improved situation awareness and management reporting. Ultimately,
these solutions allow organizations to reduce costs through improved efficiency
and security through increased intelligence.



Video Management Adaptive Response GIS Visualization

2 = e ¢

Hew hodart New Metzage Degky Prickdus GudtLaadh Phane Dir

SITUATOR Sunday, lanary 24, 2010 247:11 P

Scenario



Mass Notification

The integrated use of networks, mobile devices and modern cloud technology,
combined with the ability to integrate with legacy communication devices results in
a uniquely complete and robust solution for the safety and security market

Capture duress and field Share data-rich situational Activate actionable Account for the status
reports with location and rich awareness with every mass alerts using multiple and location of all personnel
media information person based on role modalities in real-time







Partnering for Safe, Secure, and Resilient Port Operations

Thank you!

Louis A. Noriega
Automated Port Solutions
, Physical Security and Operations Technology Consultant
louis.noriega@aportsolutions.com
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