
IMPROVING RESILIENCY IN

U.S. PHARMACEUTICAL SUPPLY

National Security Perspectives from the “Last War” about the 
“Next War” We May have to Fight 



“AMATEURS TALK TACTICS (OR POLICY), BUT 
PROFESSIONALS TALK LOGISTICS”

Attributed to everyone from Napolean Bonaparte to General Omar Bradley 



Figure 1. Number and 
Proportion of Drug Production 

Facilities in US Counties With at 
Least One Disaster Declaration



CLAUSEWITZ EMPHASIZED THAT UNDERSTANDING THE KIND 
OF WAR ONE IS FIGHTING IS CRUCIAL FOR MAKING 

SOUND DECISIONS IN BOTH STRATEGY & POLICY.

Absolute (Total) versus Limited Wars
• Absolute wars strive for complete victory and total domination:  

violence is used without restraint to completely destroy the enemy’s 
ability to resist, seeking unconditional victory & the total achievement 
of aims.

• Limited wars pursue more specific political goals which do not require 
total destruction of the enemy:   may aim to gain territory, alter 
political relations, or force concessions

• Hybrid wars military strategy that blends conventional and irregular 
warfare with cyberattacks, disinformation, and economic pressure to 
achieve strategic goals

Permissive versus non-permissive environments: unrestricted or highly 
restrictive 
Non-kinetic versus kinetic:  Tariffs-cyber-explosive-electromagnetic pulse 



2023 BIPARTISAN STRATEGIC POSTURE REVIEW
CONGRESSIONALLY MANDATED

“The United States faces a strategic 
challenge requiring urgent action. Given 
current threat trajectories, our nation will 
soon encounter a fundamentally different 

global setting than it has ever experienced: 
we will face a world where two nations 
possess nuclear arsenals on par with our 
own. In addition, the risk of conflict with 
these two nuclear peers is increasing. It is 

an existential challenge for which the 
United States is ill-prepared, unless its 

leaders make decisions now to adjust the 
U.S. strategic posture.”



WHAT KIND OF WAR COULD RESULT?
REGARDLESS IT IS ALMOST HERE

“Today, the U.S.-led international order 
is under threat from the Chinese and 
Russian authoritarian regimes, which 
seek to disrupt and displace this order 
and create a new version conducive to 
their authoritarian regimes, premised on 
values antithetical to those held by the 
United States and like-minded Allies and 
partners worldwide.”



THE LAST WAR: COVID-19 PANDEMIC 
• Limited: effects principally affect people 
• Semi-permissive: global supply chains affected slow but operatng 
• Non-kinetic: effects:  cyber, disinformation 

THE NEXT WAR: WORLD WAR III?
• Absolute (total): 
• Non-permissive:  Everything disrupted  
• Kinetic & non-kinetic 

THE CURRENT CONFLICT: HYBRID WAR
• Limited:
• Permisssive: global supply chains unaffected 
• Non-kinetics: cyberattacks, disinformation, & economic pressure (Tariffs)  



WHAT OTHERS THINK & SAY 
SWISS SURGEON GENERAL

SEPTEMBER 2025
BERN, SWITZERLAND  



PHARMACEUTICAL NATIONAL SECURITY 
CONSIDERATIONS

WHOLE OF NATION RESPONSIBILITY 
• Objectives of Resilient Health Care supply chains 

1. Protecting the American public (baseline routine health care needs)
a) e.g. Generics, specialty cancer treatments 

2. Preserving the national health care system during uncertainty: National Disaster 
Medical System 
 a)    e.g. normal saline PPE  
3. Enhancing health care provision for specific risks/threats (CBRN)
 a)   unique non-commercial market products e.g. smallpox vaccine, radiological 
protectants







LESSON OBSERVED OWS 
CYBER VULNERABILITY OCT TO MARCH 2020

First official ASPR action after the President’s April 2020 approval  establishing OWS was 
creating cyber-overwatch of entities, supply chain, data security 



LESSON OBSERVED OWS 
SUPPLY CHAIN DEPENDENCY DEC 2020

ASPR action before the formal arrival of OWS Team was securing contracts, procuring 
1 Billion needles & syringes and setting up an air bridge flying product from China 

s

D-Day
June 6, 1944                                                              Dec 12, 2020 



PHARMACEUTICAL NATIONAL SECURITY ACTIONS
WHOLE OF NATION RESPONSIBILITY 

• Defense in depth: “end-to-end layered resilience” 
1. Active monitoring of the supply chain with demand monitoring 

prediction
a) Identify gaps
b) Eliminate dependencies 

2. Distributed & redundant manufacturing 
3. Enhanced “hardness”  

• Cyber-defenses, physical and personal security, EMP 

Requires unparalleled Public-Private Partnership



SUN TZU 
EASTERN MILITARY STRATEGY 

“If you know the enemy and 
know yourself, you need not 
fear the result of a hundred 
battles. If you know yourself 

but not the enemy, for every 
victory gained, you will also 
suffer a defeat. If you know 

neither the enemy nor 
yourself, you will succumb in 

every battle.”
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