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Recreational Genomics
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Share to Discover
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AG AT CA AA CA TG GC AA TA AT CA GT AG GG AT AT CC AC AG TT AA TA CT 
CC AG CA GC AG AT AA CA GG TA GG GC GA AA GA GA GC CA TA CT CC CC CC
CA TT AG TT GT AA GG GG AT AC CA GC GG AC AC AC AG TT TC AA CC AC AT 
CG TG AC AT GG TC AT CC GC GA TC AC CT CC CG TG TT TT GC TC TC AC AC
AT AT GA CA TG CT TA AC CT AG TC CC AC TT CA AA CG TG TA AA TT GA TA 
TC CT AC AT CA CT CA CC TC AG TC TA CA CC CG TG TA TT AG GT CC TT TA 
TG TA CC GA GG CC GG GG AG TT GG TT CA CG TT CC CC AA CG CC TC AT TG 
AT AT AT CC CC GC CA CA TC AA GT CT GG CT CC AC CT TA GT TA AC GC CA 
GT GA AA CT TG GC GC CA TT CC CA AG GG AG CC AC AT AG GG GT GG TA GG 
GA AG TT TT TA CG AC AC GT TG TT CG AT CG GC AC CC AT CT AC TG AT TT 
TT AG CT GA CG CA TT GC TG CG AG GC GG TG TC AA AC TA TG TC CG GT GT
CG AC AA AT GG GT CC GT TT CG CA GA AT TT GC TA CA TA AC AC AC AG TC 
TG AC TG TA GT AC GT TG TG AA GG TG CG TG CT AG TG CG GG CC AA CC GG 
AG GA GG GT CG TC TG CC GT AC TT CC AG CT AT AT TG TT AG GG TA AA AG 
AA GT CA AC GC CC TT TC GA GC GT GG AT GT CG TC AC AT GA AC AT CT GA 
TC CA GA CA GA CA AT AT TG AC GG CC CA AT GT CT TT GT GT CT AG CT CG 
CA GT AC CC CT GA CG CC GT GC TA CC CC AG TG GG GG TA GA TT CG AC CG 
CG GG TC AG TA GC TC CT GA AG GG AC TA AT TA CT TC TG TT GT GT GC GT 
CC CT TC GC TA GG AC GA AT CT TG GA TG GG AA AA TA AT CT CA AA AC CC 
TC AT CG AG GG TG CC GC GT AG AC CT TC CA AG GC GA TA TG AC TA AA CG 
AA GA CA GA TA TG AT AT CA CC AC AC GG TT TA GG GC CG CC TG TA TG TT 
GT CC CT AC TT CC CT TA CA AC TG CG GG TC AT GA CC

*omics Data is High-Dimensional! 

5Lin, Owen, & Altman. Science 2004.



Knocking on the Front Door
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GEDMatch
Records

John Smith – likely 1st cousin
…
Jane Speith - likely 3rd cousin



The Search is On
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John Smith – likely 1st cousin
…
Jane Speith - likely 3rd cousin





NY Times
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Right to be
Let Alone?



Personal Preference… is clear

● Empirical study with laypeople to gauge 
societal privacy expectations in use of 
genetic databases

● Law enforcement access to genetic 
information considered as, or more, 
intrusive searches of bedrooms, text 
messages, or emails

● Regardless of if data is held by health care 
providers, direct-to-consumer genetic 
testing companies, or public genealogy 
websites

● Suggest law enforcement access to non-
governmental genetic databases require 
judicial authorization, although not 
necessarily a traditional warrant

11

https://dlj.law.duke.edu/article/a-world-of-difference-
law-enforcement-genetic-data-and-the-fourth-
amendment-hazel-vol70-iss4/



Let’s Restrict Access
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Nice Try

● GEDMatch provided an 
opportunity to consent to 
the use of data for violent 
crimes investigations

● Many failed to consent

● Orlando detective’s 
request for warrant for 
use of all records was 
approved
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Potential Adversarial Behavior

14https://arxiv.org/abs/1810.02895

Send law enforcement to wrong family!



Potential Adversarial Behavior

15https://arxiv.org/abs/1810.02895



So, what do we do?
● States may be leading the way

● MT
● Requiring government 

investigators obtain a search 
warrant before using a consumer DNA 
database…

● … unless the consumer has waived the 
right to privacy

● MD
● Investigators will need a judge’s signoff 

before using uploading DNA from a crime 
scene to genealogy websites to find 
relatives

● Technique can only for serious crimes 
(e.g., murder, sexual assault)

● May only use websites with strict 
policies around user consent
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But Consent?

● There’s only so much that 
consent can support

● As Hazel & Slobogin suggest, 
may be more appropriate to 
rely upon 
● Judicial approval
● Warrant
● Separate database (from DTC)
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Questions?

b.malin@vumc.org

Center for Genetic Privacy & Identity in Community Settings
https://www.vumc.org/getprecise

Vanderbilt Center for Health Data Science
https://www.vumc.org/heads
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https://www.vumc.org/getprecise
https://www.vumc.org/heads
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