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The Power of Modern Biotechnology

*Yong, E (2019). 
A Dying Teenager’s 
Recovery Started in the 
Dirt. The Atlantic. Article 
link. 

https://www.theatlantic.com/science/archive/2019/05/engineered-viruses-cured-a-dying-girls-infections/589075/
https://www.theatlantic.com/science/archive/2019/05/engineered-viruses-cured-a-dying-girls-infections/589075/


The Concerns of Modern Biotechnology
*Noyce, RS; et al. (2018). 
Construc. of an infectious 
horsepox virus vaccine from 
chem. synth. DNA fragments. 
PLoS One. Paper link. 
Science comment link. 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5774680/
https://www.science.org/content/article/how-canadian-researchers-reconstituted-extinct-poxvirus-100000-using-mail-order-dna


An Automated Scientist to Design and Optimize Microbial Strains 

*Singh, AH, et al. (2023). An Automated Scientist to Design and Optimize Microbial Strains for the Industrial Production of Small Molecules. bioRxiv. https://doi.org/10.1101/2023.01.03.521657. 

https://doi.org/10.1101/2023.01.03.521657


Synthetic Biology, AI, & Biosecurity Concerns
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AI Security



AI is improving our future faster every day
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Violet Teaming: bringing societal and public impact to AI securityTraditional red, blue, & purple teams are only about the technology

Red Teaming: Be the threat

● Vulnerability/risk assessment
● Recon/gauge the attack surface
● Get initial access/compromise
● Conduct tactics, techniques, & 

procedure (TTP) operations

Blue Teaming: Stop the threat

● Implement controls/logging
● Monitor/intrusion detection
● Handle incident response and 

analysis
● Do patch management

Purple Teaming: Collaborate

● Milestone driven
● Iterative
● Combined goals
● Business focus



Violet Teaming: bringing societal and public impact to AI security

“I call this violet teaming: identifying how a system (e.g., GPT-4) might harm an institution or public good, and then supporting 
the development of tools using that same system to defend the institution or public good.” - Aviv Ovadya (2023) Wired

Violet teaming brings institutions and public good into the equation

https://www.wired.com/story/red-teaming-gpt-4-was-valuable-violet-teaming-will-make-it-better/
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We have a need for a paradigm of 
assessing AI and the opportunities and 

risks to public good

We need analytical methods to 
quantify the opportunity-costs that 

don’t exist today

We need a public dialogue about these 
opportunity-costs
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Violet Teaming: bringing societal and public impact to AI security

“I call this violet teaming: identifying how a system (e.g., GPT-4) might harm an institution or public good, and then supporting 
the development of tools using that same system to defend the institution or public good.” - Aviv Ovadya (2023) Wired

“...there are few people in the world who have expertise in the 
differing subject areas of AI, engineered biology, and 
biosecurity. This means that the most effective and 
comprehensive work in this space needs to come from teams of 
experts who have to communicate across academic disciplines.” 
- Matthew E. Walsh (2023) Bulletin of Atomic Scientists

Violet teaming brings institutions and public good into the equation
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An AI Future Defined by Balance

We want to max(benefit) while min(risks)

Google, Amazon, Microsoft, Anthropic, OpenAI, 
and many more to come are working to build secure 
and responsible AI systems. 

We need a new violet teaming paradigm and:

● Analytical tools
● Discussion at the intersection of these topics
● Training programs for the future of security 

and trustworthy AI
●



Thank you!
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