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PDH Certification Information

1.5 Professional Development Hours (PDH) — see follow-up email
You must attend the entire webinatr.

Questions? Contact Andie Pitchford at TRBwebinar@nas.edu

The Transportation Research Board has met the standards and requirements of the
Registered Continuing Education Program. Credit earned on completion of this program
will be reported to RCEP at RCEP.net. A certificate of completion will be issued to each
participant. As such, it does not include content that may be deemed or construed to be an
approval or endorsement by the RCEP.
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AICP Credit Information

1.5 American Institute of Certified Planners Certification Maintenance
Credits

You must attend the entire webinar

Log into the American Planning Association website to claim your
credits

Contact AICP, not TRB, with questions




Purpose Statement

This webinar will share procurement, migration strategy, security, and new analytics and services
related to cloud computing.

Learning Objectives

At the end of this webinar, you will be able to:

(1) Identify challenges, opportunities, and drivers to transition components of their traffic
management system(s) to cloud services

(2) Identify different commercial cloud service providers and practitioners’ experiences with
each

(3) Understand new capabilities and analytics that are possible through cloud services
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Disclaimer

» Except for any statutes or regulations cited, the contents of this
presentation do not have the force and effect of law and are not meant
to bind the public in any way. This presentation is intended only to
provide information regarding existing requirements under the law or
agency policies.

» The U.S. Government does not endorse products, manufacturers, or
outside entities. Trademarks, names, or logos appear in this
presentation only because they are considered essential to the
objective of the document. They are included for informational
purposes only and are not intended to reflect a preference, approval,
or endorsement of any one product or entity.

* Unless otherwise noted, FHWA are the source of all images in this
presentation.
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Examples of Transportation Uses

 Transportation data archive and sharing

« Occasional computation intense task

* Reduce on-premise technologies

* Functions needing multiple remote or mobile access
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Common Cloud Functions

- Data Storage

* Virtualize a computer

« Computer performance are scalable to meet operational demands
- Hardware are insulated from lifecycle and maintenance issues

* Virtual machine run on a full virtualization environment
* Virtual machine has its own guest operating system
* Program and applications operates normally
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There’s no free lunch...

* Day to Day
* Rely on dependable connection to cloud services
 Treat user security just like an on-premise device
* Necessary software patches and malware defense

* When disasters strikes — how bad can it get?
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Separation Anxieties (from the cloud)...

* Losing cloud connection at one or more points
« Can we maintain control to field devices?
« Can we still operate with our partners?
« Can we still operate using cloud enhancements?

* Lost of physical facilities
* How do we regain access to cloud-based enhancement and functions?

* Plan for lost of connection — have a playbook ready
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How_ does the Cloud work?
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How does the Cloud work? e R DOTIRF A 2053

Servers, lots of servers
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How does the Cloud work? e R DOTIRF A 2053

Hypervisor
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Security Risks

* Virtual Machines share many of the same vulnerabilities

« Software/Guest Operating System patch management and
configuration

* Our beautiful users and how their authentication and access controls
are managed (or not...)

* Cloud Specific Risks (New)
* Virtual Machine Escape
* Virtual Network Switch Exploits
» Hypervisor Protections
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Cloud Specific Risks

* Virtual Machine Escape
« Unauthorized access to the hypervisor from within a virtual machine

* Virtual Network Switch Exploits

» Unauthorized communication with the Hypervisor or other unauthorized
virtual machine

« Hypervisor Vulnerabilities
* Breach of Process Isolation
* Breach of Network Isolation
* Denial of Service
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Mitigating Cloud Risks

* Cloud Service Provider — know them well

- What are their operation and maintenance process?
« Patch management
 Vulnerability mitigations

« What are their security plans?

* Protect your own piece of the cloud like the machine you're
watching this on
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Resources and References

 National Institute of Standards and Technology (NIST)
« SP800-125 Guide to Security for Full Virtualization Technologies

« SP800-125A Security Recommendations for Server-based Hypervisor
Platforms

- SP800-125B Secure Virtual Network Configuration for Virtual Machine
(VM) Protection

« SP800-145 The NIST Definition of Cloud Computing
 National Vulnerability Database nvd.nist.gov

* Your Cloud Providers Contract and Service Agreements
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INTEGRATED CORRIDOR MANAGEMENT
AND BORDER CROSSING USING CLOUD
SERVICES

Athena Hutchins, P.E.
Executive Director, Niagara International Transportation Technology Coalition (NITTEC)



NITTEC COALITION

Policy Members

7;7:'& [;} Ontario

L

» Established in 1995 with a Federal Mobility Grant
» Regional Collaboration and Leadership
> Technology Deployment

i

General Members
w @ Hogr &)
> Operations gy N N /e (&
> Incident Management
» Traveler & Traffic Information _ Affiliate Members
> Multi-Agency Transportation Operations Coalition 4 = Bsevc
> 5 Policy Members, 9 General Members, 28 Affiliate
Members

> Transportation Agencies
> Public Safety and Border Enforcement
> Emergency Services and Recovery
> Only Bi-national Coalition of its kind in U.S. / Canada




REGIONAL OPERATIONS FUNCTIONS

» Multi-agency Collaboration

>

vV VYV VY VY V
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Centralized 24/7 operations and traffic management services for
bi-national region

Information Clearinghouse

Standardized Operations

Multi-Agency Event Planning and Operations

Multi-Agency ITS Deployment

Regional Messaging Standards

Traffic Management Plans

Traveler Information

Border Traffic Management

Incident & Emergency Management
Construction Coordination

Traffic and Congestion Management
Weather System Monitoring

Special Event Planning and Management
Performance Measures Reporting




CLOUD GROWTH & ADOPTION

» Reports estimate +75% increase in cloud
adoption in the last 6 years?

» Many industries are planning to migrate from
legacy enterprise software to cloud-based
tools (+33.4%), as well as migrating on-
premises workloads to the cloud (+32.8%)2

Share of respandents

0%

» Cloud computing in the transportation
management space is also increasing as more 2= AWS (Amazon Web Service) == Azure Google Cloud
IT departmentS are belng engaged |n ITS =8= Oracle Infrastructure Cloud =8= |BM Public Cloud Alibaba Cloud
projects

1: Current enterprise public cloud adoption worldwide from 2017 to 2023, by service, Statista,
https://www.statista.com/statistics/511508/worldwide-survey-public-coud-services-running-applications-enterprises/
2: Google Cloud Brand Pulse Survey, Q4 2022. Learn more about how decision-makers are preparing for uncertainty.
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CLOUD BENEFITS FOR ITS & TRANSPORTATION

» Scalability of data storage to support growing data needs of Transportation Agencies
> Connected vehicle data
> Disparate system integrations for Integrated Corridor Management projects
> Historical traffic data collection & data forecasting requirements

» Secure & resilient compute and infrastructure
> Scalable cloud compute services such as Virtual Machines, databases, application gateways, etc.
> Geographically separate regions & zones support high uptime and disaster recovery
> Shared responsibility models for security with many resources available via the cloud provider to secure assets

» Software & Infrastructure as a Service

> Cloud software tools available that provide platform for Artificial Intelligence, Machine Learning, Computer Vision,
Generative Al

> Reduce cost and burden of developing products that leverage these services in support of agency missions &
goals



ICM & BORDER CROSSING USE CASES

» Integrated Regional Data Hub

> Leverage cloud services, such as a managed Data Lake, as an integration platform for disparate systems, connected
together to provide regional traffic operations

> Connectors to various data sources such as Customs & Border Patrol, Bridge Authorities, State Police, transit and partner
agency ITS systems to ingest raw and processed data

> Scalable data storage, aggregation, extract-transform-load (ETL) enabling a fused data picture of the region

» Data Sharing via Data Mart

Processed data shared via Application Programming Interfaces (APIs) running on native cloud services
> Reduces burden on agency ISPs as external consumers utilize cloud endpoints for data consumption

> Control over data access via API keys (and other mechanisms) to track who can access the data

> Provides a data platform for new innovations using the regional data sets

Y

» ATCMTD Algorithms & Al

> Ultilize traffic models & simulation on the fused data to run real-time simulations, generating traffic predictions and response
plan evaluation for the region

> Combinin? traffic demand predictions with historical border crossing data enables advanced actions to be taken before
border delays cause upstream problems for surrounding jurisdictions

> Predictive weather, traffic and road condition data enables better planning for winter weather operations
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ALLROADS REGIONAL DATA HUB
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EMERGING CLOUD-BASED TECHNOLOGIES

» Advancements in generative Al, such as OpenAl/ChatGPT, unlocks new avenues for
innovation in the transportation space

» Asking questions to your system about your data, using natural language, will result in
insights and actionable responses

> Example: “Show me the days last year where border crossing delays were more than 20% out of normal bounds”
“Overlay travel volumes of the main feeder routes to the border crossings”
“Enact bridge authority notification plan when volumes reach 75% of the volumes above”

» Computer Vision / Al will give accurate information on queuing, truck staging area capacity,
parking availability, winter road conditions, and many others

» Al-based cluster analysis will give insights into infrastructure and asset health, allowing
prioritized maintenance of critical ITS devices

» Cloud providers are investing in these technologies and as agencies we should look to adopt
these capabilities to improve our overall operations
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FOR MORE INFORMATION:

ATHENA M. HUTCHINS, P.E., F.ASCE
NITTEC EXECUTIVE DIRECTOR

AHUTCHINS@NITTEC.ORG
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Subscribe to TRB Weekly

If your agency, university, or
organization perform transportation
research, you and your colleagues need
the TRB Weekly newsletter in your
inboxes!

Each Tuesday, we announce the latest:

RFPs

TRB's many industry-focused webinars
and events

3-5 new TRB reports each week

Top research across the industry
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ACADEMIES ;

TRANSPCRTATION RESEARCH BOARD

I

Spread the word and subscribe!

https://bit.ly/ResubscribeTRB
Weekly
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Discover new
TRB Webinars weekly

Set your preferred topics to get the latest
listed webinars and those coming up soon
every Wednesday, curated especially for
you!

And follow #TRBwebinar on social media
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Update Your Preferences

View this email in your browser

Thursday, October 6,2:30-4 PMET

Disruptions to transportation supply chains can cause
cascading effects globally and socioeconomically. This
webinar will discuss leading-edge technologies and the
impacts logistics modeling with artificial intelligence and
resilience analytics can have on a larger scale.
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On January 8—12, 2024, join the single largest gathering of transportation
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