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@ Massachusetts Institute of Technology - Lincoln Laboratory

Mission: “Technology in Support of National Security”
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Key Roles
« Gap & architecture analysis « Enabling technology development « System prototyping & evaluation
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@ Human Resilience Technology Group

Improving human resilience through the application of science and engineering to enduring national security challenges

Threats

Resource
Insecurity

Environmental Threats Mission, Approach, & Goals

: ; » Assess impacts g
Epidemics » Develop sensors, analytics, and

decision support software to build
technologies and systems that
Societal Infrastructure improve human resilience

» Architect solutions

* Model interactions

Disasters

» Work closely with local, state, and
federal agencies to develop these

Conflict technologies
Human Systems

» Define requirements

* Build technologies

* Enable organizations to more
Ecological . Quantify outcomes effectively gain S|t.uat|onal_
Instability awareness, share information, and

Geoeconomic . . . . T
competition make decisions in times of crisis
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T A “Decision Support System” Exemplar:
- The NDMS Dynamics Model

National Disaster Medical System MIT LL NDMS “Simulation Engine”

...Is @ complex interagency construct to provide MIT Lincoln Laboratory has created a new system-scale model
surge health care response in a mass-casualty event: of the NDMS with unprecedented granularity and quantitative rigor:
Large-scale Disasters or Combat Operations — Nationwide Resource Pool Scenario Library Transportation Layer Treatment Layer
collection of_handmade andfor cuordinatesthe maves patient between
% Airand ground = cxonaria Conigurationles movement of pairts o ements
U=y transport ) — P A
g | = 1 (ot _ =
2 * . DoD, VA and Cesang BT | e | {7 | b
- - o e 0| | scenaro > hospital) :
= 0 = civilian hospitals > confgurations e EEN (coordinates from database and
andcreatesthe | —B_ : National patle;liatreeast}m ent huTnaak: rsetah;anl.}lle
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« The NDMS has never been challenged at scale \ 4

* Major concerns about its unknown performance limits: ...and are actively supporting NDMS structural and policy

« Unprecedented casualty numbers, « Inadequate or unpredictable improvements through quantitative scenario analysis:

injury types, and severity staffed bed availability Percent Staffed Bed Capacity Over Time by Type | Across All Facilities

Lo . General Medical and Surgical | 100%
* Inadequate transport assets and « Civilian hospitals already Critical Care / ICU B NI | 80%

uncertain destinations for wounded operate near capacity CardiaciCU MRS = B B E | 60%
Bum b s0%
_ I i

Transitional Care

* No existing comprehensive assessment of true NDMS capacity, fragility, or Psychiatric® 20%
candidate improvement approaches Physical Rehabilitation 0%
0 20 40 60 80 100
Days
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@ 1. Start with the Decision

“If you don't know what decision you are trying to make, you have no business looking at data.
Data science is only useful when it's actionable, and action requires a choice.

You must design your system backward from the decision boundary, not forward from the database.”

- Cassie Kozyrkov

Capability Goals:

1. Identify areas of NDMS fragility and prioritize strategic resource investments
2. Assess benefits of structural change through policy

3. Guide tactical decision-making during a mass casualty event

We needed to break these high-level goals down in to concrete, actionable objectives capable of being modeled
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@ Motivating Questions

Ay . .
‘\ System :‘@’: Strategic i, Real-time
' N\ [
/7 Robustness v Improvements Y Guidance
Treatment Asset Limits Policy Assessment Patient Distribution
» Quantify major bottlenecks in clinical * Anticipate risks of staff, beds, and * Provide real-time assessment of how
staff, bed space, and specialty equipment assignment prioritization arriving patients should be apportioned
equipment on patient outcomes across FCCs during a mass casualty event
* |dentify how long until bottlenecks « Evaluate policies affecting staff and » Give recommendations about which
might occur bed usage hospital a patient should be sent to
Transport Asset Limits Structural Improvements Staff Movement
* Locate bottlenecks on transport  Find most beneficial areas for * Explore effects of general and specialized
« Find when they are reached expansion and investment staff assignment

Partner Asset Limits

* Are there sufficient partner
agreements to provide the
necessary care?
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& An lterative Development Process

Data-driven modeling approach utilizes two-way feedback between stakeholders and modelers

NDMS Stakeholder and
SME Engagements

Field Observations and
Operations Research

2. Who is responsible for
understanding these answers,
and who owns the right data?
Does the right data exist?

—h

» System Description
+ CONOPS

* Policy

 Available Data

+ Additional Data Needs
* Modeling Assumptions
* Analysis Results

h

NDMS Systems Analysis: Parameterization and Data Aggregation

@ Primary APOD!
@ FCC APOD

« Hospital

National Disaster Medical System: CCRFs, FCC Airports, and Hospitals

&._| 3. How do we parameterize this
system so that we can operate on
the data in a logical, rigorous way?

1726 Civilian MOA
Signatories

+ 142 VA Hospitals
+ 32 DoD MTFs

« 65 FCCsinc. 4
Ad primary APODs

—=

Antoni

Dynamics Model: Design, Build, Analyze
Percent Staffed Bed Capacity Over Time by Type | Across All Facilities

Psychiatric | F "
80 X
B4 1. What questions need to be 0o 2
Negative Pressl answered, and what is the most w5
citical ol useful format for that information? | | g
Medical Surgica |l 0
0 20 40 60 80 100
Days

Example Analysis Product
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@ 2. Garbage In, Garbage Out

“On two occasions | have been asked 'Pray, Mr. Babbage, if you put into the machine wrong figures,
will the right answers come out?’

| am not able rightly to apprehend the kind of confusion of ideas that could provoke such a question.”

- Charles Babbage
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@ Medical Treatment: Constructing the Dataset

Accurate medical treatment requirement and available capacity estimation requires a complex set of data

Veterans Admin DoW / DHA ASPR JMPT Essential NDMS
Parameterization Elements:

Veterans Integrated MTF Bed NDMS Bed Casualty Injury
Services Networks Data Capacity Data Types Desc. (ICD-9) Casualty Transport,
American Hospital Association MGB g =2l ;nd L.ength ]
Injury Bed Regs. tay Requirements
Hospital Bed Capacity Data & Duration

NDMS Bed Counts

Health Resources and Services Admin

per Hospital

Medically Underserved AreaData @ ~===|==-- xd Bed Counts & Types Estimation
P -— . AR AAARALLLLLLLLL)
Health Professional Shortage AreaData - - - -+ — -~ Random Forest Modeling ASPR
|
FCC List p
Veterans Administration FCC Hospital
Inventories
Office of Academic Affiliates ! Open-Source
| - .
: - . Am. Burn Assoc. [ Am. Trauma Soc* Airport Lat/Long —
Admin for Strategic Prep. & Response | -
| Burn Center : : Trauma Center NIDHC "ATS data was supplemented
Mission Zero Grantees &=+ =- = . Accreditation LI ) Accreditation . with publicly a\(allgble state level
FCC Coverage Radius — trauma accreditation data

MIT LL has assembled the most complete NDMS bed, casualty arrival, and treatment dataset in existence
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[&] 3. Think Algorithmically

"Remember that the first rule of system dynamics is that you cannot navigate a system unless you have

mapped it beforehand.”
— Donella Meadows

“The main point is that computational thinking provides a framework that makes things more
transparent and easier to understand.

When you formulate something computationally, everyone can try it out and explicitly see how it works.”

- Stephen Wolfram
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@ Candidate Modeling Methods

System Dynamics

Ex:

»
i

Discharge

»
»

Deaths

Casualties

Discrete Event Simulation

o Discharge
g o
o 2

Directed Casualties
Treatment

Observer

Agent-Based Model

Ex: ° _
. g . Discharge

Elective
Treatment

\ Individual

Casualties

» Considers generalized interactions
between “stocks and flows”

* Treats individuals or things as
undifferentiated and interchangeable

* May have a closed form solution and
typically very fast to run

» System rules are specific and defined

* Individuals can have their own specific
properties and characteristics

» System directs entity movements based
on these properties and environment
conditions

* Movements are repeatable and explainable

» System model can be easily modified
* Increased computation requirement

 Individuals make self-directed decisions
based on their own properties and
environment conditions

« Can model very complex behavior

» Can result in unexpected and
unpredictable outcomes

* Highest computational load (very slow)

NDMS Dynamics Model utilizes Discrete Event Simulation for its granularity, clarity, and reconfigurability
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I&] 4. Build It Before You Need It

“The more you sweat in peace, the less you bleed in war.”

— Norman Schwarzkopf

“An ounce of prevention is worth a pound of cure.”
- Mothers worldwide...
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@ Example Analysis Goals

Ay . .
"\ System » :‘@’: Strategic » i, Real-time
/7 Robustness v Improvements Y Guidance
Treatment Asset Limits Policy Assessment Patient Distribution
» Quantify major bottlenecks in clinical  Anticipate risks of staff, beds, and * Provide real-time assessment of how
staff, bed space, and specialty equipment assignment prioritization arriving patients should be apportioned
equipment on patient outcomes across FCCs during a mass casualty event
* |dentify how long until bottlenecks « Evaluate policies affecting staff and » Give recommendations about which
might occur bed usage hospital a patient should be sent to
Transport Asset Limits Structural Improvements Staff Movement
* Locate bottlenecks on transport  Find most beneficial areas for * Explore effects of general and specialized
expansion and investment staff assignment

* Find when they are reached

Partner Asset Limits — . — — ; — :
Are th icient part * Building this decision support capability for ‘enduring improvement’ use makes us
re there sutticient partner significantly more prepared for situational awareness in an emergency
agreements to provide the I . if Iv th ht th h
necessary care? . nvestrr_lents made under everyda)_( c_:lrcumstances, if properly thought through, can
dramatically alter the course of crisis response.
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[E]

So...

design your system backward from the decision
boundary, not forward from the database

if you put into the machine wrong figures, will
the right answers come out?’

you cannot navigate a system unless you have
mapped it beforehand

the more you sweat in peace, the less you
bleed in war

v v vV

Start with the Decision

Garbage in, garbage out

Think algorithmically

Build it before you need it
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