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Thesis:

1) Modern healthcare is critically 
dependent on connected technology
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Thesis:

2) Modern healthcare is vulnerable to cyber 
threats that disrupt, delay, and degrade care
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Thesis:

3) Clinicians are ill equipped to care 
for patients when this technology fails 
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Thesis:

4) Many technology failures can 
result in disaster level impacts
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Cyber Attack Blast Radius



9

Finding: Emergency Care Was Significantly Impacted
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Finding: Prehospital Care Was Significantly Disrupted
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Cardiac Arrest Outcomes Adjacent to Ransomed Hospitals 
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Finding: 10-fold decrease in survivability with favorable neurologic outcome



Thesis:

5) Lawyers, bureaucrats, and risk adverse 
healthcare organizations use HIPAA to stifle 

critical information sharing.
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Thesis:

6) Many people have fought in the data wars. 
Few lived. Many died.  
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Assertion: Use technical systems to gather 
data, infer connections, and ultimately better 
prepare for disasters. Think outside the box.
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Example: internet measurement tools
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This approach required 0 billable lawyer hours.

Are we missing the forest for the trees?
What detail of data do we actually need?
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Think like a hacker. Obey the law. Move faster.
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Q&A
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