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• Problem with Risk the Way we Know It

• Threats – are compounding and more likely to occur as system 

interconnectedness continue to manifest.

• Science – PRA and Scenario analysis are not capturing 

cascading failures and unknow unknowns

• Practice/Policy –Frequent failures and backlash

• Solution – Balancing Risk and Resilience Management

• Threats - From Threat Scenario to Systemic Threat Agnosticity 

through Compounding Threats/Cascading Failures

• Science -- From Language of Probabilities to Networks and 

Stress Testing

• Policy – Joint Risk/Resilience Governance, ToolsPractice/

Science: Risk and Resilience



Crisis Management, Risk 
and Resilience

Risk~ Threat*Vulnerability*Consequence



Disruptions - Compounding Events/
Cascading Failures

• Critical functions of a system drop after Event 1

• Event 2 happens before recovery from Event 1 

is complete

• Nuanced interactions between Event 1 and 

Event 2 can increase impact to critical functions

• Is this additive? Multiplicative? Exponential?

• Resilience looks at all aspects of the event(s): 

plan, absorb, recover, and adapt



The Digital Operational Resilience Act (DORA) (2022)
– to strengthen the cybersecurity and overall digital resilience of the financial sector. 
– aims to create a single, consistent framework for ICT risk management across EU member 

states, replacing a fragmented landscape of rules. 

EU Cyber Resilience Act (CRA, 2022)
– To improve the cybersecurity of all products with digital elements sold in the EU.
– Covers most hardware and software products with digital components, including smart 

devices, operating systems, and apps. Exceptions exist for sectors with their own specific 
regulations, such as medical devices and aviation.

Critical Entities Resilience (CER) Directive (2024)
– To ensure the resilience of essential services and critical infrastructure in the EU against 

natural and man-made disruptions.
– Covers a wide range of sectors deemed critical, such as energy, transport, banking, public 

health, and digital infrastructure.

EU RESILIENCE 

REGULATIONS



POLICY



How Do We Quantify Risk and Resilience?

After 

2025

Practice

Science



Resilience Matrix

Physical 

Information

Cognitive

Social

PREPARE ABSORB RECOVER ADAPT

System Domains
Disruptive Event Stages

Scale

Home      Neighborhood          Town            County           Region       State      Country



Assessment using Stakeholder Values

Use developed resilience metrics to comparatively assess the costs 
and benefits of different courses of action 
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After Fox-Lent et al., 2015



UNCLASSIFIED
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ENHANCING RISK REGISTERS USING RESILIENCE MATRIX



UNCLASSIFIED
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Matrix-Based Screening Tool for quantifying USACE Watershed Resilience

5 Step process to develop a Resilience Profile

1. Define the Purpose

2. Define the System

3. Develop a Resilience Profile

4. ID Areas of Consideration

5. Develop Courses of Action

Resilience Profile

• Standardized (consistent dimensions of 

     Resilience Matrix, normalized to 1-5 score)

• Flexible (Metric Library for USACE or

  partner agencies)

USACE  APPLICATION TO WATERSHED RESILIENCE

NAV
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FRM
Hydro

Water Supply
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Project Scale
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Physical

Information

Social



Network-based Resilience Theory?

start equation bold script cap N start equation bold script 
cap L

start equation bold script 
cap C

open paren bold italic cap E

System’s critical functionality (K)

Network topology: nodes (𝓝) and links (𝓛)

Network adaptive algorithms (𝓒) defining how nodes’ 
(links’) properties and parameters change with time

A set of possible damages stakeholders want the 
network to be resilient against (𝑬)

𝑅 = 𝑓 𝓝,𝓛, 𝓒, 𝑬
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Vision for System Resilience
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HOW TRANSPORTATION RESILIENCE IS QUANTIFIED

Societal/Equity Metrics
Access to hospitals, jobs, 

shelters, food, schools etc.

Mobility Performance Metrics
Travel time, traffic delay, congestion,

queue length, speed, etc.

Logistics Metrics
Freight volume, delivery time, 

supply fulfillment, deployment time, etc.

Increasing Centrality

Network Structure Metrics
Connectivity, giant component size, cliques,

betweenness centrality, diameter, etc.

e.g. betweenness centrality of US strategic railway
e.g. traffic of New York City e.g. logistics network of Ukraine

e.g. access to emergency services

Various performance metrics are 

measured at each time step to 

quantify the degradation and 

recovery of system functionality.
Resilience Score 𝑅
(Area under the curve)

Operational Availability 𝐴𝜃
(Days above threshold)

Resilience Curve Resilience Quantification





US Strategic highways and railways

What vulnerabilities exist in the fort-to-port stage of U.S. power projection?



Russia Is consistently Disrupting Ukraine’s Road Network

https://www.reuters.com/graphics/UKRAINE-CRISIS/zdpxokdxzvx/embeds/en/map/

https://www.nytimes.com/2022/11/07/magazine/ukraine-rebuild-irpin.html

https://www.theguardian.com/world/2023/apr/01/ukraine-rebuild-bucha-prompts-corruption-reconstruction

DISRUPTION

REPAIR

Endless cycle of disruption and repair of roads are occurring across Ukraine.

Disruptions across Ukraine



Traditional resilience model fails against chronic disruption

In reality, disruptions imposes both acute surges and chronic degradation, preventing the system from fully recovering.

The Reality

Full recovery

not guaranteed!

No clear event phase distinctions

Acute Disruptions

Chronic Disruptions

2005-08-29: Katrina

2005-09-24: Rita

Time
(not to scale)

2008-09-01: Gustav

2008-09-13: Ike
2020-08-24: Marco

2020-08-27: Laura

2020-09-16: Sally

2020-10-09: Delta

2020-10-28: Zeta

Persistent disruptions over long time

Weekly confirmed

COVID-19 deaths

Major New Orleans Hurricanes



RESULTS
STEP 2: Simulation

STEP 3: Resilience AnalysisSTEP 1: GIS Analysis

Critical Route Identification

Recovery Measurement

Minimum Capacity Identification

Restoration Strategy Comparison

Surge Analysis

Logistics Network Modeling

Disruption Analysis

Impact Calculation



US Army Corps of Engineers  • Engineer Research and Development Center

UNCLASSIFIED

UNCLASSIFIED

Business Case for Resilience
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Transportation Network Model 

+ 

Regional Economic Models, Inc. 

Business 
Case

Science

Decision 
Analysis



Resilience Model

DelaysRandom Network 
Disruptions

Delays

Scenario 1

“Baseline”

Scenario 2



The Key bridge collapse

• A case study in a cascading failure 

with system-wide ripple effects

• Debris from bridge blocked off access 

to the Port of Baltimore

• Estimated $15 million USD lost per 

day for 3 months due to port closure

• As of September, port is still not fully 

operational

• Ongoing impacts to workers at the 

Port of Baltimore



Results: Economic impacts

• Net total of 2,381 jobs lost due to 

bridge collapse alone, vs. 17,225 

for combined scenario 

• Bridge closure alone resulted in 

$234 million USD loss to GDP, 

compared to $1.561 billion USD 

in combined bridge and port 

closure

• Disparities highlight how critical it 

is to consider potential 

cascading failures



• Bridge design must 

evolve beyond 

probability of failure

• Resilience of 

region to 

compound failures 

must be considered

• Resilience-based 

design requires 

collaboration 

between engineers, 

local authorities, 

and policy makers



Integrated Risk/Resilience Stress Testing

How Do We Increase Resilience In Complex, Interconnected Infrastructure? 

Three-Tiered Approach:

Tier 1: Define and identify more important critical functions & risks

Tier 2: Refine with interconnections, and define KPI

Tier 3: Asset-level data-driven analysis

25



Reversed Stress Testing
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