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To that end, we, the online service providers, commit to:

Work together to ensure cross-industry eiforts are coordinated and

L iLiMfor instance by investing in and expanding the GIFCT, and by
sharing knowledge and expertise

To that end, we, Governments and online service

providers, commit to work collectively to:

Support smaller platforms as they build capacity to remove terrorist

cH R T IS RS st TR RS A (e including through sharing technical

solutions and relevant databases of hashes or other relevant material,

such as the GIFCT shared database.




Hash-Sharing Consortium

In 2016, the founding member companies of GIFCT (Facebook,
Microsoft, Twitter, and YouTube), created a shared industry
database of “hashes™ — unique digital “fingerprints” — of known
violent terrorist imagery or terrorist recruitment videos that had

been removed from their services.

How does it work?

Animage or video is "hashed” in its row form and is not linked to
any original platform or user data. Hashes appear as a numerical
representation of the ariginal content and cannot be reverse-
enginesred to recreate the image and/or video. A platform needs
to find @ match with a given hash on their platform in order to see

what the hash corresponds with.

Members

The Hash-5haring Consortium currently consists of 13 companies:
Microsoft, Facebook, Twitter, YouTube, Ask fm, Cloudinary,
Instagram, JustPaste. it, Linked|in, Verizon Media, Reddit, Snap,

and Yellow

Mo access to non-industry members has been granted. Each
consortium member can decide how they would like to use the
database based on their own user terms of service, as well as how
they operate and how they make use of both technical and human

capabilities.




NUMBERS

« 2020 report: 250K visually distinct
images and ~50K visually distinct
videos (up from 200K overall in 2019)




BENEFITS

Cross-platform threats = =
= =» Cross-platform responses

Faster, more comprehensive response

Technology sharing (esp. with smaller
platforms)

(?) Extra-legal take-downs (based on
platforms’ terms of service) are global
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CONCERNS

Lack of transparency—what is in the database??
Power imbalances (both industry and gvt)
Disparate impact of definition of “terrorist” and

unclear definition of “glorification” (72% of the
database)

Overreliance on technical filters
No remedial mechanisms

Extra-legal take-downs (based on platforms’
terms of service) are global!




IMPORTANCE GOES
BEYOND “TERRORIST”

CONTENT




THE RISE OF CONTENT CARTEL

“C 1B’ Influence operations

Coordinated Inauthentic Behavior Explained
book -

Global Internet Forum to Counter
Terrorism

The hash represents a unique

digital identifier for each image,
making it possible to distinguish
and flag harmful images — even
if the images have been altered.




The frequency illusion is that once something has been noticed then
every instance of that thing is noticed, leading to the belief it has a
high frequency of occurrence (a form of selection bias).[®*! The
Frequency illusion or
Baader—Meinhof has recently come to one’s attention suddenly seems to appear with
phenomenon M S e EENE] The Baader—Meinhof
phenomenaon is sometimes conflated with frequency illusion and the
recency illusion %5 |t was named after an incidence of frequency
illusion in which the Baader—Meinhof Group was mentioned 158!

https://en.wikipedia.org/wiki/List of cognitive biases#Frequency illusion
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CONCURRENT TRENDS
O @ €

Informal Regulation that Internet

pressure makes GIFCT Referral Units
effectively (IRUs)
mandatory
(e.g. EU
TERREG)




NEED TO BUILD IN:

 Transparency

* Oversight

 Remedial mechanisms for mistakes
* Guardrails on “creep”




THANK YOU

©

evelyn douek | edouek@law.harvard.edu | @evelyndouek
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