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A Complicated Web of Laws 
Regulating Privacy in Research

 US federal law
• HIPAA
• Federal substance use disorder treatment regulations (the “Part 2 

regulations”)
• Common Rule
• FDA regulations for clinical trials
• NIH policies (the Clinical Trials Policy and regulations regarding 

Certificates of Confidentiality)

 US state laws 
• Consumer privacy protection laws (e.g., the California Consumer 

Protection Act)
• State health information confidentiality laws
• State licensure requirements

 EU General Data Protection Regulation – and individual 
countries’ laws throughout the world
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HIPAA Compliance

 HIPAA applies to “covered entities” and their “business 
associates” 

 HIPAA applies to “protected health information” (PHI)
– Name;

– Street address, city, county, precinct, or zip code (unless only the first three digits of the zip 
code are used and the area has more than 20,000 residents);

– The month and day of dates directly related to an individual, such as birth date, admission 
date, discharge date, dates of service, or date of death;

– Age if over 89 (unless aggregated into a single category of age 90 and older);

– Certain numbers related to an individual (telephone numbers; fax numbers; social security 
numbers; medical record numbers; health plan beneficiary numbers; account numbers; 
certificate/license numbers; vehicle identifiers, serial numbers, and license plate numbers; 
device identifiers and serial numbers);

– Email addresses, Web Universal Resource Locators (URLs) and Internet Protocol (IP) 
addresses;

– Biometric identifiers, such as fingerprints;

– Full-face photographs and any comparable images; or

– Any other unique identifying number, characteristic, or code



HIPAA Research Rules

 The PHI is de-identified: either through removal of all HIPAA identifiers (the 
“safe harbor” method) or by certification of a statistical expert

 Only a “Limited Data Set” is used, subject to a “Data Use Agreement”

 The research participant or the research participant’s legally authorized 
representative signs a written HIPAA authorization  

 An institutional review board (IRB) waives or alters the HIPAA authorization 
requirement 

 The activities are only to prepare for research, and the investigator makes 
certain representations 

 The activities are to recruit patients to participate in clinical research (or the 
patients of another health care provider under a business associate 
arrangement) 

 The research involves the information of decedents only and the 
investigator makes certain representations 

 The research is “grandfathered” under the HIPAA rules 



HIPAA De-Identification

 The PHI is de-identified: either through removal of all HIPAA 
identifiers (the “safe harbor” method) or by certification of a 
statistical expert

 Is genetic information Protected Health Information (PHI)?
• Genetic information is “health information”

• Health information is PHI if it is “individually identifiable information”:   
identifies the individual or “there is a reasonable basis to believe the 
information can be used to identify the individual” 

• Office for Civil Rights (OCR) has concluded that not all genetic 
information is “individually identifiable,” but has not provided guidance 
on when genetic information is individually identifiable

• Common interpretation: genetic information is not PHI unless it is 
accompanied by HIPAA identifiers or unless you know recipient has the 
ability to link the genetic information to a person’s identity



The Revised Common Rule

• Applies to federally-funded research in 
the US

• Effective date 1/19/19 (except for 
single IRB for collaborative research 
effective 1/20/20)

• Significant changes

• Potential changes to “identifiability”

• New HIPAA exemption 

• New requirements for informed 
consent

• New exemption for research with 
“broad consent”

• New exemption for publicly 
available information 

• New rule for preparing for research

• New rule on single IRB for 
collaborative research



“Identifiability” May Change over Time

 Requires agencies to assess within one year of final rule 
whether there are technologies or techniques that should 
be considered to generate identifiable private information, 
even if not accompanied by traditional identifiers (such as 
whole genome analysis)

 May widen difference in interpretation of “non-identified” 
information under Common Rule (i.e., investigator cannot 
readily ascertain identify of research participants) and “de-
identified” under HIPAA
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July 23, 2019, Gina Kolata

Your Data Were ‘Anonymized’? These Scientists Can Still Identify You
Computer scientists have developed an algorithm that can pick out almost 
any American in databases supposedly stripped of personal information. 



California Consumer Privacy Act

 Cal. Civil Code 1798.100-1798.199 

 New proposed regulations published October 11, 2019 
at https://www.oag.ca.gov/privacy/ccpa 

 Applies only to certain for-profit entities

 CCPA’s definition of de-identified data is not 
harmonized with the HIPAA standards

 CCPA’s existing clinical trial exemption does not apply 
non-interventional data-based research
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European Union General Data 
Protection Regulation (GDPR)

• Jurisdictional reach:
• Applies to organizations “established” (with a physician 

location) within the European Economic Area (EEA)

• Applies to organizations outside the EEA that offer 
goods or services to data subjects within the EEA 
(clinical trial recruitment) or monitor the behavior of 
data subjects within the EEA (collection of research 
data from research participants)

• Applies to EEA research collaborator transfer of 
“Personal Data” to the United States
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GDPR

• Any data that directly or indirectly identifies a living person 
(not just patients)
• Name, identification number, location data, online identifiers, 

factors specific to the physical, psychological, genetic, mental, 
economic, cultural or social identity

• More sensitive data have special protection
• Genetic data, biometric data for the purpose of creating unique 

identification, data concerning health, data regarding race, 
religion, politics, sex

• Treatment of de-identified data
• No de-identification “safe harbor”– data is “anonymized” if under 

a “facts and circumstances” test, the data cannot be identified by 
any means “reasonably likely to be used … either by the controller 
or by another person”

• “Pseudonymised” (coded) still personal data
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GDPR

• GDPR requires a legal basis for “processing” data 
• Consent;
• Necessary for compliance with a legal obligation of “controller”;
• Necessary for purposes of the “legitimate interests” of the controller 

(which includes research); or
• Other provisions not generally relevant in the healthcare setting

• GDPR requires additional legal basis for processing special 
categories of sensitive data 
• Explicit consent; 
• Necessary for preventive or occupational medicine, medical diagnosis, 

the provision of health or social care or treatment;
• Necessary for public health;
• Necessary for scientific research; or
• Other provisions not generally relevant in the healthcare setting
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GDPR

• Requirements for transfer of personal data from the EEA to 
the US may apply to the sender:
• Consent (and advising data subjects of the risks of transfer to the 

US);

• Contract that contains model contractual clauses approved by the 
European Commission (which impose some GDPR requirements 
on receiving entity);

• To US for-profit entities that have been certified under the EU-US 
“Privacy Shield”; or

• Pursuant to codes of conduct by associations 
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