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General US Utility Communications
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Migration to Secure Transter Mechanisms

Trusted Platform Module (TPM)
Password Management Systems
Secure FTP (SFTP)

Secure Shell (SSH)

Virtual Private Network (VPN)
Secure MMS (IEC 61850) via TLS
Secure Software Download

Secure PUSH mechanisms (R-SYNC)
SYSLOG

Ver 1 — UDP based — no retries
Ver 2 — secure with TCP




Trusted Platform Module - TPM

e.g., LPC

Secure Program
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CPUs available with Cryptographic Accelerators
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Routable GOOSE Data Model

* Symmetric Keying

e Key Distribution via
RFC6407 — Group Domain
of Interpretation (GDOI)

e Certificate Based Group
Membership

e Authentication via SHA256

* Encryption via AES-128
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Architecture with Key Distribution Center (KDC)
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Future Application: MicroGrids
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