The Data Governance
Gaps--Generative Al
and Data

Susan Ariel Aaronson, Ph.D.

Research Professor GWU, Director,
Digital Trade and Data Governance
Hub, and co-PI Trustworthy Al

Institute for Law and Society

For reuse, contact saaronso@g




NIST-NSF TRAILS Mission

 TRAILS designs, develops, deploys and
models a new, more accountable, inclusive,
and participatory approach to Al. We use
convenings, training, and interdisciplinary
research to empower users to make sense
of and participate in the development and
governance of Al systems.
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Presentation thesis

* Data governance is an effective route to
governing generative if we can review and
address the data governance gaps.

e But policymakers and the public need to think
carefully about the international implications
of their policy choices.
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Overview: An International
Perspective on Generative Al

Al is everywhere.

Generative Al is also now everywhere. It is built on neural
networks which use large language models (LLMs) to generate
something new.

Issues: How did the firms creating these LLMs get their data to
train? Did they follow internationally accepted rules regarding
copyright and personal data protection?

Is that data sets accurate, complete and representative of the
world, its people and their cultures?)

Growing numbers of policymakers and activists in the developing
world are worried about expropriation of resources (data) and
paying additional rents to big tech companies located in the West
and China.
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https://www.reuters.com/technology/what-is-generative-ai-technology-behind-openais-chatgpt-2023-03-17/
https://www.newyorker.com/science/annals-of-artificial-intelligence/what-kind-of-mind-does-chatgpt-have?utm_source=nl&utm_brand=tny&utm_mailing=TNY_SundayArchive_041623&utm_campaign=aud-dev&utm_medium=email&bxid=5bd67f6824c17c1048036263&cndid=49426028&hasha=ac5d04d4ba150ed72e166112b76c21cf&hashb=c8530852c37c29fb23b09ef7fa2de18c8318ae3e&hashc=ce9b5f3be3c45fd72fd0a6d4b05cec9d2cb608435cf616c164ef21f54b2e849a&esrc=frm_act_Daily_subs&utm_term=TNY_SundayArchive
https://blog.google/inside-google/googlers/ask-a-techspert/what-is-generative-ai/
https://blog.google/inside-google/googlers/ask-a-techspert/what-is-generative-ai/
https://blog.google/inside-google/googlers/ask-a-techspert/what-is-generative-ai/
https://techpolicy.press/chatgpt-and-copyright-the-ultimate-appropriation/

Leads to Two big qguestions:

What are policymakers trying to govern?
Which of these governance issues requires international coordination?

o

The high risks of the
technology?
(autonomous weapons?)

The business practices or
policies that firms use to
supply the technologies
(e.g. free services in
return for personal
data)?

iyl

Liability—who is liable if
the technology hurts a
person or persons?

The data utilized to
create the generative Al
service? (e.g. web
scraping Linked-In)
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The uses of the
technology (can it be
used to provide therapy
or legal advice?

Which of these need to
be coordinated
internationally? How can
they be coordinated?



Al in the world

Global market for Al huge and growing

2 countries--China and US -94% of all Al funding, US 73%
of gbenerative Al firms. These platforms not only lead on
Al, but control data collection thrOUﬁh control of platform
services, submarine cables and satellites, data storage and
data analysis.

These firms often use open-source methods, but in
general they rely on trade secrets to protect their
algorithms and to control and reuse the data they analyze.

Dominance of these platforms - perception
Al markets =unfair
Generative Al could enhance these concerns except that

several ﬁovernments (UAE, France, UK?) have or are
establishing open source federally funded LLM chatbots
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To understand Al, we need to talk
about data. DATA is:

Easy/cheap to store, move across borders

* Easy to share, reuse but increasingly
hoarded by governments and firms.

 Can be simultaneously a commercial
asset and a public good.

* There are many types of data

* Essential to national security and
economic growth

* Foundation of wide range of services yet
no one knows how to govern the use
and reuse of data.



What is the data
supply chain for
Generative Ale

o Proprietary Data

data protected by trade secrets or other
IPR;

data collected by or purchased by the Al
designer/deployer

o Web scraped data including:

o Proprietary, personal, and open-source data
where individuals created and provided
content.

This Photo by Unknown Author is licensed under CC BY-SA-NC
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https://technofaq.org/posts/2020/02/web-scraping-is-it-illegal-to-scrape-a-website/
https://creativecommons.org/licenses/by-nc-sa/3.0/

Questions Raised by Dato
Supply Chain for
Generative Al

o

o How web scraping may affect copyrighted data

o How web scraping may affect individuals and
groups who are supposed to be protected under
privacy and personal data protection laws.

o How web scraping revealed the lack of protections
for content creators on open access web sites; and

o How the debate over open and closed LLMs may
affect individuals and firms which hold data and
reveals the lack of clear and universal rules to ensure
the quality and validity of datasets.
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https://www.thebluediamondgallery.com/wooden-tile/d/data.html
https://creativecommons.org/licenses/by-sa/3.0/

r- i PGS,
Firms Don't say much about

Data Provenance

o Meta's LLAMA 2 - https://arxiv.org/pdf/2307.09288.pdf
LLAMA 1 - https://arxiv.org/abs/2302.1397]

Open Ai's GPT-4 - https://arxiv.org/pdf/2303.08774.pdf
GPT-3 - https://arxiv.org/abs/2005.14165

GPT-2 - https://d4mucfpksywyv.cloudfront.net/better-
language-

models/language models are unsupervised multitask |
earners.pdf

GPT - https://s3-us-west-2.amazonaws.com/opendi-
assets/research-covers/language-
unsupervised/language understanding paper.pdf

BLOOM - https://openreview.net/pdfeid=UoEwéKigkUn
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https://arxiv.org/pdf/2307.09288.pdf
https://arxiv.org/abs/2302.13971
https://arxiv.org/pdf/2303.08774.pdf
https://arxiv.org/abs/2005.14165
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://s3-us-west-2.amazonaws.com/openai-assets/research-covers/language-unsupervised/language_understanding_paper.pdf
https://s3-us-west-2.amazonaws.com/openai-assets/research-covers/language-unsupervised/language_understanding_paper.pdf
https://s3-us-west-2.amazonaws.com/openai-assets/research-covers/language-unsupervised/language_understanding_paper.pdf
https://openreview.net/pdf?id=UoEw6KigkUn
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How have governments responded to
generative Al?

|’[|§11|V banned, then rescinded the ban on Chat GPT after the company made
changes. . . .

Canada’s privacy commissioner is mvestl?atlng Chat GPT

Spain opens an investigation into Open A

Britain is levying fines on personal data misuse by Chat GPT

European consumer groups call for an investigation of Chat GPT, while
European data protection authorities agreed to set up a task force to cooperate
andhexrc]:hflggte information on the relationship between European laws and

such chat baots.

China puts forward new rules for LLMs like Chat GPT(translated by
DIGIChina ) as of 1013, including security requirements for Al training data
Including ways to avolid IPR violations and to seek consent for personal data

FTC investigation of Open Al and the data underpinning Chat GPT

France-CNIL rules on use of personal data for chatbots

G-7 Hiroshima Process working towards shared generative Al principles
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https://t.co/3RY1pdnx3q
https://cztbl04.na1.hubspotlinks.com/Ctc/RI+113/cZtbl04/VX8-nf4j0lqnW7r-fgQ2nRV7YW7TctdS4ZmlF7N4313JQ3lScGV1-WJV7CgWy7W6W78mJ13m1dVW1gFnq32QPMZMW6w5jWx9jysvWN3xZLybFg6yTW5nP9VZ5rYw0WW8-VtLX6VGdDhW6ClrNm2G7-NTW8X_YvT3RVv7zW7WL3WC2LYcWCW1NYDx_70tkMtW4wtj4D1cV5pxW2PRYJr3DbYMCW3qKWV26WyLVjW5mwMxq2gr-gxW1yw2vS8Q81_HW4Rcdnr1lkGR6W3-_h1F8w0s7TW7DX_6d8R7f8hW3HRDP03cLmmCMt__nH_q5jpN61D1bnrxMJ7N78yPZfp4VDFW7B6kgY5nKRPFW31_yk-3y53WRW1DF5GX5nXRG8W8PVK9f7dgq2lW2vkkN94vDPwTW9fdzLL6b7YpF3b0Q1
https://www.aepd.es/es/prensa-y-comunicacion/notas-de-prensa/aepd-inicia-de-oficio-actuaciones-de-investigacion-a-openai
https://www.telegraph.co.uk/business/2023/05/27/ai-chatbots-data-privacy-crackdown/
https://www.beuc.eu/press-releases/investigation-eu-authorities-needed-chatgpt-technology?mkt_tok=MTM4LUVaTS0wNDIAAAGK-OWy_lb0mBG0IdTqkWu9GApHiErfnKppcRrD3rpCv10AD-6J_Kutr9xZMX3f42nmfADPIxnuH-en6Eli8iNgo6hAVCYLp3ATYcjOsE8AebDv
https://www.politico.eu/article/european-data-regulators-set-up-chatgpt-taskforce/
https://www.reuters.com/technology/china-proposes-blacklist-sources-used-train-generative-ai-models-2023-10-12/?utm_source=substack&utm_medium=email
https://www.washingtonpost.com/technology/2023/07/13/ftc-openai-chatgpt-sam-altman-lina-khan/
https://www.euractiv.com/section/artificial-intelligence/news/french-data-protection-authority-lays-out-action-plan-on-ai/

Review- Data Supply chain and data
governance

o Enforcement problems: o Governance gaps--
o Copyright, personal data because o Those who create content on websites
data supply chain is opaque. like Reddit or Wikipedia have no

protections for their work
JB > No formal protections regarding reuse
of data from government websites of
data collected or funded by
government. Could this lead to a few
firms/chatbots become the source of
information on what government is

doing and on science?
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Larger international conftext and
Implications
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Benefits to Global Science of Generative Al

o : e Could facilitate more access to open data
Hljlge potential to help solve and inform more people about the
wicked problems. benefits of open data and open science.

: : : * May prod scientists, developers,

* Indirect incentive to data designers and deployers to invest time

sharing as Sharing data would and resources into data provenance and
! data stewardship —could lead to better
allow more people and more data standards and better use of data.

countries to achieve the benefits + May require a rethink of how we produce
and share scientific data. Is it time for

of Al and open science. this, given distrust of science and
experts?

For reuse, contact saaronso@gwu.edu 14



Costs to Global Science of Generative Al

* Use of generative Al chatbots could < Policymakers may hoard all
undermine trust in science as types of data, may be reluctant
hallucinations distort what is real to share.

and trustworthy. ,
Y * Policymakers may be forced to

. Rﬁsea:jcllers Tﬁv t}(e less W”“”tf?’ to choose between innovation and
share data without compensation other priorities. As example,

and without some form of China chooses censorship over

accountability that their work . —
won’t be misrepresented or accurate generative Al based on
global datasets.

misused.
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https://www.mayerbrown.com/en/perspectives-events/publications/2023/06/gen-ai-china-proposes-draft-measures-for-regulating-generative-artificial-intelligence

Larger debate: US tradition of openness
threatened by competition with China

 Some argue openness empowers China
as China appears to embrace open
source.

e But China is generally closed
(Information Law, Great Firewall).
Nonetheless, US should not become
more like China to compete with China
in Al

 Openness could be a source of
comparative advantage.

* Do we really want to limit openness
and data sharing?
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https://www.chinadaily.com.cn/a/202208/30/WS630d631ba310fd2b29e74e75.html
https://www.chinadaily.com.cn/a/202208/30/WS630d631ba310fd2b29e74e75.html

Thank you

| welcome your questions and comme
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