
Federal Cybersecurity Incident 
Response Capabilities

(GAO-24-105658)

Jennifer Franks, Director
Center for Enhanced Cybersecurity

March 21, 2024

Page 1



GAO’s Mission

GAO exists to support the Congress in meeting its 
constitutional responsibilities and to help improve the 
performance and ensure the accountability of the federal 
government for the benefit of the American people. 

We provide Congress with timely information that is 
objective, fact-based, nonpartisan and non-ideological.
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Cyber Risks Impact Everyone!

• Federal agencies and our nation’s critical infrastructure—such as 
energy, transportation systems, communications, and financial 
services—depend on IT systems to carry out operations and process 
essential data.

• Risks to these IT systems are increasing—including insider threats from 
witting or unwitting employees, escalating and emerging threats from 
around the globe, and the emergence of new and more destructive 
attacks. 

• Over 30,000 security incidents were reported by federal civilian 
agencies to the Department of Homeland Security in FY 2022.

https://www.gao.gov/cybersecurity
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GAO Cybersecurity High-Risk List 2023



CEC History
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The Center for Enhanced Cybersecurity (CEC), formerly 
known as the GAO e*Security Lab, has been in existence 
testing, evaluating, and reporting on federal information 
security for over 25 years. 

Since that time, GAO has listed cybersecurity on its high-risk 
list and credits this designation as the impetus for initially 
developing this in-house technical evaluation capability. 

With rapidly evolving threats and vulnerabilities escalating 
from around the globe, the attention to cybersecurity has 
continued to increased. 



CEC Leads in Cybersecurity Recommendations 
Made to Federal Agencies
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Since 2010, GAO made more than 4,200 recommendations to agencies 
aimed at addressing cybersecurity challenges facing the government. 

Of these, the CEC has led the development of about 50% of the 
cybersecurity recommendations. We identified weaknesses in key 
safeguards to limit, prevent, and detect inappropriate access to 
computer resources and maintain secure configurations of software and 
hardware.

More than 130 of these recommendations were made since the last 
high-risk update in 2023. As of March 1, 2024, about 900 
recommendations had not been fully implemented, including 64 of 162 
priority recommendations, which we believe warrant priority attention 
from heads of key departments and agencies.



Federal Incident Report Objectives 
(GAO-24-105658)

• Describe the capabilities agencies use to prepare for and 
respond to cybersecurity incidents, 

• Evaluate the extent to which agencies have made progress in 
preparing for cybersecurity incident response, and 

• Describe the challenges agencies face in preparing for 
incident response and the efforts to address them. 
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Objective 1: Agencies Rely Upon Tools, 
Services, and Resources for Incident Response

Specifically, they depend on: 
• endpoint detection and response (EDR) 

solutions and the Continuous Diagnostics and 
Mitigation (CDM) program; 

• threat hunting or cyber threat intelligence 
provided by CISA and third-party firms; and 

• skilled staff and funding 

Page 9



Page 10



Page 11



Objective 2: Agencies Made Progress in Certain 
Incident Response Areas, but Have Not Met Event 
Logging Requirements 
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• The 23 CFO Act agencies have made progress in 
cybersecurity incident response preparedness. 

• 20 agencies have not met requirements for investigation and 
remediation capabilities.



Agencies Are Taking Steps to Standardize Incident 
Response Plans and Processes

• All 23 agencies that we 
assessed demonstrated 
that they substantially 
completed the 
playbook’s incident 
response preparation 
activities.
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Agencies Have Made Progress in Incident Detection
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• Continuous Diagnostic & Mitigation (CDM): all 23 
agencies have signed a CDM MOA

• Endpoint Detection & Response (EDR): 23 agencies 
have identified a tool and are working to implement.  



Most Agencies Have Not Met Event Logging 
Capability Requirements

• OMB’s August 2021 memorandum

• Information from logs can provide valuable insight 

As of August 2023, 17 agencies were at tier 0, and three 
agencies were at tier 1. Officials stated their agencies 
were not expected to meet the tiers soon. 
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Event Logging Implementation
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Three Agencies Met Tier 3

• Tier 3:

• Department of Agriculture, 

• National Science Foundation, 

• Small Business Administration

• Officials from SBA and USDA credited their agencies’ 
successes to agency efforts that preceded the issuance 
of the OMB memorandum. 
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Objective 3: Agencies Are Challenged in Fully 
Preparing to Respond to Cybersecurity Incidents, but 
Federal Efforts May Assist

• Agencies described three key challenges that hindered their 
abilities to be fully prepared to respond to cybersecurity 
incidents:

1. lack of staff; 

2. technical challenges in event logging; and 

3. limitations in cyber threat information sharing. 

• Federal entities have initiated efforts that can assist in 
overcoming these challenges.
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Challenge 1: Lack of Staff

• 16 of 24 agencies reported needing additional staff or positions to 
carry out incident response activities. 

• Areas include: intelligence, threat, and forensic analysts, as well 
as hunt teams. 

• Six agencies also mentioned having unfilled positions within the 
security operations center (SOC), including SOC leads, analysts, 
and supervisors.

• Eight of 23 agencies cited staffing as a gap or challenge in 
meeting event logging requirements established in OMB M-21-31.

• One official stated that it would need to triple the size of the 
current team responsible to ensure compliance with certain 
federal requirements in the memo
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Challenge 2: 
Technical Challenges in Event Logging
• 20 of the 23 agencies had not met the tiered event logging requirements 

established by OMB.

• Technical challenges agencies reported included:

• 12 agencies reported gaps in technology or complexities within existing 
technical environments (e.g., legacy systems) proved challenging in 
meeting the requirements.

• 17 agencies reported the need for increased storage capacity to meet 
event logging requirements. 

• Increase storage capacity for logs needed to meet event logging levels. 

• One agency would need to expand logging from 7 terabytes of log data 
(with retention of 1 year) to 70 terabytes per day. 

• Another stated they already collect over 13 billion logs daily, accounting 
for almost 15 terabytes of data per day.
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Challenge 3:
Limitations in Cyber Threat Information Sharing

• 14 of the 24 agencies reported classification challenges in 
collecting, aggregating and sharing cyber threat intelligence 
data. 
• Taking an indicator of compromise from a classified network 

to use on an unclassified network. 
• Not having enough cleared staff to access and analyze 

classified data.
• 13 agencies reported challenges with the quality or the 

timeliness of the data being shared. 
• Nine agencies stated that they receive such large volumes of 

cyber threat intelligence from a variety of sources resulting in 
redundant or out-of-date information 
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Federal Efforts Underway

• Ongoing federal efforts include:
• on-site cyber incident response assistance from CISA,
• event logging workshops and guidance, 
• enhancements to a cyber threat information sharing 

platform. 

• Longer-term efforts include:
• implementation of the National Workforce and Education 

Strategy
• a new threat intelligence platform offering from CISA, 

targeted to roll out its first phase to federal departments 
and agencies in fiscal year 2024.
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Recommendations

• We made recommendations to the heads of 19 agencies to fully 
implement event logging requirements.1

• Sixteen agencies agreed with the recommendations and 
three neither agreed nor disagreed.

• We also made a recommendation to the Director of CISA to 
ensure that when the agency updates the Federal Government 
Cybersecurity Incident & Vulnerability Response Playbooks that 
it provides additional detail to federal agencies on COOP 
planning and includes the requirement to provide both primary 
and secondary points of contact to CISA.
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1While we initially had a recommendation to USAID in the draft report, during the agency comment period, USAID informed us that in 
September 2023, its Office of Inspector General had issued the same recommendation on event logging which USAID stated it 
planned to address. Therefore, we removed the recommendation to USAID.



Jennifer R. Franks
Director, Center for Enhanced Cybersecurity

FranksJ@gao.gov
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Questions/Answers
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