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Agenda

•NCCoE 101
• NCCoE overview

•NIST CSF 2.0
• The NIST Cybersecurity Framework (CSF) 2.0

•NIST 800 82 Rev 3
• Guide to Operational Technology (OT) Security 

•NISTIR 8183
• Cybersecurity Framework Version 1.1 Manufacturing Profile



Who We Are

A solution-driven, collaborative hub addressing complex 
cybersecurity problems



Who We Are

Part of NIST, the NCCoE has access to a 
foundation of expertise, resources, 
relationships, and experience.

NIST is a non-regulatory agency. Our 
guidance is voluntary. 

Information Technology Laboratory

Applied Cybersecurity Division



Guidance Created With Industry, For Industry
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Our Approach: A Foundation of Trust

Collaborate

Document

Advocate & Educate

Practical
Cybersecurity

Guidance

Define a scope of 
work with 

industry to solve 
a pressing 

cybersecurity 
challenge

Assemble teams 
to address all 
aspects of the 
cybersecurity 

challenge

Build a practical, 
usable, repeatable 
demonstration to 

address the 
cybersecurity 

challenge

DEFINE ASSEMBLE BUILD

NIST’s foundation of trust is based on an open, transparent, inclusive process. 
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NIST CSF 2.0



NIST Cybersecurity Framework (CSF)
The NIST Cybersecurity Framework (CSF) helps organizations 
reduce their cybersecurity risks and is widely recognized as 
foundational to securing organizations & technology.
• What is it?

• Comprehensive list of cybersecurity outcomes to reduce 
cybersecurity risks to an organization – the “what”, not “how” 
or “who”

• Based on and mapped to international standards and 
resources

• Adaptable to many technologies, sectors, maturity levels, and 
uses



NIST Cybersecurity Framework (CSF)

• How is it used? 
• Understand and Assess: Describe the current or target cybersecurity posture 

of part or all of an organization, determine gaps, and assess progress toward 
addressing those gaps.

• Prioritize: Identify, organize, and prioritize actions for managing cybersecurity 
risks that align with the organization’s mission, legal and regulatory 
requirements, and risk management and governance expectations.

• Communicate: Provide a common language for communicating inside and 
outside the organization about cybersecurity risks, capabilities, needs, and 
expectations. 



CSF 2.0 Core
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NIST 800-82



SP 800-82 | History
• Provides a comprehensive 

cybersecurity approach for securing 
ICS, while addressing unique 
performance, reliability, and safety 
requirements, including 
implementation guidance for NIST SP 
800-53 controls

• Revisions
• Initial draft – September 2006
• Revision 1 – May 2013
• Revision 2 – May 2015
• Revision 3 – September 2023

• 3,000,000+ downloads, 2400+ citations



SP 800-82 | Revision 3
NIST updated SP 800-82 to incorporate lessons learned over the past several years, to provide 
alignment to relevant NIST guidance, to provide alignment to other relevant control system 
cybersecurity standards and recommended practices, and to address changes in the threat 
landscape. SP 800-82, Revision 3, Guide to Operational Technology (OT) Security was published 
September 2023.

Updates include:
Expansion in scope from ICS to control systems/OT in general
Application of new cybersecurity capabilities in control system/OT environments
Updates to control system/OT threats, vulnerabilities, standards, and recommended practices
Additional alignment with other OT security standards and guidelines, including the Cybersecurity 
Framework (CSF)
New tailoring guidance for NIST SP 800-53, Rev. 5 security controls
An OT overlay for NIST SP 800-53, Rev. 5 security controls that provides tailored security control 
baselines for low-impact, moderate-impact, and high-impact OT systems.
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Cybersecurity Framework Version 1.1 
Manufacturing Profile
NISTIR 8183 



NISTIR 8183 Rev.1 CSF Manufacturing Profile

• Provides the CSF Version 1.1 implementation details developed for the 
manufacturing environment

• Can be used as a roadmap for reducing cybersecurity risk for 
manufacturers that is aligned with manufacturing sector goals and 
industry best practices

• Provides a voluntary, risk-based approach for managing cybersecurity 
activities and reducing cyber risk to manufacturing systems

• Meant to enhance but not replace current cybersecurity standards and 
industry guidelines that the manufacturer is embracing



Manufacturing Profile Implementation Guidance

• Many small and medium-sized manufacturers have expressed challenges in 
implementing a cybersecurity program. 

• Goal – Develop an Implementation Guide that drives the CSF Manufacturing 
Profile to practice and enables manufacturers to select and deploy 
cybersecurity tools and techniques that best fit their needs while addressing 
the demanding system operational performance, reliability, and safety 
requirements. 

• Implement CSF Manufacturing Profile in the Cybersecurity for Smart 
Manufacturing Testbed

• Measure manufacturing system network, device and operational 
performance impacts when instrumented with cybersecurity protections in 
accordance with the Manufacturing Profile

• Develop guidance on how to implement the CSF in manufacturing 
environments while minimizing negative performance impacts



Use Case Implementation Results

• The results of the two proof-of-concept implementations (Volume 2 
and Volume 3) include:

• 44 cybersecurity tool and technique implementations
• Over 80 network, device and operational performance impact measurements 

per implementation that had a potential to impact the manufacturing system
• Over 125 GBs of measurement data available to the public
• 12 example cybersecurity policy and procedure documents



Manufacturing Profile Implementation Guide

• NISTIR 8183A Volume 1, Cybersecurity Framework Manufacturing Profile
• Low Security Level Example Implementations Guide

Volume 1
General 

Implementation 
Guidance

Volume 3
Discrete-based 
Manufacturing 

System Use Case

Volume 2
Process-based 
Manufacturing 

System Use Case



NCCoE Manufacturing Testbed 



National Cybersecurity Center of Excellence (NCCoE)

Behavioral Anomaly Detection Project
https://www.nccoe.nist.gov/projects/use-cases/manufacturing/capabilities-
assessment-securing-manufacturing-industrial-control-systems

System and Data Integrity Project
https://www.nccoe.nist.gov/projects/use-cases/manufacturing/integrity-ics

Respond and Recovery Project
https://www.nccoe.nist.gov/manufacturing/responding-and-recovering-cyber-
attack

https://www.nccoe.nist.gov/projects/use-cases/manufacturing/capabilities-assessment-securing-manufacturing-industrial-control-systems
https://www.nccoe.nist.gov/projects/use-cases/manufacturing/capabilities-assessment-securing-manufacturing-industrial-control-systems
https://www.nccoe.nist.gov/projects/use-cases/manufacturing/integrity-ics
https://www.nccoe.nist.gov/projects/use-cases/manufacturing
https://www.nccoe.nist.gov/projects/use-cases/manufacturing


@NISTcybernccoe.nist.gov

Dr. Michael Powell
Principal Investigator

NIST/NCCoE
michael.powell@nist.gov 

NCCoE Manufacturing Community of Interest
manufacturing_nccoe@nist.gov 
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