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Presenter Notes
Presentation Notes
This is about our approach – 15-mos pilot to create a predictive AI- but focus of pilot is learn about it and *document* the approach and process and journey – learning lessons, cybersecurity – databases and pipelines- training and validating the model


Imagine Artificial Intelligence as a

That safely and securely uses known, o~ 1 ‘e Z——e=—% | °\ '
verifiable NSE datato: ° L e 4
o ¢ N
* Guide prioritization -
* Analyze large and complex datasets /7
to identify data risks/trends e /-
* Evaluating projects simultaneously asa -
“difference engine” \ _,
 Aiding impartial planning decisions-#-—-* ' \Wi
! | "*-_J_
* Respond to requests
* Providing simple or more complex answers L2 | O QA== f . i
for user convenience NEEIEEA\\ YW, . N, AN
« Automate repetitive tasks/data calls P va A% N\ /1 |
)
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Presenter Notes
Presentation Notes
Guides us through the prioritization process with an understanding of the�interrelationships of the National Security Enterprise’s capabilities 
Provides us with a “difference engine,” which evaluates projects simultaneously based on merit, importance, and other known dependencies
Allows for impartial planning decisions based on verifiable, known information
Does not connect to the internet, and is fully contained within our secure and �safe environment 
Responds using NSE information in the form of simple quick answers for convenience, or more complex detailed ones


Speaker note: we will control the permissions of the agent


Using a proactive and interactive .
tool with total asset visibility, that:

e 1T

* Identifies risks %ﬁi \
e Flags data anomalies ~a
* Predicts equipment failure
e Tests assessment methodologies

* Solves problems
: : AN @ AN
* Improves correlation of RPV and construction costs > oA

: : : < © Q>
* Find better life extension opportunities > D> Q
* Maintain knowledge easing succession planning A OO '»\, o> \
('l\cb\'_ A '\(b%

\ESS%]
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Presenter Notes
Presentation Notes
Pitch 1:  Mission Accelerant

Specific use cases for BERNIE are identified below:
An interactive and conversational expert with total asset visibility that includes a detailed inventory of site, buildings, and equipment component conditions.
A proactive tool to identify data anomalies that would undermine the accuracy and validity of financial plans.
Creation of a modeling tool that can predict costs based on multiple plans of action to help identify the one with greatest effectiveness.
Streamline future facility inspection efforts based on greatest return on investment.
Test the inventory and assessment methodology for each NNSA site and ensure that critical data consistencies are met for planning across all sites.
Create a helpful tool to accelerate facility assessments 

Pitch 2:  AI Succession Planning
Accelerate the learning process for new staff
Sustain key knowledge gained through years of experience maintaining NNSA sites

Pitch 3: Identify Hidden Safety Risks
Leverage infrastructure data (e.g., from the BUILDER database) that includes equipment classification, age, condition, replacement cost to train AI to predict failures with greater accuracy considering many variables


Bernie Al Team Approach

Technical &
||
Program Management —
.- Cyber Security

LLM & Framework Q

Technical Writing
> & UX/UI Design

R&D Modeling -I-i- %;m
Bernie Al: an Al/ML tool that facilitates more

Lo

effective, efficient, and timely decision-making
that seeks to enhance rather than replace
human judgement

Data Pipeline & Agents

NSV
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Presenter Notes
Presentation Notes
WHAT IS IT?
New artificial intelligence/machine learning tool that facilitates more effective, efficient, and timely decision-making that seeks to enhance rather than replace human judgement
Focused on internal, enterprise-wide infrastructure data
Does not connect to the internet and is fully contained within our secure and safe environment 
Limited to unclassified information and will include rigorous cybersecurity reviews

WHO ARE “WE”?
Bernie R&D Modeling Team (used to be Builder team- moved to enterprise to become APEX (nee CIM) aka, the conscience
Data pipeline and Agent Team  - AJ Fontana, Archibeck
LLM and Framework Team – Cebastian, Alan Deng (Maizie)
Technical writer & UI/UX Team  Kate, Maizie
Cyber Security Team  - Cassie Tucker
Technical and Program management – Yousseff, Julie Krebs

HOW ARE WE DEVELOPING IT?
As part of a 15-month trial pilot starting in June 2024 through June 2025
If favorable after results are delivered, it could become a new NNSA capability with its own dedicated program and funding source



The Bernie Al Team

Julie Krebs
Program Leader

Yousseff Abed
Technical Leader

Cliff Shang
Analysis. Leader

Mitchell Haraburda
Program Analyst
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Alan Deng
Portal, Frame Works

©

Cebastian S. Hernandez
LLM Architect, Developer

Mazie Mauricio
Portal, Ul/UX, Graphics

Technical Communications

AJ Fontana
Data, Agents,
e Training, Modeling
Michael Archibeque
Training, Agents,
Modeling

Kate Heller

Cassie Tucker
Cyber Security, Analysis
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Presenter Notes
Presentation Notes
In less than a year, it’s hit 100 million weekly users, and over 2 million developers are currently building on the company’s API, including the majority of Fortune 500 companies.


Pilot Investigative Areas

LLM & Framework Cyber Security
@ » Choose hardware, LLM, plugins, « Lead Red Teaming, M&O
vector database a and NSE views
* Determine cost, sustainability, « Determine question redirects
portability  Mosaic effect prevention

* Retrieval-augmented generation

Data Pipeline & Agents R&D Modeling Team

« Determine agents, where data « Enlist community help
resides, APIs needed « Release verification tools,

* Improve responses portal, Q&R library

« Ensure data governance « Train and fine-tune

Lo

Q{‘\

A
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Presenter Notes
Presentation Notes
Cyber Security
Looking at it from both the site (M&O) and NSE perspective
What questions should be redirected?
Red Teaming
What data or information should not be combined? (mosaic effect)
IT infrastructure 
Where will Bernie live? (Laptop, VM, custom server, AWS or LC) My kingdom for a handful of GPU’s
What will it cost to maintain Bernie ?
What is its impact on sustainability?
Large Language Models (LLM) and Machine Learning
LLM to chose from (Lamas 2, Lamas 3, Open AI, ChatGPT 3, ChatGPT 4, other)
What plugins should we use?  (Bedrock, Sage maker, other)
How portable should it be?
What vector database should we use to support Bernie?
Agents and functions
What agents do we already have and need to re-factor to work with Bernie?
What functions can we create to improve Bernie’s response?
Training and fine tuning the LLM
As part of a 15-month trial pilot starting in June 2024 through June 2025
Question and Response (Q&R) library 
Bernie-AI portal  (coming soon)
Make tools available to confirm Bernie response
Enlist help from the community to train Bernie
RAG
Retrieval-Augmented Generation
Data Acquisition Plan
Data governance is key 
Where should the NSE data reside 
What API’s need to be written to access the NSE data?



S
@ Small and Large Language Models

SLM Best Uses LLM Best Uses
e Specialized knowledge * Broad knowledge
» Efficient and low-latency * Long training window

. g < : .
* Mobile applications o}b * High-precision
* Voice assistants ‘2: * Generate human-like text
* |oT devices > * Research applications
* Educational purposes * Multimodal abilities
Microsoft’s PHI-2 and Mistral 7B are high- Llama Index and Langchain are
quality sources similar to LLMs. frameworks for LLMs.
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Presenter Notes
Presentation Notes
• LLMs: LLMs excel in applications requiring high precision and naturalness in language generation, such as chatbots, content generation and language translation services. They can also generate human-like text for various purposes, including content creation, storytelling and creative writing. They are also valuable for research purposes and exploring complex language tasks.

Llama 3.1 models
405B  Flagship foundation model driving widest variety of use cases. 
70B  Highly performant, cost-effective model that enables diverse use cases.
8B   Light-weight, ultra-fast model you can run anywhere.


• SLMs: SLMs are well suited for tasks that require specialized knowledge or expertise in a specific field. They are suitable where resource efficiency and low latency are critical, such as real-time language processing in mobile applications, voice assistants and IoT devices. They are also suitable for educational purposes and smaller-scale NLP projects.

Microsoft’s PHI-2  a 2.7 billion-parameter language model 


B
&8 ) Primary Al Model Types

Objective
Type of Learning

Task management

More accurate results

Faster to train

Greater ability to trend and make
predictions

More effective with data that isn’t
uniformly categorized

Requires more computational
resources and vast training data

Trained Dataset —> Result
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Generative Al js a creative author of new
content, ideas, and images drawing inspiration
from existing datasets

Create new data
Probabilistic modeling

Unsupervised

Includes outlier data

Predictive Al is an analytical detective able to
identify patterns, make predictions, and classify
existing data

Classifies existing data
Discriminative modeling

Supervised (ideal for a secure dataset)

v Doesn’t include outlier data

v
v

—> Cat | Dog

CATEGORIZED
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Presentation Notes
GENERATIVE = generates new answer/data/content using diverse data, deep learning, complex algorithms and training, and patterns/relational data
PREDICTIVE = predicts likely answer, classifies, analyzes, or forecasts using existing and historical data, machine learning, statistical algorithms, less complex training, and existing patterns


.

&8 ) Choosing Predictive Al

Predictive and Generative Al are different; generating new data is not desirable

Weighing Predictive Al Pros & Cons

Pinpoint Customer Behavior Heavily Relies on Trained Data
Enhance Customer Experience Data Security Concerns
Make Informed Decision Expenditure”

*Considering the necessary of hiring experts with specialized skills for data collection, cleaning,
analysis, and other operations, which increases costs
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Presenter Notes
Presentation Notes
PROS
 Pinpoint Customer Behavior: Predictive AI is beneficial for businesses to identify customer behavior and make data-driven insights to better understand customers. These analyses help businesses identify their hidden trends and enhance their performance. By accurately identifying the hidden trends in the customer, businesses can increase the likelihood of customers being interested in selling the product. 
 Enhance Customer Experience: Predictive AI models are remarkable for predicting future outcomes. By leveraging it, businesses can improve their operations, plan precisely for future demands, and create the best customer experience. Having predictive AI tools can help you determine which types of stocks get quickly out of stock and when they should be restocked, and at the same time, it prevents businesses from overloading with low-selling items. This way, businesses can give the utmost significance to their customers. 
 Make Informed Decision: Businesses don’t need to spend their time doing guesswork; using predictive AI, they can make informed decisions. It can analyze vast amounts of data and find out exactly which activities or behaviors may predict positive outcomes. It also predicts the customer’s lifetime value (LTV) based on previous and current data.

CONS
Heavily Relies on Trained Data: A predictive AI model relies on the data or program that it is trained on. Therefore, it cannot verify and check the quality of the data. If the given input is not accurate and lacks authenticity, then this predictive model will produce content that is of poor quality and won’t be useful. Hence, business owners can use an automated tool like Pecan to take care of inaccurate and biased data. 
Data Security Concerns: According to the survey, 30% of professionals are concerned about data privacy. Finding the best way to ensure the security of customer data and leverage AI tools can be tricky. Therefore, it is difficult for organizations to protect data privacy with artificial intelligence. 
Steep Expenditure: To carry out predictive analytics, businesses must consider data collection, cleaning, analysis, and more. For this, one must have specialized skills to operate at each stage. This will increase the cost of hiring experts for the team and the maintenance of this AI model.  



o
T

#&  (Conscious and Conscience

A user portal desighed to combat
Al hallucination

* Direct access to Bernie Al team

e Validation using documents & data
* Al Training feedback loop

* Developer blogs

 Community of practice resources

* Research links

Q"\
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Presentation Notes
Portal development is key to accelerating Bernie AI training. 

Independent access to agents could be advantages 

Attaching the training document is apparently the best practices for combating LLM hallucination  

We will have access control on the portal


.

&% Agents Bring Forward Key Data

Fine-tuned
Tools BERNIE-AI |
(LLIM) ‘
‘I @
.................... > CLLEETLEEETEEEEEEEET S @ Response }
®
Synthesizer
e = Eﬁ
x[=| L !
. = - _/
G2/PIPE FX Calculator BUILDER Vector DB
API API

(future agents)

INNOVATE. COLLABORATE. DELIVER.



Presenter Notes
Presentation Notes
We use BERNIE-AI(LLM) to generate the arguments and params to an external resources such as G2,PIPE,FX-Calculator,vector DB from the users input query
The tool makes the call to the external API or resource and the agent synthesizes the final response based on the Agents instructions    
A Synthesizer is something that will make the output coherent like The MDI is 122 of building 111 instead of MDI:122

NSE data will become better as we train Bernie



Importance of Red Teaming

To build a safe Al, a key requirement is building a robust and efficient red teaming process

“How to make a cake?"

“Just buy a cake from
4 the store” } Q“,

“Sorry | am only able to
response to
Infrastructure data”
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Presenter Notes
Presentation Notes
How many developers are working on ChatGPT?

I'm afraid I don't have access to real-time information about the current team working on ChatGPT. As of my last update, there wasn't publicly available information on the specific number of developers working on ChatGPT. However, it's safe to assume that there's a dedicated team behind its development and maintenance, likely comprising engineers, researchers, and other professionals. If you're interested in knowing more about the team, you might want to check recent announcements or the organization behind ChatGPT.

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence

     (d)  The term “AI red-teaming” means a structured testing effort to find flaws and vulnerabilities in an AI system, often in a controlled environment and in collaboration with developers of AI.  Artificial Intelligence red-teaming is most often performed by dedicated “red teams” that adopt adversarial methods to identify flaws and vulnerabilities, such as harmful or discriminatory outputs from an AI system, unforeseen or undesirable system behaviors, limitations, or potential risks associated with the misuse of the system.



FY25 Q1

/ * Develop initial LLM

" FY24 Q4 training plan
FY24 Q3 S e * Implement initial plan

* Collect customer input % Futur.e. cybersecurity
* Define pilot conditions paper
project scope
* Cybersecurity

review

e Al framework paper
* Develop documentation
* Implement IT resources
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FY25 Q2

* Proof of concept using
APIls with current apps

e Connect to multiple
data sources

* Implement training
program

* Develop an enterprise
data acquisition plan

FY25 Q3

® Question review

e 12-month evaluation

* Develop expanded LLM
training scope

e Complete model
programming

* Implement enterprise data

acquisition plan

FY25 Q4

e Deliver evaluation
results June 2025

e State of neural
network paper

e Add neural network
layers

* Investigate additional
input and output
appliances

National Nuclear Security Administration
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NNSA BUILDER Program Manager

Questions

Krebs
@nnsa

ie B

Jul

Best Method to Reach POC

doe.qgov;
382-4410

.Krebs
le

e

Jul

Mobile: (505)
Working

Albuquerque, NM

n

from home
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