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AGENDA 
Tran s form a t ive Scien ce an d  Tech n ology Sem in a r  Ser ies  fo r  t h e Dep a r t m en t  o f Defen s e  

AI an d  La rge Lan gu a ge Mod els : New Ad van ces  a n d  At t ack Su r faces  

Decem ber  12, 20 23 

NAS 125 

1:0 0  Welcom e Rem arks  
→ Alt on  Rom ig, Execu t ive Officer ,  Na t ion a l Academ y of En gin eer in g
→ Bin d u  Na ir ,  Dir ect o r  o f Bas ic Resea r ch , U.S. Dep a r t m en t  o f Defen se

1:10  U.S. Lon g- Term  Com p et it iven ess  in  AI fo r  Na t ion a l Secu r ity 
→ Ylli Ba jr akt a r i,  Pr es id en t  an d  CEO, Sp ecia l Com p et it ive St u d ies  Pro ject

2:0 0  Ad ver sa r ia l At t acks  on  La rge Lan gu age Models  
→ Zico  Kolt er ,  Professor  o f Com p u t er  Scien ce, Ca rn egie Mellon

Un iver s it y; Ch ief Scien t is t  o f AI Resea r ch , Bosch  Cen t er  fo r  AI

3:0 0  Coffee Reception 
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SPEAKER BIOGRAPHIES 

Dr . Alt o n  D. Ro m ig , Jr . is  t h e execu t ive o fficer  o f t h e Na t ion a l Acad em y of En gin eer in g. Un d er  
Con gr ess ion a l ch a r t er , t h e Acad em y p rovid es ad vice t o t h e fed era l govern m en t , wh en   
r equ es t ed , on  m a t t er s  o f en gin eer in g an d  t ech n ology. As  execu t ive o fficer ,  Dr . Rom ig is  t h e ch ief 
op era t in g o fficer  r es p on s ible  fo r  t h e p rogram , fin an cia l an d  m em ber sh ip  op era t ion s  o f t h e 
Acad em y, r ep or t in g t o  t h e NAE p res id en t . He was  p r eviou s ly vice p r es id en t  an d  gen era l m an ager  
o f Lockh eed  Mar t in  Aeron au t ics  Com p an y Ad van ced  Develop m en t  Pro gram s , bet t er  kn own  a s  
t h e Sku n k Works  ® . He sp en t  t h e m a jor it y o f h is  ca r eer  a t  San d ia  Na t ion a l Labora t o r ies , 
op era t ed  by t h e Lockh eed  Mar t in  Corp ora t ion , h avin g jo in ed  San d ia  a s  a  m em ber  o f t h e 
t ech n ica l s t a ff in  19 79  an d  m oved  t h rou gh  a  su ccess ion  o f R&D m an agem en t  p os it ion s  lead in g 
t o  ap p oin t m en t  a s  execu t ive vice p r es id en t  in  20 0 5. He served  a s  t h e d ep u t y labora t o r ies  d ir ect o r  
an d  ch ief op era t in g o fficer  u n t il 20 10  wh en  h e t r an s fer r ed  t o  t h e Sku n k Works . Dr . Rom ig serves  
o r  h as  served  on  a  n u m ber  o f Ad visory Com m it t ees  in clu d in g t h ose a t  Un iv o f Wash in gt on , MIT,  
Oh io  St a t e ,  Pu rd u e, Georgia  Tech , t h e Colorad o  Sch ool o f Min es  an d  San d ia  Na t ion a l 
Labora t o r ies . He is  a lso  vis it in g Associa t e  o f Ap p lied  Ph ys ics  an d  Ma t er ia ls  Scien ce a t  Ca l Tech . 
Dr . Rom ig is  a  m em ber  o f t h e Boa rd  o f Dir ect o r s  o f Foo t ba ll Resea r ch , In c.,  a  n on - p rofit  en t it y 
cr ea t ed  an d  su p p or t ed  by t h e Na t ion a l Foo t ba ll Leagu e t o  r eview en gin eer in g t ech n ology to  
im p rove t h e sa fet y o f t h e sp or t . From  20 0 3 t o  20 0 8 , h e served  on  t h e Boa rd  o f AWE, 
Ald erm as t on , UK an d  ch a ir ed  t h e Program  com m it t ee. Dr . Rom ig is  a  Fellow TMS, IEEE, AIAA 
an d  AAAS. He is  a lso  a  Fellow an d  Hon ora ry Mem ber  o f ASM In t er n a t ion a l. Dr . Rom ig was  
elect ed  t o  t h e Na t ion a l Acad em y of En gin eer in g in  20 0 3 an d  t h e Cou n cil o f Foreign  Rela t ion s  in  
20 0 8 . He was  award ed  t h e ASM Silver  Med a l fo r  Ma t er ia ls  Resea r ch  in  19 8 8 . Dr . Rom ig 
gr ad u a t ed  from  Leh igh  Un iver s it y in  19 75 wit h  a  BS in  Ma t er ia ls  Scien ce an d  En gin eer in g. He 
r eceived  h is  MS an d  Ph D in  Ma t er ia ls  Scien ce an d  En gin eer in g from  Leh igh  Un iver s it y in  19 77 
an d  19 79 , r esp ect ively. 

Dr . Bin d u  R. Na ir  is  t h e Dir ect o r  o f Bas ic Resea r ch  wit h in  t h e Office o f t h e Secret a ry o f Defen se 
(OSD). She is responsible for oversight and coordination of the Department’s $2.5 billion annual 
in ves t m en t  in  bas ic scien ce. Th is  in ves t m en t  su p p or t s  h igh  r isk an d  h igh  p ay- off ba s ic r esea r ch  
p ro ject s  in  m an y field s  sp an n in g t h e p h ys ica l scien ces , life  scien ces , en viron m en t a l scien ces , 
applied mathematics, to name a few, that probe the limits of today’s technologies and aim to d isco ver  
n ew  p h en o m en a  a n d  d evelo p  t h e  kn ow ‐h o w  t h a t  m a y u lt im a t ely lea d  t o  fu t u r e  t ech n ologies . 
Bin d u  p r eviou s ly served  in  a  n u m ber  o f r o les  a t  DoD, in clu d in g Act in g  Dir ect o r  an d  Dep u t y 
Dir ect o r  in  t h e Hu m an  Per form an ce, Tra in in g an d  Biosys t em s  Dir ect o r a t e  w it h in  t h e Office o f 
t h e Secret a ry o f Defen s e. In  t h is  r o le ,  sh e was  in vo lved  in  over seein g a  broad  r an ge o f DoD’s 
science and technology programs. Her specific areas of responsibilities in the office were in  
en viron m en t a l t ech n ologies ,  b io - a ss is t  t ech n ologies  (exoskelet on s  an d  p ros t h et ics ) ,  h u m an  
m a ch in e t ea m in g , a n d  socia l beh a vio ra l m o d e lin g in  t h e  in fo r m a t io n  en viro n m en t . Bin d u  
ea rn ed  a  BSc a t  t h e Un iver s it y o f Flo r ida  an d  a  Ph D in  Ma t er ia ls  Scien ce an d  En gin eer in g a t  MIT. 

Mr . Ylli Ba jr ak t a r i is  t h e Pres id en t  an d  CEO of t h e Sp ecia l Com p et it ive St u d ies  Pro ject . Pr io r  t o  
lau n ch in g SCSP, Ylli s er ved  a s  t h e Execu t ive Dir ect o r  o f t h e Na t ion a l Secu r it y Com m iss ion  on  
Ar t ificia l In t elligen ce. Pr io r  t o  jo in in g  NSCAI, h e s erved  a s  Ch ief o f St a ff t o  t h e Na t ion a l Secu r it y 
Ad visor  LTG H.R. McMa s t er  h eld  a  va r iet y o f lead er sh ip  ro les  fo r  fo rm er  Dep u t y Secr et a ry o f 
Defen se Rober t  Work, an d  served  a s  Sp ecia l Ass is t an t  t o  t h e Ch airm an  of t h e Jo in t  Ch iefs  o f St a ff,  
Gen era l Dem p sey. Or igin a lly jo in in g t h e Dep a r t m en t  o f Defen se in  20 10 ,  h e served  in  t h e Office 
o f t h e Un d er secr et a ry fo r  Po licy a s  a  cou n t ry d ir ect o r  fo r  Afgh an is t an , an d  la t er  In d ia . Mr . 
Ba jr akt a r i is  t h e r ecip ien t  o f t h e Dep a r t m en t  o f Defen s e Dis t in gu ish ed  Civilian  Service Med a l – 
t h e h igh es t  award  given  t o  ca r eer  DoD civilian  em p loyees . Ylli r eceived  h is  u n d er grad u a t e  d egree 
from The George Washington University and master’s degree from Harvard University. 
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Dr . Zico  Kolt er  is  an  Associa t e Professor  in  th e Com pu ter  Scien ce Depar t m en t  a t  Carn egie Mellon  
Un iver s it y,  an d  a lso  serves  a s  ch ief scien t is t  o f AI r esea r ch  fo r  t h e Bosch  Cen t er  fo r  Ar t ificia l 
In t elligen ce. His  work sp an s  t h e in t er sect ion  o f m ach in e lea rn in g an d  op t im iza t ion , w it h  a  la rge 
focu s  on  d evelop in g m ore robu s t  an d  r igorou s  m et h od s  in  d eep  lea rn in g. In  t h e con t ext  o f r obu s t  
m ach in e lea rn in g in  p a r t icu la r ,  h is  grou p  d evelop ed  severa l ea r ly m et h od s  fo r  cer t ified  
robu s t n ess ,  in clu d in g con vex r ela xa t ion s  fo r  ver ifyin g d eep  n et wo rks , an d  r an d om ized  
sm oot h in g ap p roach es . He is  a  r ecip ien t  o f t h e DARPA You n g Facu lt y Awa rd , a  Sloan  Fellowsh ip , 
an d  bes t  p ap er  award s  a t  Neu r IPS, ICML (h on orable m en t ion ) ,  AISTATS ( t es t  o f t im e) , IJCAI, 
KDD, an d  PESGM. 
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